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Copyright Notice 

Notice 

Document information is subject to change without notice by Siemens Industry, Inc. 
Companies, names, and various data used in examples are fictitious unless otherwise 
noted. No part of this document may be reproduced or transmitted in any form or by 
any means, electronic or mechanical, for any purpose, without the express written 
permission of Siemens Industry, Inc. 

All software described in this document is furnished under a license agreement and 
may be used or copied only in accordance with license terms. 

For further information, contact your nearest Siemens Industry representative. 

© Siemens Industry, Inc., 2021 

To the Reader 

Your feedback is important to us. If you have comments about this manual, please 
submit them to: SBT_technical.editor.us.sbt@siemens.com 

Product or company names mentioned herein may be the trademarks of their 
respective owners. 

Printed in the USA. 

Cybersecurity disclaimer 
Siemens provides a portfolio of products, solutions, systems and services that 
includes security functions that support the secure operation of plants, systems, 
machines and networks. In the field of Building Technologies, this includes building 
automation and control, fire safety, security management as well as physical security 
systems. 

In order to protect plants, systems, machines and networks against cyber threats, it is 
necessary to implement – and continuously maintain – a holistic, state-of-the-art 
security concept. Siemens’ portfolio only forms one element of such a concept. 

You are responsible for preventing unauthorized access to your plants, systems, 
machines and networks which should only be connected to an enterprise network or 
the internet if and to the extent such a connection is necessary and only when 
appropriate security measures (e.g. firewalls and/or network segmentation) are in 
place. Additionally, Siemens’ guidance on appropriate security measures should be 
taken into account. For additional information, please contact your Siemens sales 
representative or visit https://www.siemens.com/global/en/home/company/topic-
areas/future-of-manufacturing/industrial-security.html. 

Siemens’ portfolio undergoes continuous development to make it more secure. 
Siemens strongly recommends that updates are applied as soon as they are available 
and that the latest versions are used. Use of versions that are no longer supported, 
and failure to apply the latest updates may increase your exposure to cyber threats. 
Siemens strongly recommends to comply with security advisories on the latest 
security threats, patches and other related measures, published, among others, under 
https://www.siemens.com/cert/en/cert-security-advisories.htm.

file:///D:/CPS_BG/Mehl/SSP/SBT_technical.editor.us.sbt@siemens.com
https://www.siemens.com/global/en/home/company/topic-areas/future-of-manufacturing/industrial-security.html
https://www.siemens.com/global/en/home/company/topic-areas/future-of-manufacturing/industrial-security.html
https://www.siemens.com/cert/en/cert-security-advisories.htm
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1 Interactive Patient Systems (IPS) 
Interactive Patient Systems (IPS) coordinate a hospital’s existing isolated systems and 
infrastructure to produce a patient-centered environment. The IPS connects patients 
to hospital systems using in room smart devices for increased visibility, control, and 
participation in their care. When patients are more connected and have more control, 
they will have a better experience. 

1.1 Features/Benefits 
Utilizes data within the hospital Electronic Medical Records (EMR) systems such as 
EPIC, Cerner, and custom systems to deliver personalized patient care regarding 
education, care team, orders, and charting information. 

Gives patients control over their room environment through connection to HVAC, 
lighting and shading controls to increase patient satisfaction, reduces the time nurses 
spend on non-clinical tasks, and reduces risk of patient falls. 

Patients can receive educational videos based on their specific condition and 
prescribed medications from the EMR. 

Patient can order and interact with hospital services like food menus, chaplains and 
social services via their smart devices or room consoles 

Accesses admissions, discharges, and transfers (ADT) data to coordinate instructions 
and ensure patients receive a personalized experience. 

1.2 Sales Coordination/Strategy 
Siemens generally will not be the lead developer of the IPS for our customers. 
However, we will be one of the key contributors in the overall success of the integrated 
system. Therefore, when a project is developed coordination with the IPS system 
vendor before and during the project development is crucial. 

When an integration is being proposed, for support contact your Smart Buildings 
Regional Director, Smart Hospitals National Director, or the Healthcare Vertical Market 
Team for sales or operation support.



 

 

SONIFI Health 

Hardware 

2 

6 | 10  A6V12241382_a_en_-- 
 

2 SONIFI Health 

2.1 Hardware 
SONIFI Health (SONIFI) provides all the hardware and software to support the 
solution. SONIFI will install, support, and maintain the components they provide. 
SONIFI has certified installers to ensure that all products and services are installed 
per SONIFI specifications and that the system will operate effectively and efficiently 
following the installation. 

The system is developed in a client-server design, with one interactive endpoint 
equating to one client. The SONIFI solution supports connectivity to patient room 
interactive televisions (TVs) via digital RF coaxial cable or digital IP. The on-premises 
solution holds all the content to minimize impact to the hospital’s internet circuit. 

The SONIFI IPS solution consists of a backend server for data interfaces to the 
interactive TV and/or mobile application-based frontend for patients. 

Hardware components include a server (exact count based on room counts, locations 
served, and services provided), a switch, a power control unit, a UPS, and a firewall 
appliance. 

A VPN tunnel is used for remote support by SONIFI staff. 

2.2 Software 
Solutions enabled via SONIFI’s IPS include several patient and staff-facing interfaces 
that leverage information from the EMR and other clinical and IT systems. The in-room 
interactive TV and mobile applications deliver personalized education, and 
entertainment along with features for environmental room controls, patient requests, 
schedule views, surveys, pharmacy order fulfillment, and more. 

 

SONIFI provides all software needed for the interactive patient system to work. An on-
premises solution holds all the content to minimize impact to the hospital’s internet 
circuit. Content and software updates are delivered via satellite download to the on-
premises servers. 

SONIFI is SOC 2 certified. It has established and follows strict information security 
policies and procedures encompassing the security, availability, processing, integrity, 
and confidentiality of customer data. Support and maintenance are included in an 
annual maintenance agreement.
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3 Integration planning 
Integration of the building automation system to the SONIFI IPS will usually be part of 
a larger hospital project. Siemens is responsible for implementation of the control 
system scope of work. Siemens may also be specified to provided BMS information to 
SONIFI to allow their software to retrieve data from or adjust the patient room 
environment 

3.1 Hardware 
SONIFI uses BACnet IP protocol to interface with the BMS. Therefore, all items 
required to be accessed by the SONIFI system must be accessible on a BACnet IP 
network. Clarify in the planning process the responsibility to provide network gateways 
if the automation system communication network in not native BACnet IP. 

3.2 Networking 
Network architecture is, in most cases, determined by the owner’s IT team and should 
be in bid packages’ specifications or drawings. Coordination with the network 
contractor, the Owner’s IT staff, and the SONIFI contractor is required liked any other 
system installation. Items to discuss and clarify are: 

● Range of IP addresses required 

● Requirements for VLANs for different systems 

● Any network security or firewall requirements 

● Responsibility for network components 

3.3 Software 
Siemens is responsible to provide programming to enable the scope of work within our 
contract and sequence of operations regarding control of HVAC, lighting, and shades. 
Siemens is usually responsible to also provide access to BACnet objects that are 
controllable by the IPS. Early in the design process, the list of BACnet objects and the 
subpoints should be communicated to the SONIFI Team. This list should be agreed on 
to ensure all required points are covered. 

The BACnet objects and typical points for an IPS are provided in the following section.
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4 Typical BACnet Objects 
SONIFI does not support BACnet auto discovery. Instead, they require a list of 
BACnet objects and subpoint information from the control system vendor. They also 
require a list of each room with the associated BACnet object addresses and 
subpoints. 

Following is a list of typical applications and required points for control. Refer to the 
project specifications for the exact points that are required for control or display in IPS. 

 

Application Function BAC Object Notes 

HVAC Temperature control Room setpoint  

  Room temperature  

Lighting Zone ON/OFF Zone control point One control point 
per zone in a 
room. 

Zone dimming Zone 0-100% output 

Shade control Shade Control Shade command 
0%-100% output 

One control point 
per shade or 
blind. 

Additional Points Outdoor air 
temperature 

 Only one point 
required 

 

 

For the lighting and shade control to be controlled by a third-party system, the 
application functions need to be enabled in the DXR. Refer to the Room Automation 
Station Application Template 14423 (A6V107246648) instructions. The sections Basic 
Lighting for Integration and Basic Shade Control for Integration should be used when 
the management system that does not recognize BACnet objects. 

4.1 Example BACNET Object Table 
This table shows an example of what a table of BACnet objects should contain. 

 

Room # Device ID Device 
Name 

Instance # Description BACnet 
Object 

322A HP-3-01 322ABC 
Suite 

170202 Room temperature 
setpoint 

 

322A HP-3-01 322ABC 
Suite 

170202 Room temperature  

322A HP-3-01 322ABC 
Suite 

170202 Ambient Bed Light 
ON/Off 

 

322A HP-3-01 322ABC 
Suite 

170202 Room Downlight 
dimming 

 

322A HP-3-01 322ABC 
Suite 

170202 Wall 
Sconce/Footlight 
dimming 

 

322A HP-3-01 322ABC 
Suite 

170202 Shade 1 control  
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Appendix A – Example Network Architecture 
The illustration below shows an example of a network architecture provided by 
SONIFI. It is included to represent what the entire network solution may contain. This 
is only representative of a single installation. Each solution is custom developed for 
the specific installation. 
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