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NOTICE: Document is outdated

1 NOTICE: Document is outdated

Dear user,
This document is in the process of being deprecated.

e If you are an existing Building Operator user and need to migrate to Connect Hub,
go to Building X Migration Guide for Operations Manager

e If you are a new user and want to onboard to Building X, please go to one of the
following:
— SID (EN): Building X Onboarding Online Help
— SID (DE): Building X Onboarding Online Hilfe

This document is not longer available after August 31, 2024.
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https://sid.siemens.com/r/A6V14374875
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Introduction

[

Introduction

This document was formerly titled the Operations Manager Engineering Guide. The
content, however, remains the same. The title now follows the naming conventions
for documentation related to adding devices to the Building X suite during the
onboarding process.

Operations Manager remotely operates and monitors building equipment including
heating, ventilation, and air conditioning as well as applications and meters for a fleet
of connected sites.

Operations Manager provides users with:
Multi-site overview

Real-time visibility and operation

Comfort score monitoring and management
Data history and trend analysis

Event information and notifications

Remote web access

Target groups
The information in this document is intended for the following target groups:

Connectivity and Application Engineers are responsible for planning and
configuring a customer project. They provide the parameterization of products,
devices, and systems and are responsible for general system troubleshooting. They
have the appropriate training to their function and to the products, devices, and
systems to be configured. They are familiar with the applied operating system(s) and
the related network environment.
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Engineering checklist

3 Engineering checklist

Use the workflow checklist to set up the Connect X200 / X300 and activate Operations
Manager. We recommend that you open two browser tabs during the commissioning
process: one for the Connect X200 / X300 and the other for Operations Manager.

Before signing up for an account, we recommend that your gateway has been
installed and commissioned on-site. When choosing a trial subscription, having your
gateway commissioned first, allows you to use the trial subscription for the maximum

time allotted.

The recommended browsers are as follows:
e Google Chrome and Chromium based browsers

e Mozilla Firefox

Connect X200 /X300 Installing the device Before getting started with
. . Operations Manager, use
Connecting the device the Building Operator
Commissioning the device | DiscoveryConnect
N - - X200/X300 Installation and
Logging into the device Configuration Guide
(A6V13057554) to set up
your device.
Accounts Signing Up If you have already created
Accepting invitations for an apcount anq company,
; this is not required. Before
a““’m"?‘“‘? refisgl . using Operations Manager,
subscription companies you need to create a
Siemens ID account and
accept your company
invitation, see the Accounts
User Guide.

Devices Adding a site Once your device is set up,
Add_ing and activating gr\]/éllllvs”tllllngggetgrbaes offline
device activated. To be able to
Installing the Building use the device in
Operator Discovery Operations Manager you
application need to add a site, add and

- - activate the device, install
Updating operating system | the application, and update
the operating system using
the Devices application.
For more information, see
the Devices User Guide.
Connect X200 / X300 Enabling remote web Proceed to the tunnel page
access in Connect device |to configure the tunnel
Ul endpoints e.g. Building
Operator Discovery.
Building Operator Organizing your Device After enabling remote web
Discovery View access and selecting your

ABV11881627_en--_t
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Engineering checklist

Discovering a BACnet
Device

Adding Equipment and
Data Points

Adding Tags to Data Points

Determining BACnet Write
Priority for Points

Restarting Connect Device
to Update Data Point
Information

Configuring Alarms in
Building Operator
Discovery

Backing Up and Restoring
a Building Operator
Discovery Database

data point settings, you can
now log into Building
Operator Discovery
remotely. After logging in,
you can configure your
device to add equipment,
data points, and alarms.
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Setting up Operations Manager
Getting started with Devices application

4

4.1
4.1.1
i
i
412

Setting up Operations Manager

Getting started with Devices application

Before using Operations Manager, you need to create a site, add and activate your
device, and update your device.

& Goto Switch Apps i > Devices.

Creating sites

Partitions are created in the Accounts application. Sites can be buildings or campuses.
A campus might contain multiple buildings.
Managing campuses functionality is only available for Building X offerings.

D> A partition has been created in Accounts.

1. Goto B Sites.

2. Select + Add.

3. Inthe Add site dialog, select the type for the new site (Building or Campus).
4. Fill in the Site details appropriately.

The Address field will automatically suggest addresses. Selecting a suggested
address will automatically populate the Time Zone field.

If Google Maps app is not available in.your country, the address and time zone must
be entered manually.

5. Inthe Partition pane, select the partition to which the building or campus belongs.

6. (Optional) Expand the ¥ Optional pane to add additional site and contact
information.

A value for Area must be entered, if the Building option is selected. If this value is
not specified, Energy Manager will not display any data for the building.

7. Confirm with Add.

Adding devices

1. Goto B Sites.

2. Select the site where you want to add your device.
3. Select + Add.
4

Enter the device activation key and select Validate.

ABV11881627_en--_t
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Setting up Operations Manager
Getting started with Devices application

i@

The device activation key can be found in the device Ul. The device Ul is a web
interface and can be accessed using local connection.

Activation key for Intelligent Valves is printed on the device.

[

5. (Optional) Confirm the Custom name of your device.

6. (Optional) Confirm the Custom description of your device.

Defining or changing custom name of the device, only affects the display name in the
cloud. The Custom name and Custom description fields are optional.

juni @

[

7. (Optional) Confirm the External identifier of your device.

The External identifier (optional) can be used for additional, customized asset
tracking functionality. And also for other types of.information exchange with other
systems via the Building X API's. Select the External identifier that complies with
the following guidelines:

* At least 8 characters.

* Letters, numbers and combinations are supported.

* Uppercase and lowercase letters are supported.

» Symbols are not supported.

8. Confirm with Add.

4.1.3 Assigning distributions and applications on devices

Distribution versions are not shown in order. Verify that you are installing the most
recent version of your distribution.

If one of the applications, within a current distribution has been discontinued, a
warning message displays in the Distribution details tab, along with the most recent
available distribution version to install.

Go to Sites.

Select the site with the device you want to view.
Select the device.

Select the Applications tab.

s wnN e

Assigning or changing a distribution
> The Applications tab is open.
1. In Distribution details, select Change.

2. Select a distribution from the Select distribution drop-down menu.

8|57
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Setting up Operations Manager
Getting started with Devices application

3. Select a distribution version from the Select distribution version from the drop-
down menu.

4. Click Save.

After a shared distribution from different product lines is installed and unshared, a
warning message displays.

puni @

Change distribution W
Select distribution Select distribution version
Building X Platform (S BP HQ) W ‘ ‘ 2.0 X300 W
Last modified on : 912312022, 6:07:42 AM
Description : This distribution contains the required edge

applications to enable the data flow between
on premise, Building X platform and Saas applications, such as Energy
Manger, Operations Manager, 360 Viewer and Operations API.
Warning : When changing the distribution, you may lose existing apps and

associated data

Installing Edge Applications
1. From the Applications tab, select the target applications to install.
2. Click Synchronize.

= / The Edge applications are installed.

ABV11881627_en--_t 9|57



4 Setting up Operations Manager
Getting started with Devices application

Information Updates Applications

Distribution details

Name : Building X Platform
Installed version : 2.0 X300
Applications

BACnet Connector
Connect-Hub BACnet Connector
Version: v0.0.33

Open Source Software licenses 3,

Building Operator Discovery
Integrate BACnet, Modbus, Haystack device data with Horizon
Version: 4.1.0-X300

Open Source Software licenses &,

Cloud Connector

Platform Edge App which provides connectivity with the platform
Version: v3.5.1-X300

Open Source Software licenses &

Connect Hub

Connect Hub connects Edge Connectors to the cloud
version: main.2356_X300_1

Open Source Software licenses &

File Connector

Common development builds of File Connector
Version: master. 1627 _X300

Open Source Software licenses 3,

P2 Connector
Connector that communicates with P2 networks
Version: master.760_X300

Open Source Software licenses &

Remote access

>,
Services
Change Update
[ Install
Install
Install
[ Install
[ Install
[ Install

10 | 57
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Setting up Operations Manager

Getting started with Devices application

Uninstalling Edge Applications

1. From the Applications tab, select the target applications to uninstall.

2. Click Synchronize.

= The Edge applications are uninstalled.

Information Updates Applications

Distribution details

Name : Building X Platform
Installed version : 2.0 X300
Applications

BACnet Connector
Connect-Hub BACnet Connector
Version: v0.0.33

Open Source Software licenses ¢

Building Operator Discovery

ntegrate BACnet, Modbus, Haystack device data with Horizon

Version: 4.1.0-X300

Open Source Software licenses ¢

Cloud Connector

Platform Edge App which provides connectivity with the platform

Version: v3.5.1-X300

Open Source Software licenses &

Connect Hub
Connect Hub connects Edge Connectors to the cloud
Version: main.2356_X300_1

Open Source Software licenses &

File Connector
Common development builds of File Connector

Version: master.1627_X30

Open Source Software licenses &

P2 Connector
Connector that communicates with P2 networks

Version: master

Open Source Software licenses *

4.1.4 Updating multiple devices

> Devices with pending updates are available.

Go to Sites.

Remote access Services

_Install

Uninstall

Uninstall

Install

_Install

Install

Select the site with the devices you want to update.

Select Options > Updating operating system or Updating distribution.

1
2
3. Select the devices.
4
5

Confirm with Update.

ABV11881627_en--_t
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Setting up Operations Manager
Enabling remote web access

4.2 Enabling remote web access

Remote web access can be configured, and other endpoints can be specified on the
device user interface. Tunneling for devices in and behind the gateway is supported
and must be engineered in the commissioning Ul.

° Remote web access does not support web interfaces that use Adobe Flash or
1 Microsoft Silverlight. These web interfaces perform certain unsecured operations
such as sending unencrypted data over the internet.
1. Goto [ Sites.
2. Select the site with the connected device.
3. Select the device.
4. Select Remote access.
5. Go to the required application > Open.
= A new tab opens, and you are re-directed to.the commissioning user interface
of the device.
° If you are using an iPhone and a-new window does not open, you need to allow pop-
1 ups in Safari explorer. Open Settings and select.Safari. Turn off the toggle button

for Block Pop-ups:

6. Enter your login information and select Log in.

7. (Optional) Go to Network >Tunnel configuration to set up further tunnel
endpoints.if needed.

4.3 Enabling remote web access in Connect X200 /
X300 UI

To use remote web access, you must configure your endpoints in the Connect device.
For example, to remote web access to an on-premise Desigo CC Flex Client, you
must enter the IP address of the Flex web application in the Connect X200 / X300
user interface. Additionally, use the Desigo CC online help in SID: Building X
Connector.

1./ Go to Network > Tunnel.

Click Edit.

Click Add.

Enter the Name, Description, and URL.
Click Save.

a > W N
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Setting up Operations Manager

Enabling remote web access in Connect X200 / X300 Ul

SIEMENS
« Online

5 openation

2 Network -~
IP settings
Firewall
Route
Proxy

4 Maintenance

Operational

nnection | Registration

Tunnel
Name
Gateway configuration

BOD

+ Add

WAN [ LAN

state | Network mode

Description

Configure the lacal gateway

FIN

Fig. 1: Connect X200 Tunnel endpoints

SIEMENS

CLOUD CONNECTION REGISTRATION STATE

Name*
Gateway configuration
BO Discovery
ApogeeFPWeb
TachOp&DailyOp
TechOp

NiagaraN4
DesigoCC-flex

DM tunnel test

ANIWAN

ACTIVATION KEY NETWORK MODE

Tunnel configurations

Dascription*

Canfigure the local gateway
FIN

Apogee Go

51 http

S1 https

aka Jace

flex client

test tunnel performance

Add Delete

Fig. 2: Connect X300 Tunnel endpoints

tp:f1127.0.0.1:8085

o

uRL*
https:/127.0.0.1/

http:/127.0.0.1:8085
http:l192.168.251.202:80?tunnel.rewrite-redirects=
http:/192.168.251.206:80

https:/1192.168.251.207:443

https:1192.168.251.203:443

hitps:/1192.168.

http: .0.1:20080

Cancel

only-self
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Adding data points using Building Operator Discovery
Logging in to Building Operator Discovery Remotely

5 Adding data points using Building Operator
Discovery

Building Operator Discovery is an engineering tool embedded on the Connect device
to configure and provision data points for Operations Manager.

5.1 Logging in to Building Operator Discovery
Remotely

You can log in to Building Operator Discovery remotely, or locally. The instructions
below outline how to log in remotely. To log in locally, use a local port or network
cable. A remote access session will close after one hour, even if you are actively
working.

1. Select the site you want to log in to.
2. Goto Remote Web Access.

3. Find Building Operator Discovery and click Open:

« D> | BO prod-int rocket manual / JABSite / Remote web access Send email / SMS on events o

JABSite
£ Equi t . - .
prEaT © 200 W Madison St, Chicago, IL 60606, USA

|~ Trend analysis

I = Remote web access I . .
Gateway configuration

@ Settings Configure the local gateway m

BO Discovery

FIN m

4. Wait for the connection to verify.

5. A new tab will open in'the browser. Log in using the following credentials (case-
sensitive):

— Username: admin
— . Password: admin

6. After you.first log in to Building Operator Discovery, you are prompted to change
the password. Complete the fields from the pop-up and select Apply.

Building Operator Discovery * T & System Integrator

Change Password

HaM HAYSTACK GATEWAY [v3.0.21
[r— NE v 1  starus : o | Logout

= Projects
wooE

0 Licenses B
SACKUP : LAST BACKUP WAS 23-AN-202
cren

EATED : JUL 19, 2019 & 12100 AM
& Users

]
i3

EZ Pods

7. Once you've created a more secure password, find and select Open Project.
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Adding data points using Building Operator Discovery
Organizing your device view

Building Operator Discovery

T Projects >

[ NAME : HAYSTACK GATEWAY [v3.0.21] [ status: ok |

A NODE :
M Licenses o=
BACKUP : LAST BACKUP WAS 23-JAN-2020

- Users CREATED : JUL 19, 2019 @ 12:00 AM

D) ﬂ ©
52 Pods

8. A new tab will appear. Select the menu icon in the top left of the screen.
9. Select DB Builder.

T
END USER APPS System Integrs — Graphics — o

Alarms Graphics Alarm Config

q))) 4 Q — NO DATA —

SYSTEM INTEGRATOR APPS

DB Builder

ADVANCED APPS

If the remote access session is interrupted, select Disconnect in Operations
Manager. Start the Remote Web Access process again.

pumi e

5.2 Organizing your device view

This section will cover how to create a device hierarchy in Building Operator
Discovery, and the recommended way to organize your equipment. Prior to organizing
your equipment, you will have to add a site in the Equip Tree.

A6V11881627_en--_t 15|57



Adding data points using Building Operator Discovery
Organizing your device view

EEE «

rh Select Tree... -
AVAILABLE TREES: =
E Equip Tree
& Graphics (]
> ¥ Programs 5
> rh Connectors e
£ schedules o
[ Clones o
> [ Jobs &
| Relationships o
£ saved Filters e
> ©» Tag Bundles 21
> [ Templates 39
t Tuning Policies 0
i &

Before you organize the device view, first change the time zone in My Site to the time
zone your device resides in. To do so:
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Adding data points using Building Operator Discovery
Organizing your device view

1. IMPORTANT! Add or change the country and time zone. This is the time zone you
set for data points — and their associated historical data — in Operations Manager.
The field is called “tz.”

= mm o> &
th Select Tree. . | | Essentials My site
AVAILABLE TREES: =
[ essentias ) €}
~ & Equip Tree
® navName: My Site -
™ My Site
4 ® area 2 nount
& Graphics o ® r=counky .
> ¥ Programs s
@ weatherRef: null [undefined] T
> rh Connectors (]
£ Schedules 0 ® c=odr:
® geocity agva v ® geast . -
e . geoCity. geostate:
® geoPostalCode: e - o uTe ﬁ v 5
> B Jobs ‘ geaCoord
I Relationships L} ® Latitude: L ® Longitude
£ saved Filters [
> © Tag Bundles n B MARKER TAGS +
> [ Templates 39 > site
i1 Tuning Policies [l
B PrOPERTY TAGS
v @

= Once you've set the site to the right time zone, you can create a new floor
object. However, before you create a new floor object, you must set the right
context in the navigation pane. To do so:

2. Select the Site name.

3. Find and select the (+) iconat the bottom of the navigation tree. Select Add Floor.

A6V11881627_en--_t 17|57



Adding data points using Building Operator Discovery
Discovering a BACnet device

siemens JEA L

th Select Tree...

AVAILABLE TREES: =

v & Equip Tree

& My Site

& Graphics e
> ¥ Programs 5
> th Connectors e
£ Schedules 0
([ Clones )
> [ Jobs 6
I Relationships e
R saved Filters e
N 21 o
M Add Site 39
£ Add Floor fies 0
..

4. In the pop-up, type to in the Floor Name field and give your site a unique name.
5." Select Create when finished.

6. Close the property editor to proceed.

The floor structure will not appear in Operations Manager. The hierarchy you create
is used to organize and engineer items in Building Operator Discovery.

[

5.3 Discovering a BACnet device

After you've added a floor object, you can now discover a BACnet device. In doing so,
you can add that device to the Building Operator Discovery project and sync it with
Operations Manager. Complete the instructions below to discover a BACnet device.

> You are in the Database Builder application.
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Adding data points using Building Operator Discovery
Discovering a BACnet device

|__[]

5.3.1

You have configured or confirmed the Discover Settings. If not, see Configure
Discovery Settings [— 19].

From the Navigation tree, under Available Trees, expand Connectors.
Expand BACnet.

In the BACnet Connectors pane, from the menu bar, click BACnet Global
Config and then complete the fields in the BACnet Instance Configuration pane
for your network. Click Save.

Enter custom local addresses as needed (for specific devices).

Operations Manager only allows BACnet networks on ports 47808 — 47823.

From the Navigation tree under the expanded BACnet connector, click
Discover.

In the Discovered Devices pane, from the‘menu bar, click Discover.

= The discovered BACnet devices display in the top section of the pane.
NOTE 1: Increasing the Timeout (seconds) in the Device Discovery Settings
dialog box may allow you to discover more devices. We recommend a 30-
second timeout value.
NOTE: 2: If a BACnet device was not discovered automatically, see Manually
Add a BACnet Connector [— 19] and then return to this topic and proceed to
Step 7.

From the list of discovered devices, select a device. For multiple devices do one of
the following:

— Toselect a range of devices: Click on the first device and then press SHIFT +
click-on the last device in the range.

— To-select individual devices: Click CTRL + click each individual device you
want to add.

Click Add, and then click OK.
From the Discovered Devices pane, click Discover.

The added devices display under Added Devices and are now greyed-out in the
Discovered Devices section.

Additional Discovering BACnet Device Procedures
Complete the following procedures as needed:

Configure Discover Settings

1.
2.
3.

From the Navigation tree, under Available Trees, expand Connectors.
Expand BACnet and then click Discover.
In the Added Devices pane, from the menu bar, click Discover Settings.

= The Device Discovery Settings dialog box displays

ABV11881627_en--_t
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Adding data points using Building Operator Discovery
Adding a Modbus TCP device

5.4

4. Complete the fields as required.
NOTE: A value of 10-seconds or higher is suggested for the Timeout (seconds)
value in order to allow discovery for as many BACnet devices as possible.

5. Click Apply.

Manually Add a BACnet Connector

1. From the Navigation tree, under Available Trees, expand Connectors.

2. Expand BACnet.

3. From the menu at the bottom of the BACnet Connectors pane, click Add.
= The Add BACnet Connector dialog box displays.

4. Enter the settings for your device, and then click Add.
NOTE: For MS/TP devices the MAC Address is required.

= The new BACnet connector displays in‘the BACnhet Connectors pane.

5. Select the newly added connector and then click' Ping«to confirm the connector
integrates with the device.

6. If the connector Status = OK and State = Open the integration was successful.
Proceed to Discovering a BACnet device [— 18] to discover the device and points.

7. If an Error is reported, further investigation is required. [Add Screen capture]

Adding a Moedbus TCP device

If you don’t intend on adding a Modbus TCP device, skip to the next section.

The instructions below detail how to integrate multiple Modbus devices in bulk. You'll
need to create a .CSV file with'the Modbus data point data and import it to Building
Operator Discovery. Then, a Modbus device must be created in Building Operator
Discovery and the CSV file assigned.

Creating .CSV file
To create a .CSV file, see the information below.
Download Template: http://www.siemens.com/download?A6Vv11971292

Please note that in this file, you must:
e / Begin column "A' data with lowercase letters.

e Add a ping register so that Building Operator Discovery can monitor the controller
to make sure it’s active.

e Manually upload this file to Building Operator Discovery.

Configuration Information
The following information is required to help configure your .CSV file.

e name (required): Name of the register. It must be unique and must start with a
lowercase letter (a-z). A-Z, a-z, 0-9, and underscores are allowed. No spaces or
other special characters.

e addr (required): The address of the register that follows the Modbus convention.
—  Oxxxx - Coil (00001-065536)

20 |57
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Adding data points using Building Operator Discovery
Adding a Modbus TCP device

— 1xxxx - Discrete Input (10001-165536)
—  3xxxx - Input Register (30001-365536)
— 4xxxx - Holding Register (40001-465536)
e data (required) - this defines the data type of the register.

— Bit Mask Types: Supports a position notation for cases where bits are packed
into input or holding registers. Format: name, addr, data, rw.
Examples:
- do0, 40101, bit:0, rw
- dol, 40101, bit:1, rw
- do2, 40101, bit:2, rw
— Word and Byte Order: If register data not stored in network byte order, you can
specify the order using suffix.
- u2le Unsigned 16-bit Int - Little endian byte and word order
- u2leb Unsigned 16-bit Int - Little endian byte order only
- u2lew Unsigned 16-bit Int - Little endian word order only

e 1w (required): Determines read and write permissions.
— rw: Register may be read and written.
— r: Register is read-only.
— w: Register is write-only.
e scale (optional): Allows user to apply a scale factor tothe registers. Format:
(operator)(number) where the numberis a numeric constant.

Examples:
— Add: +1.5
— Minus: -0.25
— Multiply: *10
— Division: /1000
e dis (optional): An optional tag that allows the user to specify a display name for the
register.

e unit (optional): Defines the unit to use for the register.
e tags (optional): Tags to apply to the point when learned into the database.
e _ folderPath (optional): Organize points by applying a folderPath.

A B C D E F G H I J
1 name addr  data rw scale dis unit tags folderPath
2 ping 10002 ul rw *10 .Ping
3 xVoltPh1N 65536 ud r *10 Voltage LOIN ) volt sensor -
4 xCurrPhl 10001 s1 w -0.25 Current LO1 A amp sensor -
5 xActPwrPhl 365536 s8 w *10 Actual power LO1 w watt sensor -
6 xSumPwrPhl 40066 f4 rw /1000 Summary power L01 W watt sensor -
7 xFctPwrPhl 465536 f8 r *1 Power factor LO1 - sensor
8

-
o ©

AA
=
[\

B
9]

Meter Siemens PAC3200 (003)

Uploading a .CSV File to Building Operator Discovery
Once you've configured the file, it's time to upload it to Building Operator Discovery.

1. Select and expand the Modbus drop-down in the Navigation tree.

2. Select Register Maps.
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Select Upload, below the Modbus Register Maps list. You won’t see any results if
you haven’t uploaded a Modbus file yet.

Select Choose File. Select the appropriate file from your device.

Select Upload to proceed. Your file will now appear in the Modbus Register Maps
list results.

Adding a Modbus connector

Once you’ve uploaded the file, you must then create a Modbus connector. This
connector will help you add data points to your Modbus devices later.

Modbus Properties

Dis: Name of connector
ModbusSlave: The salve of the Modbus device being.connected (default is 1).

Existing Register Map: If you've already configured a Modbus connector, this
property will let you choose from a list of available registers or to create a new one
with ModbusRegMapUri.

ModbusRegMapUri: Specify the name of the register map to link with this
connector. Replace "xxx" with whatever the name of the register map is.

Uri: To specify the Uri, enter the host; protocol, and port (default 502).

Supported Protocols

Protocol Type Address
TCP/IP modbus-tcp://host/
RTU over TCP/IP modbus-rtutcp://host/

To add a Modbus connector:

1.
2.
3.

Navigate to and expand Connectors > Modbus in the Navigation tree.
Select + Add.

In the pop-up, select the Existing Register Map drop-down and select the file you
just uploaded.

(Optional) If you have not yet uploaded the register map file, you can supply a
ModbusRegMapURI.

The Urifield gives information on the Modbus address. You can leave “modbus-
tcp://” as the protocol address and replace “host” with the device’s IP address.

Select Add when finished.

5.5 Adding Niagara Framework based devices to
Building Operator Discovery

This section will cover how to use a Niagara AX or Niagara 4 Framework device with
Operations Manager.

[

Building Operator Discovery has been tested with Niagara AX3.8 and Niagara
N4.10U5 versions. Compatibility with older versions of Niagara have not been tested.
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For additional information regarding Niagara devices and nHaystack in Building
Operator Discovery, see the following:
https://finproducts.atlassian.net/wiki/spaces/FINFramework/pages/770708023/NHayst
ack.

Installing the latest nHaystack module

Before using a Niagara device with Building Operator Discovery, you will need to
install nHaystack jar modules to your device. To install these modules, follow the steps
below.

> In the Niagara workbench:
1. Download the latest nHaystack.jar module(s) for your Niagara device.

— For Niagara AX, download here: https://stackhub.org/package/nHaystackAx
— For Niagara 4, there are two modules: nHaystack-rt and nHaystack-wb.
Download here: https://stackhub.org/package/nHaystack

2. Drag the nHaystack.jar file into your modules folder.

You may need to close/stop your station/workbench'in order to add this file to your
modules folder.

jmie

3. Drag the NHaystackService folder from your Palette into the Services section.
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> |2 | Nav |
3| ﬁa |Q:l My Metwork | - |

= E Config =

EH) Publish

- PxHome
i

s hETVICES

G- AuditHistory
-& LogHistory
@ ProgramService
d@ JobService

-I:| EmailService
'3 CategoryService
E@. BackupService
{:} WeatherService
- 0 125ervice

-. FIMLicensingService
s s tackService
§ PlatformServices
Bl-C@ Drivers

E—'}El Equips

EHES) vavol

| G1@® saT_sp

. @ DmeR

fra] AR —aw

> o) Palette
@ @ Q |[f;| nhaystack
o "
I site

e e equip

& timeZoneAlias

B driver

L als

4. Restart your station.

5. Once the station is running, run the following actions in the NHaystackService
Folder:

— NHaystackService > Actions > Initialize Haystack
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jmie

— NHaystackService > Actions > Rebuild Cache
— NHaystackService > Actions > Remove Broken Refs

[—'}.ﬁ? Services

rD-w AlarmService
ﬁg HistoryService
-&. AuditHistory
-& LogHistory
'@ ProgramService
'ﬁ JobService
c&-. UserService
- WebService
-I:l EmailService
'ﬁ CategoryService
EZ@. BackupService
{:} WeatherService
- o J2Service

' »+ FIMLicy Views

9 [ m Iitlize Haystack

355 Platfor - New Rebuild Cache
B+ Drivers Remove Broken Refs
ﬁ-ﬁ Friins L

To test'the connection of your device, type <niagaraStationIP>/haystack/about into
your browser.

Los_angeles, https://bitbucket org/ Jasondbriggs /nhaystack’, 2817-11-11714:18: 15, 843-98:98 Los_dngeles

Adding your Niagara device using a nHaystack connector

After installing the nHaystack modules, you can now add your device to Building
Operator Discovery. To add a Niagara Framework device via nHaystack connector,
follow the steps below.

D> In Building Operator Discovery:

1. Expand Connectors and select Haystack.

2. Click Add.

3. Type in the appropriate information in the ensuing pop-up.

— URI: Enter the IP address that connects to the station. The URI scheme must
be in the following format: http://host/haystack/
— Display Name: Enter the desired name for the connector.

ABV11881627_en--_t
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— Haystack Slot (optional): Only points that have haystack slots will be
imported into DB Builder. This is applicable if you are dragging in data through
the Site folder under haystack connector.

— Equip Filter (optional): If haystack slot = YES, then filter equipment can be

imported.

— Point Filter (optional): If haystack slot = YES, then filter points can be
imported.

— Username and password: Same credentials that are used to log in to the
station.

4. Once you are connected, you'll be able to see the same structure as you do in
Niagara through the Component Space.

5.6 Adding equipment and data points

Once you’ve added a floor object, you can then add equipment objects (i.e. devices)
to the hierarchy. These objects are discoverable through object discovery in Building
Operator Discovery.

The Equipment hierarchy level, although optional, provides flexibility to structure the
device level in Operations Manager. Typically, the- equipment corresponds to a
BACnet device; however, two or more building equipment.of a BACnet device can be
mapped to two or more equipment in Building Operator Discovery.

Complete the following steps in order:

Add Equipment
To add an equipment object to a floor object, complete the instructions below:

1. Inthe Navigation pane, expand the Equip Tree.
2. Expand the site object, then select the desired floor object.

3. Select the plus icon (+) below the available objects pane, then select Add Equip.
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siemens IR

th Select Tree... v

AVAILABLE TREES: =
v k Equip Tree

v 1t My Site

€ Floor 13
&5 Graphics e
> ¥V Programs 5
> th Connectors 1
£ Schedules 0
([ Clones )
> [ Jobs 6
: S 0
& Add Site o
£ Add Floor 21

2 Add Equip 39

4. Inthe pop-up, enter the equipment object name. It is highly recommended that the
object name matches its name on the BACnhet network. In Operations Manager
this name displays as the Device Name.

NOTE: The equipment object name cannot be changed after creation.

5./ Select Create.

Discover and Add Data Points

Similar to discovering equipment, you can discover points to add to the equipment you
just discovered. To discover points for specific equipment in Building Operator
Discovery, complete the following instructions:
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1. Inthe floor object, find and select the right device. Three icons appear once you
hover over the device name. Select the arrow icon, closest to the device name, to
set that device as your current context in Building Operator Discovery.

B8 « »

th Select Tree... v

AVAILABLE TREES: =
v & Equip Tree
v Tt My Site

v £ Floor 13

2 Heat Pump ©
&7 Graphics e
> ¥V Programs 5
> rh Connectors 1
£ Schedules e
([ Clones )
> [ Jobs 6
I Relationships o
AR Saved Filters ]
> © Tag Bundles 2
+ - Z &

2. | After setting the context, you will see a breadcrumb trail that reflects this action in
the menu bar above.

— m {,} » MySite » Floor13 » HeatPump

3. Once you've set the proper context, find and select the appropriate device
controller in the Connectors node. Select to expand Connectors, then BACnet (or
whichever type of connector you’re using).

4. Find and select the connector you want to add points to. Then, select Discover
Points, below the Added Points list results (there will be none, if you haven’t
added any yet).
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5.7

= EEEH 3 » myste » Foor13 »  HeatPump 88

ADDED POINTS
rh Select Tree...

AVAILABLE TREES: o
v k Equip Tree
~ fit My Site
~ & Floor 13
2 Heat Pump
&9 Graphics
» ¥ Programs

~ rh Connectors

- = a e

~ rh BACnet
> =1 Discover
h H.PUMP CTLR

rh Haystack a
.- 5 o

5. Once loaded, find and select (or multiselect) points you want to add to the device.
Drag and drop the point(s) on the equipment name in the Equip Tree on your site
to add the points or select + Add.

6. Select Apply in the confirmation dialog to add the point:

7. Select Cancel in the Batch Record editor: [Your Panel'Name]. This functionality is
not fully supported yet.

8. Navigate to the appropriate device in the Equip.Tree, and you'll see the points you
just added.

Viewing device and data point icons in Operations
Manager

Complete the following steps in order:

View a device in Operations Manager

Immediately after an equipment object has been added in the Building Operator
Discovery, itiis also populated in Operations Manager.

To see this reflected in Operations Manager:
1. Open anew tab in the browser and log in to Operations Manager.
2. Select the site name to access the site page.

3. 'Here you'’ll see the new device in Operations Manager that you added in Building
Operator Discovery.
D> | BO prod-int rocket manual / JABSite | Equipment send email 1 sMs on events (@D

JABSite
Q 200 W Madison St, Chicago, IL 60606, USA

= Remote web access Q search

i3 Settings I=  Name+ Description

=] ~ PXG3.W200-1(206)

ABV11881627_en--_t

29 |57



Adding data points using Building Operator Discovery
Deleting data points and equipment

View data point icons in Operations Manager

Once you have added data points in Building Operator Discovery, you can view them
in Operations Manager. See the table below for Operations Manager data point icon
definitions.

Icon Definition

physical-output

physical-input

process-value

other

analog with "meter" tag

OB ||

5.8 Deleting data points and equipment

Deleting Data Points: To correctly delete a data point in‘Operations Manager, you
must first delete the point in Building Operator Discovery. If you delete a point in
Operations Manager that action'won'’t reflect in Building Operator Discovery.

Deleting Equipment: To correctly delete equipment, you must delete the equipment
in both Operations Manager and Building Operator Discovery. If you delete equipment
in Building Operator Discovery, you must also manually delete the same device in
Operations Manager: Similarly, deleting a device in Operations Manager won’t
automatically delete the equipment in Building Operator Discovery.

To delete a data paint or equipment in Building Operator Discovery:

1. Select the appropriate point or equipment from the Available Equip Tree.
2. Selectthe (-)icon below the Available Equip Tree.

3.. Select Delete [Point or Equipment Name].

4. Select Delete in the ensuing pop-up to confirm.
5

Go to Operations Manager and see that the point was successfully deleted from
that device.

5.9 Adding tags to data points

Now that you have added points to the device, you can configure and tag these data
points to meet specific criteria.

Tags are used to standardize data and provide a method for semantic tagging and
data modelling in smart buildings. Comprehensive dictionary definitions for HVAC,
metering and other building related data make it cost-effective to analyze, visualize
and derive value from data.

There are two categories of tags in Building Operator Discovery:

30|57 A6V11881627_en--_t



Adding data points using Building Operator Discovery
Adding tags to data points

L)

e Marker - A one-word string value that describes the role(s) of the data point. For
example, a data point could be a temp setpoint so it would have both a "temp" and
a "sp" marker tag.
— A Meter tag is an example of a Marker tag and is used for accumulator data
types, such as heating and cooling.
e Property — A one-word string that has a value associated with it. In Haystack, the
tag is referred to as a “Value” tag.

Building Operator Discovery automatically applies some tags for you based on the
data point type.

Marker Tags
Marker tags are used to indicate the role of a data point.

To add marker tags:

1. Inthe Marker Tags section, select the plus icon (+) to expand the tags menu.

= m {@ » MySte » Foor13 » HeatPump (L)

h Select Tree. Essentials My Site Heat Pump Al 4 OFFSET

AVAILABLE TREES: o

~ fit My Site - -
P ViRITE ® & HisToRy )
~ & Floor 13
UNKNOWN
v Heat Pum|
2 . STATUS 11
I+ Al 4 OFFSET -
I» APPLICATION VALUE LEVEL
33 AUX TEMP
) MmARKER TaGs .
Aoi3 —
aux x @ % point
Apis
D06
B rrorerTY TAGS +
I+ PPCL STATE
¢ =]
) ROOM TEMP . e L
ST - @ conres H. PUMP CTLR [@p haygw:r262a3e94-9ebe5104] =
A F & ® fioorRef Floor 13 [@p:haygw:r:262a3cfd-d1a2f33e] - | %

2. Enter or scroll to search for the tag(s) you want to attach to this data point.

3. Select the check mark icon to save these changes. Select Save to confirm the
changes:

= m ‘@‘ » MySite » Floor13 » HeatPump

th Select Tree... Essentials = My Site Heat Pump Al 4 OFFSET

AVAILABLE TREES: =

~ mwysie B WRITE C® B History ®

~ € Floor 13
UNKNOWN
v 2 Heat Pum
= 2 STATUS I 7
& Al 4 OFFSET -
[ APPLICATION UL Gt

) AUX TEMP

E) MARKER TAGS heatPump x

a3
aux x  ®% point

ADIS
B DO6

B PROPERTY TAGS
& PPCL STATE P

L]
4 ROOM TEMP o uTe v | %
e i — @ connRef H. PUMP CTLR [@p:haygw:r:262a3e94-9ebc5104] v x
+ - 2 @ ® floorRef Figor 13 [@p:haygwir:262a3cfd-d1a2f33e] -

ABV11881627_en--_t

31|57



Adding data points using Building Operator Discovery
Adding tags to data points

Property Tags
Currently, Operations Manager does not display these tags.

Tags added in Building Operator Discovery won’t appear in Operations Manager until
there’s a change of value on that specific data point. As an Administrator, you can
manually override the data point value to push the changes to Operations Manager,
or restart the Connect device.

juie

To add a property tag in Building Operator Discovery:
1. Selectthe + inthe Property Tags section.

2. The default tag editor is a string type. To change the tag type, select the @ next to

tag-name.
a PROPERTY TAGS d @ tag-name tag-value v X v
®id My Site Heat Pump Al 4 OFFSET [@p:haygw:r:262b4341-662547bb] v B
o1z uTcC v X
@ connRef H. PUMP CTLR [@p:haygw:r:262a3e94-9ebc5104] v X
@ floorRef Floor 13 [@p:haygw:r:262a3cfd-d1a2f33e] v X

3. Select the appropriate property type to execute the type change.

® Boolean

® Number

® String

@ uri

@ Reference
® Time

® Date-Time

® Date

® Map

@ List

4. 'Once you've selected the right property tag type, enter the tag-name or manually
select the tag-name field to find the right tag name.

5. Set the appropriate value for the tag using the field provided.

B rroperTY TAGS ® maxval 305 cdaysF v X v
@®id My Site Heat Pump Al 4 OFFSET [@p:haygw:r:262b4341-662547bb] v A
01tz uTc v X
® connRef H. PUMP CTLR [@p:haygw:r:262a3e94-9ebc5104] - X
® floorRef Floor 13 [@p:haygw:r:262a3cfd-d1a2f33e] v X

6. Click v to confirm the change, then select Save to save the changes.
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Adding Marker Tags in Bulk

In Building Operator Discovery, you can batch edit tags assigned to points. This saves
you from having to manually update point tags individually.

To batch edit tags, do the following:

1. Inthe Available Equip Tree, navigate to the appropriate device and set it as the
current context.

2. Navigate to a specific point and change the value of a specific tag to the
appropriate value. In the workflow below, we’ll outline how to batch change the
property tag bacnetWriteLevel to 9.

Sl siemens A 53
rh select Tree... . Essentials My Site Heat Pump DO 2
o e N
B - READING &
@ curStatus: ok
B Aov1 ® curval: OFF
‘m ® curkrr: -
e @ curConvert: -
Aoz
‘ o Eﬂi::“’Aal.E er:"3.07di hwvac_finCat"Es tive”,"| @ writeErr: -
Epo1 @ writeStatus: unknown o ' @ writeLevel: 17
BDO2 ® writeval: - ® ritel/wiiteB:
B ROOM STPT @ writeDef: - @ writeConvert: -
2 ROOM TEMP ® writeArray: See Write Array... -
2 simEquip & e e
& Graphics [l
e B B scheouie . .
- ‘o N - )
. v . . .
3. To clone this value nts i evice, select the settings icon, below

then Clone Tags in the ensuing pop-up.

Advanced
Bacnet Priority Array

Batch Delete Points

Batch Edit and Clone

Connectors
Copy Points
Create Batch Records
Duplicate X Times
Excel Row Paster
Global Control
Point Numbers to Equip

Rename Points.

5. (Required) Select to select the appropriate tag in the list results. This populated list
based on the object you selected in the Available Equip Tree.
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6. (Required) Type to enter a filter query in the space provided. The tags you
selected above are impacted by the search criteria in the filter field. For example,
in the image below, the bacnetWriteLevel tag would be applied to any object that
has a point tag, and the equipRef points to a navName that matches “Desigo
Classic.”

= Example: point and equipRef->navName=="[EquipName]’

hselectTree.. = | Essentials  Clone selected tags from - My Site Heat Pump Al 4 OFFSET -

to below filter

Select The List Of Tags You Want To Clone

disMacro
kind
unit
writable

B Al 4 OFFSET

The tags selected above will be applied to this filter
bcin[ and equipRef->navName=="THeat Pump]"

| ]

[ Clone to other point with exact navName of Al 4 OFFSET

(Optional) Select Filter to open er a custom filter.

x
-]
CIS  custom

— FILTER EDITOR —

|Search/5efecr/-.' ustom...

Optional) To create a custom tag, select Custom in the Filter Editor pop-up.

dptional) Navigate to the appropriate device in the filter editor by expanding the
rop-down fields. Find and select the right point and select OK.

0. (Optional) Edit the filter conditions, including Boolean search criteria (and vs. or),
conditions, and tags. Select OK to proceed, and then Confirm. The search filter
displays. Test the validity by clicking Test.

11. Complete the required fields, and then select Apply.

Meter Tags

An example of a marker tag, the “meter” tag is used to identify a data point as an
accumulator and is applied to data points that are connected to accumulator type data
points, such as cooling energy or cooling volume flow. Operations Manager provides
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special views, such as bar charts, for viewing consumption over time for these data
point types.

If a Siemens Intelligent Valve is being integrated into Operations Manager via Connect
X300 instead of directly to the cloud, then the meter tag should be applied to the
following four points:

e Total cooling energy

e Total cooling volume flow

e Total heating energy

e Total heating volume flow

To add a meter tag in Building Operator Discovery:

1. Inthe Meter Tags section, select the + to expand the tags menu.
= fr » g8

h Select Tree . | | Essentials My Site Digital Energy Meter Total True Energy
AVAILABLE TREES: =
7 ESSENTIALS BEX) i % » w o
~ k Equip Tree
® navName: Total True Energy -
v 1 My Site
Y Type: Sensor -
~ & Floor 2 ® disMacro: SequipRef snavhame =
~ B Digital Energy Meter Kind: Numeric
! ey
2 Total Apparent Energy SiLak KA
® precision: -
4 Total Reactive Energy
@ minValue: -
2 Total True Energy O _
> B Heat Pump m
2 simEquip
@ siteRef: My Site [@p-haygw:r:24chSe31-efad75ae] -
& Graphics [ A . — e ;
equiphe My Site Digital Energy Mater [@p:haygw:r-26398d40- 4cdd72bc] .
> ¥ Programs s
2
> rh Connectors m READING ()
E1 Schedules ® .| @ cuseus ok
@ curval: 13749.00 kWh
+ - E & ® curkrr: -

2. Enter,or scroll to search for the tag(s) you want to attach to this point. Select the
check mark icon to save these changes.

= g o - =

th Select Tree. . || Essentials My Site Digital Energy Meter Total True Energy
AVAILABLE TREES: = — SUGGESTED TAGS —
~ & Equip Tree = o . < meter
- 1 My site  siteMeter
= oo HISTORY O perimveartient
) < domestic water metar
IRy . © entlied water meter
2 Total Apparent Energy [ =  condenser water meter
) Total Reactive Energy ST
5 Total True 2 makeup water meter S
4 Total True Energy
> B Heat Purmp MARKER TAGS meted] x
i x | @ point
2 simEquip - o
& Graphics o
5 g . B rropErRTY TAGS +
rograms
.
> rh Connectors 2 =
ou oMt - x
£l schedules & . @ foomer Floor 2 [@p:haygw:r2631¢5ec-35294b83] v x
L ]
vo= @

3. Select Save to confirm the changes.
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5.10

= @ o -

th select Tree. Essentials =My Site Digital Energy Meter Total True Energy

AVAILABLE TREES: =
v k Equip Tree

~ it My Site

T HISTORY
~ B Digital Energy Meter
Total Apparent Energy
Total Reactive Energy
Total True Energy
» B Heat Pump MARKER TAGS +
2 simEquip i ki
& Graphics o
5 ¥ Programs : B PROPERTY TAGS +
> th Connectors 2 N . o —_—
Ei Schedules L4 ® floorRef Floor 2 [@p:haygw:r:2631cSec-35294b8a] adl s -
s = ¥ e n

See the Appendix for a list of applicable Haystack tags.

Determining BACnet Write Priority for data points

BACnet priorities vary for different vendors. Siemens devices abide by the following
BACnet priority array:

e 1-6: Safety and protection

e 7: Delay time on/off

e 8: Manual operation

e 9-16: Program mode

If you want Operations Manager to write to any value or output with a BACnet priority
array, you must determine a write level.-Building Operator Discovery has its own
priority array, but it's important to set the BACnet write level appropriately for the end
device.

Complete the following instructions to configure the write priority for BACnet points:
Changing Point Priority Individually

1. Find and select the appropriate value or output point beneath the device, in the
Available Equip tree.

2. 'In the point editor, find the BACnet Write Level field.

3. Use theup or down arrows, or type to enter 8 for the field value. Any command
you send to the Building Operator Discovery priority array will be sent out to the
end BACnet device at slot 8, or manual override.
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5.11

= @ -
th select Tree. Essentials My Site Heat Pump AOV1
AVAILABLE TREES: a m READING ‘:)
M T - curstatus: ok
~ B Heat Pump ® curval: 0.00V
currr
B Aov1 curConvert: =
I AOV2
AL WRITABLE e
avi2 @ actions: V3.0, exprJwac_AinCar Emergency Set”poiniEmergencyt v | @ writeErT ~
A3 writeStatus unknown 7
® writeVal - -
B ® writeDef: = =
B Do2
@ writeArray Sew Write Array. -
e At ® bacnetWriteLevel: e
2 ROOM TEMP -
2 SimEquip
B scHebuLE
&7 Graphics o
3 U Bemmvare e e

4. Select Save at the bottom of the editor to save your changes.

Restarting Connect device'to update data point
information

If you want to update data point information or change. it for any reason, you’re able to
do so in Building Operator Discovery.

However, any data point information you update in Building Operator Discovery won’t
appear in Operations. Manager until there’s a change of value (COV) on that specific
data point. To force a COV, as an Administrator, you must restart the Connect device.
The example below outlines how to restart the gateway to force a COV.

To restart the Connect device to update data points:

1. Navigate to the point you want to change in the Available Equip Tree (Site > Floor
> Equipment > Data point) and type to enter the revisions in the appropriate
field(s)- In this example, we’re adding “(SieSte20)” to the end of the AOV2 data
point name.

= @ o

ih Select Tree...

Essentials My Site Heat Pump AOV2
— PROPERTY EDITOR —

AVAILABLE TREES: =

=}
»

B essentiaLs [‘wsic | x s W O

~ & Equip Tree

® navName: AOV ® disMacro

v M My Site
® dismacro: seq Nam ® bacnetwrite

~ € Floor 13 ® navName

v 2 Heat Pump

® equipRef

® sieref: My
I Al 4 OFFSET

® cquipRet: My
& aovt

& AOV2

I AOV3

I APPLICATION

2 AUX TEMP

A013

Aois

B D06

I PPCL STATE

2 ROOM TEMP
& Graphics

& =

1

]

D cONNECTORREF . Fum

® CurPath: 0S4

® write Path: 4054

[0 ReAD

0.00 -
0K L

STATUS

) MARKER TAGS

) | aop

® connRef

® floorRef

® actions

@ X X X X X @ X X X X X X3

- SHEDULE

x
tag,

)

VALUE/STATUS

HISTORY @

* Clicking the pol
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2. Select Apply when finished.

3. In a separate browser tab, log in to Connect device. Use the same username and
password you created earlier when you first activated the device.

4. Select the Maintenance tab in the navigation ribbon.
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5.12

5. Select Restart in the Device operation section.

o

Select Restart in the confirmation pop-up.
NOTE: You will likely lose and re-gain cloud connectivity during this process.

7. Log back into Building Operator Discovery to confirm the changes reflected after
the Connect device restart.

8. Refresh the Site page in Operations Manager if the revisions don’t automatically

populate.
B SIEMENS  Building Operator = B
« ®
3 M3 (remoteFault - Remot.
IE Equipment @
| Trend analysis D A4 {remoteFault - Remat. AOV2
= Remote web access
G AODIRREV o oV
@ Semings
[c] AOV1 ov
: v e o
& aov2 — o
History ~
G aov3 sv Hour - 8 &

Creating and restoring a record library

This section will cover the process for creating and restoring custom point and
equipment templates to reduce-the configuration. time of standardized building
applications.

1. Commission one device with the data points named/tagged as desired.
2. Select the device in the equip tree and select the device tab on the main window.

= A~ INFramework @ »

| Essentials dis bacnetConnRe! bacnetCur  bacnetWrite bacnetWritelevel connRef curStatus curVal deseription
AVAILABLE TREES: o
= o)) 3 BOSOURFIr003ATIOIXOIO0 HVAC TorCEngy  FOVT301 At st 18 fovTan ok kwh  Total cooling ene
v & Equip Tree
e (o)l 3 BOSOURFIOOTRTIOIXGIOCHVACToRCY  FOVTI0! Avas avas % v ok Gm  Total cooling volt
~  First Floor (o) BOSOUR FIT00F RT101X0100" HVAC VIVCTIPrPwY  FOVTI01 AV40 Ve % VTN ok kW Prasent power
> B Energy consumption - Meter PAC {Modbus) o) 3 BOSOURFIr00RTIOTXO1O0 WVACVIVCITPAVT  FDVTION A avss o ovTn ok Omih  Present volume
> B Air handling unit 5202.01 - Primary Plant PXC @a BOSOR FIrO0T RTIDIXENOE THIPrim Fov7I0N Mz oI o 47°C Primary iow te
> L Room 6301,0301 - Room Automation DRA @a B0GO0R FIr003RIOTXON0O TREPTIm FovTI01 a2 vz ok 8¢ primary retum ey
> B Room 7301.0300 - iValve EV OB ® BOSOURFIr003 RTICIXEI0G VivFos FovTagt A0 00 «: oI ok 7% valve position
2 Universal for tests - Primary Plant PXC
> B oo
Boay
» @ Ground Floor
& Graphics ]
> ¥ Programs [l
~ rh Connectors “
~ rh BACnet )
» =3 Discover
h AS6301 - »
+ = @ Clone Equip-Point Tags Clone Tags Apply BatchTags | = Open Record Library Save to Record Library

3. Select the data points you would like to add to your record library and click Save
to Record Library.
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= A~ INFramework @ *

. | Essentials My Site Room 7301.0300 - iValve EV

ch Select Tree...
P o e dis bacnetCur connRef curStatus curVal description
o) 3 OO0 FIFOLIRHG1XOI OFHVAC TotCEngY avst anm " [r—
« b Equip Tree
1 ysite (o)l 3 0600 FIrOF AT TX0100'HVAC TotCVTI avas Avas 1% FOVTI ok am
e (o) 3 BUGDY R FIr0 RT10TXD 100 HACVIVCL PrewY Ave avan * ovTn ok okw
> B Energy consumption - Meter PAC (Modbus) B BB I FIFOUY RT101XD100 HUACVIVCEI PV vy s " T ok
> B Air handiing unit 5202.01 - Primary Plant PXC (o ] 'B0G00'R FIrDOZRT101X0100°TFI Prim N3 fOVIIN ok e
* B Room 6301.0301 - Room Automation DRA @a 80600 R FIFO0T RT10TX100 TREPTIm iz ovTn ok =
> B Room 73010300 - Valve £V o) X BUGCQ R FIrORT RTIOTXD100 VvPas 0o 200 u T ok n%
B Universal for tests - Primary Plant PXC
» Booox
By
> & Ground Floor
& Graphics
> ¥ Programs
v ¢h Connectors
b BAChet
» =2 Discaver

ih ASE301 ~ | < | ——

B @

O Clone EquipPointTags (7 Clone Tags | Apply Batch Tags Eop!nkecnldl.lbﬂry"

4. Fill in a descriptive name for the record library and click Save.

Save Point Template

Okwh  Toeal cooling ene

Omh  Present valume {

‘Total coaling voly

Points to be saved

My Site Room 7301.0300 - iValve EV BO60O'R'Hr003'R7101X0100'VIiv -~
My Site Room 7301.0300 - iValve EV BO60O'R'Hr003'R7101 X0100°Hv,
My Site Room 7301.0300 - iValve EV BO60O'R'FIrG03'R7101X0100'HV! +

« I »

Create New File

IntelligentValveHeatingTemplate

ecords — Download Saved Records.

‘ CANCEL |

equip in the Equip Tree and then select Gear Icon — Create Batch
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Action Categories
Advanced
Batch Delete Points
Batch Edit and Clone.
Config Points

Create Bacnet Devices

Set Conflg Polnts

Summary

Select your record library from the drop-down box ai
Click Download.
The file should now be placed in your bro

After commissioning a new site, you can t
empty equip, select it, and then
Upload Saved Records.

d a_record library. Create an
ate Batch Records —

© © N

Action Categories
Advanced
Batch Delete Points
Batch Edit and Clone
Config Points

Create Bacnet Devices

ur equip in the equip tree and make it the current context. Discover the
propriate connector’s points and select the data points that were saved in your
rary. Add them to your new equip record.
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FirstFloor b New Equip - iMalve.

h select Tree...

ais bachetcur | bacnetwirite | writeconver disc
AVAILABLE TREES: = ° 80600 R FIr00TRTIOTXN 100 DIFPPTI e Tue Mar 17 2020 136543 GMT-0308 [Central Daylight Time) Mumber ANALOG IN
& Equip Tree = e BOSOUR FIrO0S RT 101104 SpRelhiels. ™ Tue Mar 17 2020 13:46:45 GMT-0508 (G
~ B My site ° BOGOUR FIr00T RTIOTXO100 SpRe{Trml e Tue Mar 17 2020 13:46:45 GMT-0500 [Central Dayiight Time) Mumber ANALOG_IN
~ @ First Floor. ° 80600 R FIr00 RTIOTXNI00 SOTFAAADS s Tue Mar 17 2020 134645 GMT-0500 [Contral Daylight Time) Mumbes ANALOG N
> B Enargy consumption - Meter PAC (Wodis)
° SOO0TR ORI Sp TR ™ Tue Mar 172020 134843 GUT0509 (Centel Daylight Time] Mumber ANALOG I8
> B Al handling unit 5202.01 - Primary Plant PXC
° sceam ORI BTR e T M 172030 13,4645 GMT808 (Centra Dalight Time) Numbes ANALOGIN
| B New Equip - Malve
> B Room 83010301 - Aoam Automation ORA
° R —— a2 it M 172020 12,4545 G 050 (Contra D ght Time) s ARALOG I
> 2 Room 73010300 - Valve ¥
B Universal for tests - Primary Plant PXC
> B ° SoeoRFLOIATIO I ViR ™ T M 172020 12,4645 GHT808 (Centra Dalight Time) Mumbser ANALOGIN
By ° BE600R Fr00SRTHBI KOV Vi a Tue ar 173020134643 GUT0500 (CentalDaylighe Time) Mumses ANALOG IN
* & Ground Floor [ 80600 FIr003 RT101KN100 PwrReiOut no7 xor T Mar 17 2020 13:465:45 GMT-0508 [Central Duyiight Time) Number ANALOG_O!
& Graphics . e BOGOTRFIrO0TRTIEIKEI00 TENMFIRIOM o6 o016 Tue Mar 17 2020 13:46145 GMT-0500 [Central Daylight Time) Numser ANALOG O
: [ 80600 R FIr00TRTIOTXN100 TFIPTimOUt o010 010 Tue Mar 17 2020 13:46:45 GMT-0503 [Central Dayight Time) Number ANALOG_O1
B
e [ —— won  aow Tl M 172030 134545 GMT.050 (Contra Doy gt Tine) s ANALOG. 01
s
[ 80600 R FIrO0TRTIOIXN 100 VAREIOut w02 xoz Tue Mar 17 2020 136543 GMT-0308 [Central Daylight Time) Mumber ANALOG 01
e 800008 Fro03 R B KO TG VhPssOuT so0e a0 Tue Mar 171020 134843 GUT-0309 CentalDayligh Time) humber ANALOF. 01
# Fovzant
h Sites00AsS202 4 :
h Haystack . Zacdan || O Rediscover

12. When the Batch Record Editor window pops up, select your record library from the
dropdown box in upper left corner.

= ~INFram (Y » MySwe » Frstfloor b ewEquip-Nale

BATCH RECORD EDITOR : MY SITE NEW EQUIP - IVALVE

uBRARY RECORD o8 rEcoRDs. o Irou3 R7101XD1S HRC TaCEngy
finGetPointecords, IntelgentValveHeatingTemlate zinc Tecm B
« s Equip Tree — : =
5. BOSOUR RGOS R7GIXUIGOHVA B v —
T e c TS S
*  First Floor IO 1 EOSOIR A0S RIOTXBI0O THP . © n [

BN gy comeamptimt| 2 A F L) —— 4

* B Air handling unit 52024 5 .- B0SO0R FITGOTR7101XOT00 YA

Cvivcetprewe

3 (% Bl e . o
"

. from oo

£ BOSOURFINOOS RZIOTROI00 VP, BOK00RFIO03R7101X0100
o s

a a

BOSODR HIr003 RTIOIXD100 TP - BOGOURFIrOUS R71 01K 100 TFR
rim nim

. B0SOURFIOTRTIGIXOIO0HNA p, 5
P

800U 00T RIIOTXOIOOHYA 5, &
CTotcingy c

Replace

=]
- |
pre— o

S s |l machTaps | = apan macord ity | ssve o

13. The.data points have been matched against your record library. Leave the three
toggle switches to Replace Existing Names, Marker Tags, His Tags, and click
Apply.

14. The data points are brought in with the correct name and tags. You can now clone
your equip to other devices of the same type. Before cloning, the equip with the
data points you had setup should be the current context. Select BACnet under
Connectors in the Equip Tree.

15. Select the connectors you want to clone the equip to and click Clone.
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= ~INFramework @ » Myt » festioor »  NewEquip-Nahe

ot conntcrons
Status | tate 1 Agdres | Devie nstonce | MAC Adaress etwork Number | Hop Countur bacwetoevicemame bocnatpenicestatis
it 2y gt ormancna.
My Site.
pr————

e o@ e RS ——
[ ————

AT | @ [ ——————

| hseleet Tree..
B pssentials dis

= o@ asast ok e RIS 8501

* & air handling unit 5202.01 - Primary Plant PXC.
2 New Equip - alve
* & Room 6301.6301 - Room Automation DRA.
> 2 Room 7301.0300 - ivaive BV
B Universal for tests - Primary Flant PXC
> B
By
» @ @round Floor
 Graphics
R ——
~ h Connectors.
~ i BACnet

B

> <2 Discawer
h Ase301

4 FoVTIO

h sitesooasszez

£ Haystack a

B @ [ +saa || 2 e || - oowm | [emne] | v ||  eve ]| < nai || * o | et

16. If the equip was set to the current context, the Clone Options
with the correct settings. Click Create.

17. To see the new equip refresh the Floor Vie

O

prepopulated
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6 Configuring alarms in Building Operator
Discovery

A cauTtion

Only use Alarm Config to add, modify or remove alarms. COVs may be needed to
ensure alarms are operating.

puni @

NOTE: To manage alarm events in the Operations Manager, application, go to the
following for more information: Operations Manager User Guide > Equipment > Data

point details > Event settings.

To configure alarms in Building Operator Discovery; please complete the following

instructions:

1. Log into Building Operator Discovery.

2. Select the menu icon in the top-left corner.

3. Find and select'Alarm Config.

4. In Alarm Config, you can set alarm configurations for the points on your device. To
do so, first select the appropriate Point Filter above the list results. Choose from
Number, Boolean, Enum or String value.

5. Then, select the box next to the appropriate point name(s). A blue check mark will
appearto the left of the data point name. When multi-selecting points, all data
points are written with the same values. Furthermore, the Select All box only
selects all the fields-on the current list results page. If you have more than one
page of list results, you must manually scroll and Select All for each page.

6. Next, find and select the appropriate configuration type from the Alarm
Configuration drop-down menu.

7. Select Add / Edit to edit the point alarm values.

= @ » g3

[ Heat Pun [ FF
[ ; D¢ FF
8. In the pop-up, change the value(s) in the fields provided to meet the parameters

for your data point alarm. Select OK when finished.

ABV11881627_en--_t
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Configuring alarms in Building Operator Discovery
Configuring Number alarms

° The values you apply in this window are written to the data points selected in the
1 Alarm Config list.
6.1 Configuring Number alarms
When configuring a Number alarm with a Delta From Setpoint value, follow the
instructions below:
1. Open and launch Alarm Config from the Building Operator Discovery applications
menu.
2. Select the Number point filter, select Number Alarm in the Alarm Configuration
drop-down, then select Add/Edit.
= oo g8
Alarm Configuration: | Delta From Setpoint || Add / Edit | Remove Point Filter: Number Boolean Enum String
| My Site Heat Pump ROOM TEMP ROOM TEMP 71.50 °F |
Kl
3. Inthe pop-up, change the value(s) in the fields provided to meet the parameters
for your point alarm. In the Compare Point Name field, copy and paste the
NavName of the point you want to compare to. The data point you want to
compare to, must exist within the same equip as the data point the alarm is being
configured for.
i The Compare Point Name field is case sensitive.

4. Select OK when finished.

Add / Edit

Point is outside +/- deltalimit

Compare Point Name ROOM STPT

D Alarm Priority 100

Delta Limit 1

Marker Tags
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6.2

Configuring Boolean alarm state text

When configuring alarms in Building Operator Discovery, there are a few nuances you
should be aware of. First, if you’re configuring a Boolean alarm that has different
values than “True” or “False,” you need to know how to determine which of these
binary values are true, and which is false.

To determine this, please complete the instructions below:

1. Open and launch DB Builder from the Building Operator Discovery applications
menu.

2. Navigate to and select the Boolean point on the appropriate device, within the
device hierarchy.

3. Find and select the information icon (i), above the Point Name field.
4. Scroll down to find the enum property.
=3 fr » g8

Essentials My Site Heat Pump DI
th Select Tree.. y v ——

My Site Heat Pump [@p:haygwiri263 v

AVAILABLE TREES: =
— [ essentias
~ E Equip Tree
navName: D3

~ T My Site
Type:
~ 2 Floor 2 disMacra: SequipRef Snav
> B Digital Energy Meter Kind: Boolear
S st et False Text oFF .
e Text oN m x v
AOV1 =
AOVZ x
AOV3 @ siteRef: x -
® cquiph 2 -
aoi2 8
aoi3 ] .
CONNECTOR REF  H.PUb ¢,
R asemi-colon ;

® Cur Path: BISS i =

Boo2
aDD crose

B reapinG [ @)

v - E @& curstatus ok
® curval: OFF -

ROOM STPT

5. Once you've determined the correct value, navigate back to the Alarm Config
application (we recommend opening two separate browser tabs).

6. Selectthe check box next to the appropriate point.

7. Select the Boolean data point filter, select Boolean Alarm in the Alarm
Configuration drop-down, then select Add/Edit.

8. Select either True or False, depending on the alarm value you want to set.
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Add / Edit

Alarm Text Point is in alarm state

Alarm Delay 0 secand - s
Alarm Enable Enabled
Alarm Priority o

Marker Tags

wProgram

9. Select OK to proceed.

6.3 Configuring multi-state alarm state text

If you're configuring a multi-state alarm that has multiple values, you need to know
which of these values to manually add to trigger an alarm.
To determine this, please complete the instructions below:

1. Open and launch DB Builder from the Building Operator Discovery applications
menu.

2. Navigate to and select the multi-state point on the appropriate device.

3. Find and selectthe information icon (i), above the Point Name field. Scroll down
to find the enum property. To the right, you'll find the multi-state point values,
listed in-ascending order (0, 1, 2, 3, 4, etc.).

= o - B

T . Essentials  JABSice cloud1 598 Cloud1 EnumWritable

e e

T L
T ey = ;

) ® disMacrc SequipRel $neiame = Erurmersban

~ & Murat_Owns_this_floor HarnPors x alowProgram

» B APOGEEPKCM < X sar
® suanat: st (g haygerasdoszsacseansat]
» Prcan
S ® equipher Bk couci_299 [Bp hayguer JSebe3aba2tad

» B oxre1icIoa8

> B HeATPUMP2 S— o
£ F99 TR PNIHPUT Z5AVEIT-V0 o eeCoNVErT eruns s, (e} o1 -
® bacrenCernet e

o cricago

> B PXG3W200-1(206)
» Rrovz
~ B cloud1 358
E cloud? Booleanwritable

SHEDULE () HISTORY (O]

VALUEISTAIS

E: cloud1 Booleanwritable1

T- Cloud1 Enumiritable

T Cloudi Enumiritablel

E- cloud Numericwritable NEXT VALLUE
© Cloud NumericWritablel
& Graphies
> ¥ Programs
> th Connectars T
B schedules
Clones . . Chicogn
> [ jobs,

4. Once you've determined which value(s) you’'d like to manually add, navigate to the
Alarm Config application.

5. Enter the multi-state value in the Alarm State Text field. Note that spacing is
critical in this field. If you enter a multi-state field value with incorrect spacing, the
alarm will not work. Use a semicolon to separate state text.

6. Select OK.
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6.4 Verifying alarms in Building Operator Discovery

6.5

Once you've configured point alarms, you can verify that these changes executed in
Building Operator Discovery. You can do so one of two ways:

First, after you select OK in the Edit/Add pop-up, you'll see a blue check box below a
new [Alarm Type] Alarm column in the Alarm Config list results.

= mm o - 52

Alarm Configuration: Add / Edit Remave Point Filter Number

dis navName curval

However, if you're interested in seeing which value was configured to set the alarm,
follow the instructions below:

1. Navigate to and launch DB Builder from the Applications menu.
2. Find and select the appropriate point on the device within the site hierarchy.

3. Beneath Property Tags, you’ll note new tags were created. These tags outline
various Alarm Config parameters, or the values.that you just manually set.

= @ > B

h Select Tree Essentials My Site Heat Pump DI 3

VALUE LEVEL

AVAILABLE TREES: =
~ & Equip Tree MARKER TAGS +

~ 1 My Site aux x > point allowProgram

~ & Floor 2
~ B Heat Pump B rroperTY TAGS *
£ ROV .

B Aov2

E Aova
Api2
aoi3 oN

Epo1

EBEpDo2

2 simEquip

& Graphics B .

+ - E &

Viewing alarms in Building Operator Discovery

Once you’ve set parameters for your alarm, you can then view the alarm status and
associated tags in Building Operator Discovery (pending the alarm has gone off). To
do so:

1. Select the menu icon in the top-left corner, and then select Alarms.

2. To view the point alarm details, select the (i) information icon directly above the
point name.

3. Here you'll find the point alarm details and associated tags. For example, you can
see the timestamp of when that specific point went into alarm (as outlined below).
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6.6 Viewing alarms in Operati

PROPERTY
alarnStatus

VALUE

normal

FloarRef @p:haygw: ri2631c5ec-35294b8a

floorRefdis Floor 2

alarn v

periods PpaB

equipRef @p:naygu: ri2631es e-75620277
equipRefDis My Site Heat Pump
ts Fri Apr 24 2626 11:32:15 GHT-6586 (Central.. [

4. Select Close.

Once a data point goes into alarm i i
reflects in Operations Manager.

Operations Manager displays when a dal
To view a data point an alarm

very, that state also

ut of an alarm state.
owing instructions:

> In Operations
Select the site witt
Go to Equipme

Sele

R A

Select int né as the Alarm 2,

«

 Back to overview x
JABSite z
= e | o e i G
2 Trend analysis
B ONEDAY_9000_JAB
= Remote web access Q Search by N Descripti
@ Search by Name or Description. 6,029
Settl
# o8 7= Name A Description fay
Command ~
=] v Automation station PXG3.W200-1(206)

= ~  Cloud PXCM APOGEEPXCM o History -
Week v &
G JAB_TRIG ON [ i ) &e
(G ONEDAY_9000_JAB o 6,029
10,000
-, PXCMLDO 8,000
G PXCMLDO_05 o
5000
-, PXCMLDO 400
G PXCMLDO_02 o
2000
~  PXCMLDO . e e -
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7 Backing up and restoring a Building
Operator Discovery database

In Building Operator Discovery, you can back up and/or restore a database you have
already created. This is useful if you want to save engineering configurations and data
to apply on a replacement Connect device (for example: due to device damage).
NOTE: Generating a backup is a general safeguard before starting any type of
project/device upgrades and is not a requirement.

7.1 Creating a backup

The following backup steps apply to Building Operator Discovery projects in general.
For projects using Modbus connectors there is an additional procedure to back-up the
Register Maps. See, Modbus Connectors: Backing-up the register map(s).

1. From the menu, select Folio in the Building Operator Discovery menu. Select
Menu.
For more information on Folio in)Building Operator Discovery, see the Building
Operator Discovery documentation.

2. Inthe Folio pane, select Snapshots.
3. From the menu, select Make Snapshot.

4. Once the loading bar reaches 100 percent, your database snapshot displays
directly below the menu in the Folio pane:
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— Folio —
9 Back
3 Refresh
@ Make Snapshot
0 Compact

& Upload Snapshot

Folio Snapshots

& Apr 21, 2020 @ 02:46PM 1.17M
& Apr22, 2020 @ 12:11AM 1.17M
& Apr 23, 2020 @ 12:11AM 1.17M

¢
1.17M 2 = o

Restore = Backup @ Delete

5. Select the Folio snapshot name you want to back up to your computer, and then
select one of the following:

— Restore: This will upload the same version of the database you created when
you made a snapshot. See below for instructions on how to properly restore.

— Backup: This will save the database locally to your device in a Zip file.

— Delete: This will remove the folio snapshot of the database.

6. Select Backup. Save the zip file to a safe location on your computer for a later
restore.

7. If you are creating a backup of a project using Modbus connectors, to complete
the backup, go to the next procedure: Modbus Connectors: Backing-up the
register maps(s).

8. If you are not creating a backup of a project using Modbus connectors, your
backup is complete.
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7.2

Modbus Connectors: Backing-up the register map(s)

After creating and saving the project snapshot in Building Operator Discovery, do the
following additional steps to save and backup the Register Map source for a Modbus
connector:

NOTE: The CSV backup file created in this procedure must match the current name of
the Register Maps for the Modbus devices in your project.

1. From the DB Building project tree, select Connectors > Modbus > Register
Maps > <MyMap>.
NOTE: <MyMap> is the name of a register map for one of the Modbus devices in
your project.

2. Select Edit Source at the bottom of the pane.
= The Edit Source dialog box displays.

3. Copy the Register Map source to the clipboard.

4. Save the clipboard data to a CSV file, named: <MyMap>.csv.
NOTE: "MyMap" is the name of the register map for the Modbus device selected
in Step 1.

5. Repeat for each register map as required.

o

Keep the CSV file(s) together with the project-snapshot file.

= When you are ready to restore your project backup, you will also have to restore
the register map file(s). See, Modbus Connectors: Restoring the register map(s).

Restoring a backup

The following steps to restore a snapshot from your computer apply to Building
Operator Discovery projects in general. For projects using Modbus connectors, you
will also need to restore the Register Maps CSV file(s), you created when you
created the project backup. See Modbus Connectors: Backing-up the Register Map(s).

1. Select Folio. Select Menu, then Snapshots.
2. SelectUpload Snapshot.

3. 'Choose the zip file that you previously backed up. The snapshot displays under
Folio snapshots.

4. In the restored snapshot, select Restore.
= The restore is executed.

5. If you have also backed-up a Modbus register map, see the procedure below to
restore the Modbus register map.

6. Once you have restored all your backups, navigate to the Connect device and
select the Maintenance tab.

7. Select Restart and wait approximately 10 minutes to execute a proper restore in
Building Operator Discovery.
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Modbus Connectors: Restoring the register map(s)

> You have a backup of your Modbus Register Maps. See Modbus Connectors:
Backing-up the register map(s).

P> You have completed a project restore in the previous procedure.

1. From the DB Building project tree, select Connectors > Modbus > Register
Maps.

2. Select the Upload button at the bottom of the pane.
= The Upload Register Map dialog box displays.
3. From the dialog box, select File.

4. Find and select the CSV backup file (our example: MyMaps.csv). See, Modbus
Connectors: Backing-up the register map(s).

5. Repeat Steps 1-4 for each CSV backup file.

6. When you have restored all Modbus CSV files, return to Step 6 in the previous
procedure to restart the Connect device to complete the restore process.
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System limits

System limits

For ideal performance, ensure that your system is configured with the following
limitations in mind:

e Maximum number of regular and AUX data points per Connect device: 500
e Maximum number of COVs per Connect device: 200/minute

e Maximum number of alarms per Connect device: 200/minute

For devices that do not support COVs, Building Operator Discovery will poll the
network according to its default tuning policy. On slow networks, such as MSTP, this
tuning policy may not be ideal. Refer to the Building Operator Discoverydocumentation
for instructions to configure a custom tuning policy

AUX data points and system limits

Unlike regular data points, AUX data points do not collect historical information and
are identifiable by an “aux” tag. However, AUX points are counted in the maximum
number of data points per Connect device.

BACnet

Building Operator Discovery supports BACnet services to discover, subscribe, read,
and write the main value of BACnet analog, binary, multi state, and other object types.
The following object types are available:

e BACnet Analog Input
BACnet Analog Output
BACnet Analog Value
BACnet Binary Input
BACnet Binary Output
BACnet Binary Value
BACnet Multi state Input
BACnet Multi state Output
BACnet Multi state Value
BACnet Command

BACnet Accumulator
BACnet Large-Analog-Value
BACnet Loop

BACnet Positive-Integer-Value
BACnet Pulse Convertor
BACnet Averaging

BACnet Integer-Value
BACnet Load-Control

Modbus

Building Operator Discovery supports Modbus function codes to read/write single
Modbus coils and register.

e Modbus FCO1 Read Coils
e Modbus FC02 Read Discrete Register
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System limits

e Modbus FC03 Holding Register

e Modbus FCO04 Input Register

e Modbus FCO05 Write Single Coll

e Modbus FC06 Write Single Register
nHaystack

Building Operator Discovery supports Haystack REST API services to discover, read,
and write Niagara framework-based control point objects.

nHaystack Boolean Point
nHaystack Boolean Writeable
nHaystack Numeric Point
nHaystack Numeric Writeable
nHaystack Enum Point
nHaystack Enum Writeable
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Edition notice

Technical specifications and availability subject to change without notice.

Any references to companies or persons are for purposes of illustration only and are
not intended to refer to actual individuals or organizations.

Edition:
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© Siemens 2024
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Cybersecurity disclaimer

Cybersecurity disclaimer

Siemens provides a portfolio of products, solutions, systems and services that
includes security functions that support the secure operation of plants, systems,
machines and networks. In the field of Building Technologies, this includes building
automation and control, fire safety, security management as well as physical security
systems.

In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art
security concept. Siemens’ portfolio only forms one element of such a concept.

You are responsible for preventing unauthorized access to your plants, systems,
machines and networks which should only be connected to an enterprise network or
the internet if and to the extent such a connection is necessary and only when
appropriate security measures (e.g. firewalls and/or network segmentation) are in
place. Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For additional information, please contact your Siemens sales
representative or visit https://www.siemens.com/gloebal/en/home/company/topic-
areas/future-of-manufacturing/industrial-security.html.

Siemens’ portfolio undergoes continuous development to make it more secure.
Siemens strongly recommends that'updates are applied as soon as they are available
and that the latest versions are used. Use of versions that‘are no longer supported,
and failure to apply the latest updates may increase your exposure to cyber threats.
Siemens strongly recommends to-comply with security advisories on the latest
security threats, patches and other related measures, published, among others, under
https://www.siemens.com/cert/ => 'Siemens Security Advisories'.
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