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Introduction 
Education covers an extremely wide range: not only with 
regard to the age of the pupils/students (from children as 
young as 4 to young adults in their mid twenties) but also 
to the variety of institutions (from nursery to university), 
types of buildings (teaching, administration, dormitory), 
and specialized rooms (from classrooms to high-tech 
laboratories). The highest priority for the management  
of such institutions is to provide a safe and secure 
environment for both the students and the staff. 
Although the life safety record of education facilities has 
generally been very good there is no reason to become 
complacent. The weak link has proved to be student 
accommodation, where sadly human behavior has led to 
a number of unnecessary fatalities over the past twenty 
years. 

For maximum protection, a comprehensive fire safety 
system is needed to ensure personal safety and damage 
mitigation in case of fire. The cornerstone of such a 
system is a fire detection system that guarantees early 
and reliable fire detection and activates the alarm devices 
and the relevant fire safety controls. To ensure adequate 
fire safety standards, national and regional directives have 
been established in the vast majority of countries. 
Personal safety is generally regulated by laws and official 
requirements, while the protection of material assets is 
mainly determined by the guidelines and directives drawn 
up by insurance companies. Fire incidents not only result 
in financial losses, they can also severely damage the 
reputation (and income) of a university. 

The size and complexity of higher education facilities, 
together with the diversity of the courses offered, means 
that there can be no single solution that is appropriate in 
all cases. Special attention should be given to critical 
areas where many people are present and areas with 
significant deceptive phenomena, heat sources and large 
fire loads such as event venues, high-tech laboratories, 
libraries, electrical plant rooms and student 
accommodation. 

The number of buildings involved in universities and the 
diversity of their use present a considerable challenge to 
the management of such institutions. In some cases we 
might be talking about the development of a completely 
new university campus on a greenfield site, where a 
coordinated approach can profit from the synergies of the 
various building management disciplines. However, in the 
great majority of cases we are more likely to be faced with 
the integration of a single new building or the 
modernization of an existing one. Such an extension can 
provide a suitable opportunity to take a fresh look at the 
current organization and examine how the efficiency of 
the management process could be improved. 

Although not in the focus of this document, university 
campuses around the world are increasingly making 
headline news for security reasons (e.g. shootings, 
terrorist attacks, demonstrations, etc.). The installation  
of a surveillance infrastructure that can provide security 
staff with the best possible means of dealing with such 
eventualities must be given careful consideration. The 
integration of the fire protection systems together with 
these security-based systems (and controlled from a 
common management station) is rapidly becoming an 
essential requirement. 
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1.1 Executive summary 
This document provides an overview on the challenges 
that need to be met in managing safety and security 
systems in the higher education sector while providing 
the best possible fire protection in the associated 
premises. As mentioned in the introduction, the main 
focus is on the complexity and diversity of those 
challenges faced in universities and this is reflected in 
many of the solutions highlighted in the document. 

The main single risk is fire and although life safety is 
clearly the highest priority, the importance of asset 
protection should not be underestimated. The majority  
of today’s universities are largely self-funded and are run 
like commercial institutions, with student fees becoming 
a major source of income. Apart from the direct costs of 
any buildings damaged by fire, the consequential loss of 
income caused by the inability to provide certain courses 
and the inevitable impact on the reputation of the 
university can be equally damaging. 

The diverse building usage and fluctuating student 
presence in university environments means that there  
is no single solution that will fit all applications. In 
student accommodation, for example, the demands are 
quite different to those of lecture theaters, laboratories  
or event venues. 

Fire protection and fire detection 
There is also an enormous diversity of room types and 
usages. From the fire detection perspective these vary 
from relatively straightforward applications such as 
classrooms and offices, to complex applications in 
specialized laboratories (such as cleanrooms) or event 
venues (which can host seminars one day and rock 
concerts the next). 

A cleanroom laboratory is a very specialized application 
requiring the use of extremely sensitive ASD detection 
systems. In contrast, event venues demand the flexibility 
of being able to modify the behavior of the installed 
detectors in accordance with the type of event being 
staged. The adaptation is made on the basis of the type 
and intensity of the deceptive phenomena expected 
during that particular event. 

Only a small percentage of students attend a university  
in their home town, so many thousands will need to find 
somewhere to live in the vicinity. Both the universities 
themselves and specialized commercial organizations 
now offer various types of accommodation for students. 
From fire brigade statistics these buildings are notorious 
for the number of callouts due to false alarms. Apart from 
the fact that this is a poor use of fire brigade resources 
and can lead to complacency, it is totally unnecessary. 
Such false alarms can be practically eliminated by the use 
of the appropriate products together with the relevant 
technical know-how. 

Good-housekeeping also plays an important role in fire 
prevention (e.g. checking that all flammable liquids are 
correctly stored and refuse bins are regularly emptied). 
The strict enforcement of fire safety regulations (relating 
to smoking bans, the use of candles and electrical 
equipment etc.) cannot be overemphasized. 

This is particularly relevant in student accommodation, 
where careless or irresponsible behavior has led to 
numerous fire-related incidents and unnecessary 
fatalities. 

Alarming, smoke control and evacuation 
Smoke presents the greatest danger to life in the event of 
fire and all possible measures should be taken to prevent 
it spreading throughout the building. As far as possible 
the escape routes should be kept free of smoke, by the 
use of smoke extraction systems and pressurization fans 
in the stairwells. 

In education facilities smoke control should form an 
integral part of the design process. In particular care must 
be taken to ensure that such buildings are subdivided into 
fire compartments by fire doors and fire-resisting walls 
and floors. Customized smoke control systems will be 
designed to restrict the spread of fire and smoke, 
conducting the heat and smoke through the installed 
ducting and smoke vents into the external atmosphere 
(generally through the roof of the building). 

Ensuring that escape routes are not used for storage of 
any kind and exit doors are not blocked is a fundamental 
part of any good-housekeeping concept. It cannot be 
assumed that a building evacuation will never be 
required, so we always need to be prepared for such an 
eventuality. Regular fire drills and staff training are an 
essential pre-requisite in being able to organize an 
efficient, panic-free evacuation if it becomes necessary. 

Extinguishing 
A fast response to the discovery of an incipient fire can be 
crucial in minimizing consequential damage and all 
school and university buildings must be equipped with 
the standard firefighting equipment designed to suppress 
incipient fires at the earliest possible stage. An adequate 
number of hand-held fire extinguishers (of the 
appropriate type) must be provided and situated in easily 
visible locations throughout the buildings. 

In a number of countries new school buildings and high-
rise accommodation blocks must be equipped with a 
sprinkler system. In all cases, regular service and 
maintenance are indispensable to ensure that the 
extinguishing systems and fire extinguishers are in 
perfect working order whenever they are needed. 

Integration and system management 
The majority of older, well established universities have 
evolved with time and numerous new buildings have 
been added at various locations within the city or existing 
buildings have been acquired and converted. Newer 
universities have often been built in a more homogenous 
way on a dedicated campus. In both cases, however, the 
task of integrating and managing these buildings is very 
similar. This is particularly true for the safety and security 
systems installed in these buildings. State of the art 
communication technology now makes it considerably 
easier to manage these systems in an efficient manner 
and from a central location. Such integration provides 
both economic benefits and improved quality of service. 
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As universities continue to expand, it is important that the 
interconnecting network can also be extended in a 
straightforward manner, without encountering any 
performance-related issues. A major role in providing 
optimal site-wide fire protection is played by the ability to 
integrate the numerous panels, installed in buildings 
throughout a university campus, into a homogeneous 
EN54-conform network. Great attention must also be paid 
to cyber security issues, such as ensuring firewall 
separation between the fire safety systems, security 
systems, the university IT-network and the Internet. 

1.2 Scope 
This document focuses on universities and colleges, 
which generally consist of numerous buildings (either 
spread out in a city or concentrated within a campus 
layout). Although areas such as administration buildings 
can often be served by standard solutions, there are many 
applications that need more sophisticated/specialized 
solutions (e.g. lecture theaters, laboratories, libraries, 
archives, kitchens, student accommodation, event venues 
etc.). These applications will be dealt with in more detail 
in section 3.2. 

An equally important factor, however, is the coordination 
and supervision of the multitude of systems installed 
across the length and breadth of the university. Although 
the primary focus of this document is the protection 
against fire and the resulting consequences, we should 
also consider the larger picture of security, CCTV, access 
control and coordinated site management. 

1.3 Challenges 
Managing all the safety and security aspects of  
a university or similar education facility is a continuous 
process, which also requires investment in new 
technology. Such systems may be designed to afford 
better protection or may provide opportunities to improve 
the efficiency of system management and maintenance. 
Many factors must be taken into consideration when 
reviewing the installed infrastructure and when planning 
modernization or expansion projects. 

Life safety 
Over and above any legal obligations (see section 2.2), 
university vice-chancellors and security managers have  
a moral duty to provide as safe an environment as 
possible for the large numbers of students and staff. 
Tailored solutions can not only ensure that incipient fires 
are detected at the earliest possible time, but also 
practically eliminate false alarms. 

In view of the recent history of shootings in schools and 
universities, security concerns can no longer be ignored. 
Decisions on the appropriate preventative measures and 
surveillance infrastructure will largely depend on the 
results of a local risk analysis. 

Reputation 
Any reported safety or security problems can easily have a 
detrimental effect on the reputation of a university, with 
prospective students possibly opting to go to other 
universities. Rebuilding the lost trust in an institution may 
take some considerable time. It is therefore essential to 
do everything possible to reduce the probability of such 
an incident occurring to the absolute minimum. 

Business continuity 
Anything that disrupts the daily routine of a college or 
university should be avoided. Such incidents can vary 
from unwarranted building evacuations (due to false 
alarms) to large fires that cause significant damage to 
property and infrastructure. Fire protection solutions 
designed by engineers with the appropriate know-how 
and experience can ensure that such incidents can be 
kept to an absolute minimum. 

Budget restrictions 
In general, new buildings are designed to meet the latest 
codes of practice. However, in a large number of cases we 
are confronted with the upgrading of existing buildings to 
fulfill requirements for which they were not originally 
designed. This dilemma is frequently made worse by 
limited financial resources. Maintaining the high safety 
standard required under the constraint of limited budgets 
is a challenge that must be met by good management, 
good organization and the appropriate use of modern 
technology. 

Paradoxically, the good record that the education sector 
has (in terms of the extremely low figures for deaths and 
serious injuries) makes it difficult for university authorities 
to obtain the necessary funds for upgrading their fire 
safety systems. However, in this context we should not 
forget to mention the relatively poor record regarding 
property losses (see Section 2.1). 

The costs of such losses are often underestimated as we 
need to consider far more than just the physical losses. 
Losing vital resources can greatly affect the university 
revenue if certain (possibly specialist) courses can no 
longer be offered for a year or more. It may also affect  
the hiring of high-profile professors, with the consequent 
inevitable loss of reputation. 

System management 
The technical infrastructure of a university consists of  
a multiplicity of subsystems from various disciplines  
(e.g. fire, security, CCTV, access control, HVAC, etc.).  
The main purpose of the safety and security systems is to 
trigger the appropriate warning signals when any 
potential emergency situation has been detected. From 
the system management point of view all these systems 
also have a number of things in common, such as control 
and maintenance. Being able to visualize the state of all 
these systems from a central location makes the task of 
the system manager considerably easier. The basis of such  
a system is the network, a common interface protocol and  
a management station. 
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2 Fire Safety 
The focus of this document is on minimizing one of the 
greatest single threats to educational facilities – FIRE.  
Fire safety is a wide-ranging topic covering all aspects of 
fire prevention, life safety and fire damage mitigation. 

2.1 Fire damage costs 

According to official statistics, the number of injuries 
caused by fires in schools is very low and thankfully the 
number of fatalities has been extremely low. However, 
this should in no way lead to complacency as there are 
still too many fires occurring in school premises which 
could be prevented. Figures from the UK show that each 
year over 2000 schools suffer fires that are large enough 
to require intervention by the local fire services and the 
direct cost of these fires was estimated at over € 70 
million. These figures only tell part of the story, however, 
and with a little closer inspection we find the following 
aspects: 

 Official statistics do not include the numerous small 
fires that were dealt with internally; many of which 
could have been prevented if “best practices” had  
been followed. 

 The actual costs to the schools and their students are 
considerably higher than the direct costs tell us.  
In addition to the damage caused to the buildings 
themselves, the consequential losses such as course 
work, records and teaching aids may have a long-term 
effect on students which cannot be measured in 
monetary terms. 

 A high proportion of school fires are started 
deliberately: in some countries this is estimated to 
account for as many as 70% of all school fires. 

The following paragraphs describe a number of 
prominent cases where fires have resulted in extensive 
damage to university buildings. These examples highlight 
the vulnerability of the infrastructure in higher education 
premises and the long-term effects of damaging fires. 

Case 1: Fatal accident in Seton Hall university, USA 
In 2000 three students were killed and fifty others injured 
in a fire in student accommodation. The cause was 
identified as arson. The coroner’s report stated that the 
severity of the incident was made considerably worse by a 
general false-alarm complacency resulting from an 
excessive number of false alarms in recent history. 

Case 2: University of Nottingham, England 
In 2014 a £ 20 million laboratory building was completely 
destroyed during the construction phase (when approx. 
70% complete). Although no figures are available for the 
consequences of the estimated 2-year delay in opening 
the laboratory these additional costs are certainly not 
inconsiderable. The probable cause was identified as a 
fault in the temporary electrical supplies on the site. As 
fire doors had not yet been installed and the glazing was 
still missing in certain areas, the fire was able to rage 
through the building unhindered. 

Case 3: University of Galatasaray, Turkey  
In 2013 a valuable library in one of the university’s 
historical buildings was completely destroyed as fire raged 
through the upper floors causing the roof to collapse. The 
source of the fire was determined be have an elevator 
cable, which caught fire due to overheating. Returning 
the building to its original state is expected to cost several 
million Euros. 

 
University of Galatasaray, Turkey shown after the fire that destroyed 
the upper floors of the historical building. 

Case 4: Uni Vaihingen, Germany  
In 2014 a fire caused considerable damage to lecture 
theaters, laboratories and offices on the Vaihinger 
University campus in Stuttgart. The direct cost was 
estimated to be € 2.5 million, although this does not 
include the additional costs of finding alternative seminar 
rooms while the renovation work on the damaged 
building was being completed. The cause of the fire was 
identified as a defective gas pipe. 
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2.2 Regulations 

The primary concern of the fire authorities is the safe 
evacuation of the building occupants and the provision  
of adequate fire-fighting equipment. In general, national 
and international fire regulations are primarily concerned 
with life safety and less concerned with protecting assets. 
Fulfilling these life-safety regulations and the associated 
building codes is, of course, mandatory. 

However, the number of national regulations and 
guidelines on asset protection (which are often compiled 
by insurance companies) is steadily increasing. National 
and international Codes of Practice (CoP) cover all publicly 
accessible buildings, but do not make any specific 
recommendations to address the particular risks and 
demands of education facilities. The following table 
indicates the local regulations in the various countries: 

Country Code of practice Description 

AT TRVB 123 S Technische Richtlinien vorbeugender Brandschutz 

Brandmeldeanlagen (2016) 

TRVB 151 S Ansteuerung von automatischen Brandschutzeinrichtungen durch 
automatische Brandmeldeanlagen (2015) 

OIB Richtlinie 2 Brandschutz (2015) 

.. Brandschutztechnische Sicherheitsstandards in Bildungseinrichtungen 
(Brief der MA39) 

BE NBN S21-100-1:2015 Systèmes de détection et d’alarme incendie  

Partie 1: Les règles pour l’analyse de risque et l’évaluation des besoins, 
l’étude et la conception, le placement, la mise en service, le contrôle, 
l’utilisation, le contrôle et l’entretien. 

NBN S21-100-1:2015 Partie 2: Qualifications et competences 

BG CEN TS 54-14 Fire detection and fire alarm systems - Part 14: Guidelines for planning, 
design, installation, commissioning, use and maintenance 

CH VKF Brandschutznorm  

1-15 und Brandschutz-
richtlinie 20-15 “Brand-
meldeanlagen“ 

Kantonale Vorgeben der 
Brandschutzbehörden 

Vereinigung kantonaler Feuerwehren, www.vkf.ch 

SES-Richtlinie BMA 2015 Verband schweizerische Errichter Sicherheitsanlagen www.sicher-ses.ch 

DE DIN VDE 0833-1 Gefahrenmeldeanlagen für Brand, Einbruch und Überfall 

Teil 1: Allgemeine Festlegungen 

DIN VDE 0833-2 Gefahrenmeldeanlagen für Brand-, Einbruch- und Überfall 

Teil 2: Festlegungen für Brandmeldeanlage 

VdS 2095 VdS-Richtlinien für automatische Brandmeldeanlagen – Planung und 
Einbau 

DIN 14675:2012 Brandmeldeanlagen – Aufbau und Betrieb 

DK DBI Retningslinje 232 Automatiske brandalarmanlæg 

Projektering, installation og vedligeholdelse 

ES UNE 23007-14 Sistemas de detección y de alarma de incendios 

Parte 14: Planificación, diseño, instalación, puesta en servicio, uso y 
mantenimiento 
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Country Code of practice Description 

UNE 23007-2 Sistemas de detección y de alarma de incendios. 

Parte 2: Equipos de control e indicación. 

FI ST-ohjeisto 1: 2009 Paloilmoittimen suunnittelu, asennus, huolto ja kunnossapito 2009 

(A new version will be published in 2017) 

FR NF S61-931:2014 Systèmes de sécurité incendie (S.S.I) – Dispositions générales 

NF S61-932:2015 Systèmes de sécurité incendie (S.S.I) – Règles d’installation des systèmes 
de mise en sécurité incendie (SMSI) 

NF S61-933:2011 Systèmes de sécurité incendie (S.S.I) – Règles d’exploitation et de 
maintenance 

NF S61-970:2013 Règles d’installation des Systèmes de Détection Incendie (SDI) 

IE I.S. 3218:2013 Fire Detection and Fire Alarm Systems for Buildings – System Design, 
Installation, Servicing and Maintenance 

NL NEN 2535 Brandveiligheid van gebouwen – Brandmeldinstallaties – Systeem- en 
kwaliteitseisen en projectierichtlijnen 

NO NS 3960:2013 Brannalarmanlegg: Prosjektering, installasjon, drift og vedlikehold. 

PL PN-EN/TS 54-14 Fire detection and fire alarm systems – Part 14: Guidelines for planning, 
design, installation, commissioning, use and maintenance 

SITP WP – 02:2010 Guidelines for planning detection systems. 

RU GOST R53325-2012 Firefighting equipment. Technical means of fire automatic equipment. 

Code 3.13130.2009 PA and voice evacuation system 

Code 5.13130.2009 Automated fire alarm and fire suppression 

Code 6.13130.2009 Fire protection systems. Electrical equipment. Fire safety requirements 

Federal Law N 123-ФЗ Technical requirement to fire protection 

Shop Drawings 78.145-93 Systems and complexes of the security, fire and security & fire alarms. 
Commissioning requirements 

SE SBF110:6 Regler för automatisk brandlarmanläggning 

SBF110:7 Regler för brandlarmanläggning, Utgåva 2 

SS3654 Brand och räddning – Branddetekterings- och brandlarmsystem - 
Brandförsvarstablå och brandkårsnyckel 

SS3654 T1 Brand och räddning - Branddetekterings- och brandlarmsystem - 
Brandförsvarstablå och brandkårsnyckel 

UK BS 5839-1:2013 Fire detection and fire alarm systems for buildings 

Part 1: Code of practice for design, installation, commissioning and 
maintenance of systems in non-domestic premises 

Over and above any codes and regulations, it is the moral responsibility of university management to provide students 
and staff with the best possible protection from fire hazards and the appropriate resources to deal with any fire-related 
incidents. 
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2.3 Fire safety management 

Good fire safety management is essential to ensure that: 

 The probability of a fire occurring is very low 

 If a fire should occur, then it should be: 

 Detected early 

 Extinguished quickly 

 Restricted to a small area of the building 

 If, in spite of all efforts to restrict the spread of the 
fire, it should get out of control, then all persons 
inside the building must be evacuated safely and 
quickly. 

2.3.1 Fire safety policy 
In the majority of universities and large school complexes 
fire safety management is based on a comprehensive Fire 
Safety Policy, which not only defines the legal 
responsibilities of the institution, but also clearly states 
the individual (and collective) responsibilities of the 
various groups of people within the organization. It is the 
duty of top management to ensure that the basic 
principles and guidelines set out in the Fire Safety Policy 
are implemented to ensure the safety of everyone within 
the university community and protect the university 
assets. In particular this includes the provision and 
management of fire safety systems and procedure. 

2.3.2 Fire risk assessment [4] 
The first step towards establishing and maintaining 
effective fire safety management is to make a detailed fire 
risk assessment. The main objectives of such a fire risk 
assessment are: 

 To identify the hazards and determine who or what 
might be harmed and how 

 Reduce the risk of those hazards causing harm to an 
acceptable minimum 

 Decide what physical measures (both passive and 
active) should be implemented 

 Decide what management procedures should  
be implemented 

 Record the findings 

 Regularly review the assessment and revise where 
necessary 

2.3.3 Checklist for fire risk assessment process 
Sources of ignition 
A list should be compiled of heat sources that could be 
sufficient to ignite any material found in the vicinity. 
These could include: 

 Poor electrical installations (overloads, heating from 
bunched cables, damaged cables) 

 Faulty or misused electrical equipment, for example: 

 In technology or art and craft facilities  
(ovens, kilns, etc.) 

 In student accommodation (heaters, kitchen 
equipment, hair straighteners etc.) 

 Hot processes  
(welding in workshops, maintenance work) 

 Cooking equipment, hot ducting, flues and filters 
(canteens, food technology rooms) 

 Naked flames (candles, Bunsen burners) 

 Arson 

 Chemical agents in laboratories 

 Smoking materials (cigarettes, matches and lighters) 

 Light fittings and lighting equipment  
(halogen lamps, display lighting) 

 Central heating boilers 

 Obstruction of equipment ventilation  
(office equipment) 

 Gas heating 

Sources of fuel 
Some of the most common ‘fuels’ found in educational 
premises are: 

 Flammable liquids, such as cooking oils in food 
technology rooms or solvents and adhesives used in 
workshops and engineering laboratories 

 Flammable chemicals, such as those used in 
laboratories or photographic dark rooms, cleaning 
products or photocopier chemicals 

 Flammable gases in laboratories 

 Displays of teaching materials 

 Paper, books, computer equipment 

 Props and scenery in drama departments 

 Clothing and bags in cloakrooms 

 Textiles and soft furnishings, such as stage curtains 
and costumes in drama departments 

 Waste and litter products; especially loose material 
such as wood shavings, sawdust, rags and off-cuts 
frequently found in workshops or art and design 
studios 

 Gym mats with cellular foam fillings 

Reducing the associated risks 
Having identified potential ignition sources and 
flammable materials, the risks can be greatly reduced by: 

 Removing the hazards where possible 

 Enforce a no-smoking ban 

 Prohibit portable heaters 

 Introducing alternative methods of storage 

 Use metal cabinets for storing flammable liquids 

 Defining organizational measures to reduce the risks 

 Introduce a hot-work permit system 

 Make regular checks on electrical equipment and 
installations 

 Create (and enforce) guidelines for the careful 
handling of waste materials 

 Create (and enforce) guidelines for correct 
behavior in student accommodation etc.  

People at risk 
In addition to the students and staff, this will include 
contractors and members of the public. Equally important 
is identifying where these people are likely to be found, as 
the main objective of this particular exercise is to develop 
appropriate evacuation plans.
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Consequently particular attention should be paid to 
people who may be especially at risk such as: 

 Students in unsupervised areas 

 Non-native speaking students 

 Employees who work alone and/or in isolated areas 
(cleaners, security staff) 

 People who are unfamiliar with the premises  
(visitors, members of the public) 

 People with disabilities (mobility impairment, hearing 
or vision impairment) 

On the basis of this assessment the following emergency 
evacuation plans can be established: 

 The GEEP (General Emergency Evacuation Plan) 

 The PEEPs (Personal Emergency Evacuation Plans) – 
for persons or groups of people with disabilities that 
may hinder self-evacuation. 

2.3.4 Fire protection concept  
Based on the results of the fire risk assessment, a fire 
protection concept should be developed which describes 
all protection measures which help: 

 Reduce the risk of fire breaking out 

 Prevent the spread of flames and smoke 

 Ensure that all occupants are evacuated safely 

 Enable the emergency services to take action 

2.4 Fire protection measures 

Fire protection measures can be divided into passive 
measures and active measures. Generally speaking, 
passive (structural) measures define a building’s 
resistance and endurance after a fire has developed, 
while active measures are aimed at preventing the 
outbreak of fire and the spread of fire and smoke. 

2.4.1 Passive measures 
The majority of college and university buildings were 
purpose-built and designed to fulfill the building 
regulations of the time. Although the fire safety aspects 
of these buildings will be continually reviewed in the light 
of more recent regulations, only when large scale 
renovations are planned will fire safety related structural 
alterations be implemented. Such alterations could 
include improving the compartmentation of the building 
to restrict an incipient fire to a single area and to prevent 
smoke spreading throughout the building (e.g. fire doors, 
enclosed staircases etc.). 

 

Although passive protection measures are not the primary 
focus of this document, they are extremely important. 
The majority of passive protection measures are related  
to the building structure, construction methods and 
materials used.  

The main elements of passive (structural) fire protection 
include: 

 Fire compartmentation of a building 

 Use of materials that will prevent building collapse 

 Fire-resistant construction elements to limit the spread 
of fire and smoke 

 Provision of fire-resistant escape routes/exits/ 
staircases/elevators 

 Selection of materials that will reduce the fire load 

 Selection of materials to prevent the generation  
of toxic vapors (in the case of fire) 

2.4.2 Active measures 
Active protection can be divided into organizational, 
detection, alarm and evacuation, and extinguishing 
measures: 

Organizational measures 
During normal working hours the majority of colleges and 
universities will be able to summon professional help 
relatively quickly in emergency situations. Despite this 
fact, the management of such buildings should aim at 
developing a high level of competence within their 
institution in dealing with any fire-related emergencies 
and in recognizing potential sources of danger, 
independent of outside assistance. 

Organizational measures include: 

 Staff training (prevention and intervention) 

 Provision of alarm and emergency plans 

 Periodic maintenance and checking of firefighting 
equipment 

 Keeping escape routes accessible and unobstructed 

 Enforcement of good housekeeping rules, e.g. 

 Correct storage of flammable materials used  
for cleaning or restoration work 

 Electrical appliances switched off as soon as  
no longer in use 

 No portable heating equipment permitted 

 No smoking in any part of the building or in the 
immediate vicinity 

 Universities are more  
than just learning  
factories; they become 
virtually a second home  
for the students during  
term time. 
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Detection measures 
The main tasks of an automatic fire protection system  
are to detect (an incipient stage) fire, sound an acoustic 
alarm, notify the fire service and activate the pre-
programmed control functions. Such a system consists  
of a control unit with peripheral input devices (such as 
manual call points and automatic fire detectors), output 
devices (such as sounders and beacons) and output 
contacts to control other systems (such as smoke control 
systems, HVAC systems, elevators, automated 
extinguishing systems, etc.). 

To minimize the danger to life and the damage to 
property, it is important to detect a fire as early as 
possible. Optimal product selection combined with 
appropriate knowledge make it possible to design a fire 
detection system capable of detecting a fire extremely 
early and virtually eliminate any danger of false alarms. 

Section 3 describes the measures needed to ensure that a 
fire is detected reliably and at the earliest possible stage. 

Alarm and evacuation measures 
When a fire breaks out prompt warning is essential and 
buildings must be evacuated within minutes to protect 
people’s lives. Education institutions, which at peak times 
may contain large numbers of students and staff, must 
fulfill special requirements with regard to alarming and 
evacuation. 

The purpose of an acoustic fire alarm is to warn people of 
the potential danger. In the case of a college or university 
three distinct target groups are addressed: 

 Students for whom a hazardous situation has been 
detected 

 Staff who should coordinate the evacuation 

 The people who should deal with the fire 

In a basic installation the fire detection system must 
activate the installed alarm devices and transmit the 
alarm signal to the fire department. More sophisticated 
installations may include a dedicated voice alarm system, 
which can be instrumental in preventing panic by 
providing clear information about the danger and any 
required evacuation procedures through calm and concise 
announcements. 

 

 

 

 

 

 

 

 

 

 

 

 

In addition to the type of alarm and evacuation system 
provided, evacuation plans, escape route identification, 
emergency lighting systems and smoke venting systems 
(where feasible) are essential to ensure a fast and safe 
evacuation of all persons. 

All buildings must have a detailed evacuation plan with 
detailed procedures for the systematic, safe and orderly 
evacuation of the building in case of fire or other 
emergencies. Fire drills should be carried out on a regular 
basis to ensure that all members of staff are familiar with 
all aspects of this plan. 

If an evacuation of the building becomes necessary 
students and visitors (who may have little knowledge of 
the building) must be able to rely on the escape route 
identification signs to find their way out of the building. 

In larger buildings air handling systems will be installed to 
extract smoke from the area of the fire and create over-
pressure in other areas of the building, allowing the 
escape routes to be kept smoke-free and enabling people 
to leave the building in a quick and safe manner. 

Section 4 describes the measures needed to alert staff, 
students and the intervention forces, and how to ensure a 
fast and safe evacuation of the building. 

Extinguishing measures 
Unfortunately fires cannot always be prevented and it 
may become necessary to deal with a fire in the most 
effective manner. Hand-held fire extinguishers situated at 
strategic points throughout the buildings allow staff to 
suppress incipient fires quickly and effectively. 

Automatic systems such as sprinklers generally react 
directly to the heat generated by the fire, releasing water 
from those sprinkler heads closest to the seat of the fire. 
The major objective is to prevent fire from spreading to 
other areas of the building and developing into a raging 
fire that may cause untold damage. 

Special applications require special solutions. Universities 
may have numerous areas requiring such solutions, 
including kitchens, clean-room laboratories, archives and 
electrical plant rooms.  

Section 5 describes the measures needed to suppress 
incipient and developing fires, and prevent fire spreading 
throughout a building. 
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2.5 Organization and Management 

Without good organization and management even the 
best structural and technical infrastructure cannot provide 
the quality of life safety and asset protection that is 
required. 

2.5.1 Good housekeeping [8] 
Good housekeeping can make a significant contribution 
towards reducing the chances of a fire starting, for 
example by monitoring the accumulation of combustible 
materials. Waste material should always be kept in suitable 
containers prior to removal from the premises. If rubbish 
bins or particularly wheeled containers are used outside 
the premises, they should be secured in a dedicated area 
at a distance of some meters from the building, to prevent 
them being moved close to the building wall and set on 
fire. (The recommended distance may vary depending on 
the country or fire authority concerned.). Good 
housekeeping is also a key factor in preventing escape 
routes being used to store material and fire doors being 
blocked or obstructed in some way. The risk of a fire 
occurring outside normal hours can be reduced by 
implementing clear closedown procedures, which must be 
strictly enforced. This is particularly important in higher 
risk areas such as kitchens, laboratories and workshops. 

A typical closedown procedure could take the form of a 
check list similar to the one below.  

Check that: 

 All refuse/waste has been removed from the premises 
and placed in secure storage 

 All flammable materials are suitably locked away 

 All equipment and machinery is switched off 

 All internal doors are closed 

 All external doors have been secured – while ensuring 
that this does not affect the means of escape for 
anyone using the premises outside of the normal 
working hours 

Due consideration should also be given to how materials 
are stored and whether the type of storage might create 
an additional fire risk. When foam gym mats are not in 
use, for example, they should be stacked on top of one 
another in a dedicated storeroom. In this way the rate at 
which a fire might grow would be significantly less than  
if they were laid side by side or stood vertically against  
a wall. 

2.5.2 Training 
Regular staff training is essential and for those members 
of staff nominated as fire wardens this training should 
include: 

 Operation of the fire-fighting equipment 

 Familiarity with the fire protection panel (e.g. is the 
system working? Are any faults or isolations indicated?) 

 Familiarity with internal communication channels 

 Duties in the event of a building evacuation 

 Supervision of people with disabilities 

2.5.3 Maintenance 
Preventative maintenance is an important part of daily 
business in fire risk management. Poorly installed and 
maintained electrical equipment can significantly increase 
the risk of accidental fires. 

The main causes of electrical fires are: 

 Overheating cables and equipment (e.g. due to 
overloading circuits, bunched or coiled cables  
or impaired cooling fans) 

 Incorrect installation or use of equipment 

 Damaged insulation on cables or wiring 

 Combustible materials being placed too close to 
electrical equipment which may give off heat even 
when operating normally or may become hot due to a 
fault 

 Arcing or sparking by electrical equipment 

 Misuse or lack of maintenance of cooking equipment 
and appliances 

 Electric motors or transmission drives (worn drive 
belts, excessive friction due to lack of lubrication) 

All electrical and mechanical equipment should be 
installed and maintained in a safe condition by a 
competent person. Regular checks should ensure that any 
defective equipment and installations that do not comply 
with the specified safety standards should be repaired 
immediately or taken out of service. It is, of course, also 
essential that all fire safety related equipment, such as the 
fire protection system itself, emergency lighting and the 
extinguishing infrastructure (sprinkler systems, fire-hose 
reels, hand-held extinguishers etc.) are always maintained 
in perfect working order as an emergency situation could 
arise at any time. 

2.5.4 Compliance with regulations 
Staff must be responsible for the strict enforcement of fire 
prevention regulations and this should be an important 
part of their job description. In particular this applies  
to enforcing the no-smoking regulations, which in most 
countries now apply to all college and university buildings. 
If smoking is permitted in certain areas then this should be 
carefully controlled to ensure that it only takes place in 
those designated areas. Staff should always be on the 
lookout for evidence of unauthorized smoking on the 
premises and take measures to prevent this. (In the past 
carelessly discarded cigarettes and other smoking 
materials have been a major cause of fire. A cigarette can 
smolder for some considerable time and numerous fires 
have started several hours after the smoking materials had 
been dropped into waste bags and left for future disposal.) 

Similarly, those regulations relating to the behavior in halls 
of residence must be enforced by periodic checks for 
evidence of: 

 The use of candles 

 Overloading of power sockets 

 Use of forbidden electrical equipment in the student 
bedrooms  

 Manipulation of fire protection equipment 

 Propping open of fire doors 

 Poorly maintained cooking equipment  
(e.g. fat build-up on ovens etc.) 
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2.5.5 Disaster recovery plan 
The first priority is obviously to prevent fire occurring and 
suppress any potential fire in the incipient stage of its 
development. However, all colleges and universities 
should have a disaster recovery plan. As soon as the initial 
trauma of dealing with the fire is over and the extent of 
the damage can be assessed, priority must be given to 
getting back to the normal timetable. While the necessary 
renovation work is in progress temporary classrooms may 
be needed, or rooms in other buildings rented; damaged 
or lost books and teaching aids must be replaced etc.  

The disaster recovery plan should include: 

 Details of people who can help in an emergency 

 Information on suppliers 

 Inventory data 

 How media and parent enquiries will be handled 

2.6 Particular challenges 

What are the particular challenges facing security 
managers in education facilities and how should these 
threats be addressed?  Fire service statistics indicate  
that in comparison with other sectors the two standout 
issues are: 

 False alarms – particularly in universities and  
especially in student accommodation 

 Arson – particularly in schools for pupils under  
the age of 18 (see Appendix A - Schools) 

 Carelessness – failure to obey house regulations  
in student accommodation 

2.6.1 False alarm complacency 
Universities are one of the most common culprits when  
it comes to causing false alarms. Fire brigade statistics 
indicate that in many cities student accommodation 
accounts for a very high proportion of callouts that turn 
out to be false alarms. This is not only a cost factor and  
a wasteful use of the fire services’ time, it can be very 
frustrating for the inhabitants when the fire alarm is 
sounded several times per month and everyone has to 
evacuate the building. It is not surprising that this often 
leads to complacent behavior amongst the students and a 
reluctance to leave the building yet again “for another 
false alarm”. In fact, this behavior was cited as being a 
contributory factor in the deaths of three students in the 
fire at Seton Hall University (2000).  

This is a depressing statistic, as large numbers of false 
alarms are completely unnecessary. The actions and 

behavior of some students can contribute to the problems, 
when fire safety regulations are willfully ignored. 
However, the enforcement of these regulations and the 
installation of appropriate fire detectors in the appropriate 
locations can practically eliminate false alarms and restore 
the trust in the fire protection system. 

2.6.2 Arson 
Although arson is one of the major causes of fire in 
schools (see Appendix), there are considerably fewer 
incidents in higher education facilities. There is no reason 
for complacency, however, as the case in the University of 
Heilbronn (July, 2015) shows. The cost of this particular 
arson attack was estimated at € 300,000 and this could 
easily have been considerably higher, but for the prompt 
intervention of the local fire service. 

2.6.2 Carelessness 
The group dynamics in student accommodation (often 
accentuated by the effects of alcohol etc.) can often lead 
to somewhat thoughtless actions, which individual 
students would probably never make under normal 
circumstances. One example is the lack of concentration 
while cooking, which is a common factor in numerous fire-
related incidents. 

The strict enforcement of house-rules and compulsory 
attendance of a fire-safety induction course can go a long 
way to raising the awareness of the consequences of 
careless behavior. House rules should include clear 
guidelines and recommended best practices on the 
following issues: 

 Cooking 

 Never leave cooking unattended 

 Regularly clean toasters and grills etc 

 Hair care 

 Use hair sprays in bathrooms only 

 Use electrical hair straighteners (or curlers)  
in bathrooms only and unplug after use 

 Electrical equipment 

 Do not overload power sockets (e.g. by stacking 
multi-way adapters without internal fuses). For 
low-power devices such as PC’s, monitors, printers 
etc., the use of correctly rated power strips with 
integrated fuses or thermal cutouts is 
recommended 

 Take care when using electrical appliances in the 
bedrooms and make sure they are switched off 
when not in use 

 The group dynamic, 
together with the effects  
of alcohol and recreational 
drugs, can lead to 
thoughtless actions that 
may create potentially 
dangerous situations.  
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3 Fire detection 

3.1 Basic considerations 

The earlier a fire is detected, the more time there is for 
evacuation and extinguishing the fire, and the less 
damage can occur. Earliest possible detection is thus the 
key to minimizing damage and gaining precious 
intervention time. To ensure reliable detection at the 
earliest possible stage of a fire, it is important to be 
familiar with the different fire phenomena, fire 
propagation and possible deceptive phenomena. 

3.1.1 Fire phenomena 
Fire phenomena are physical values that are subject to 
measurable changes in the development of a fire (e.g. 
smoke, heat, radiation and gas). Large volumes of volatile 
fire aerosols are produced with almost all hostile fires. 
Smoke has thus become the most important fire 
phenomenon for the early detection of fire. 

Liquid fires directly develop flames which immediately 
create a temperature increase and heat radiation. 

3.1.2 Fire propagation 
The various fire phenomena propagate differently, 
depending on room size and room conditions such as 
high air circulation, which must be taken into account 
when planning a fire detection system. 

In general, the higher the room, the greater the distance 
between the seat of a fire and the fire detectors on the 
ceiling. Consequently the intensity of the fire 
phenomenon to be detected (e.g. smoke density, 
temperature increase or radiation intensity) diminishes 
with increasing ceiling height. 

It must also be taken into consideration that with 
increasing ceiling height (and consequent larger room 
volume) an incipient stage fire can become larger without 
necessarily increasing the danger of rapid fire 
propagation. This is of particular relevance in college and 
university buildings, which generally have numerous 
rooms with high ceilings. 

To be able to extinguish a fire before it has time to take 
hold and to minimize any damage that may occur, it is 
imperative that incipient fires are discovered as early as 
possible: highly sensitive smoke detection systems are 
essential in this type of application. 

3.1.3 Deceptive phenomena 
 

 
Propagation characteristics of fire phenomena 

A fire detector has the task of detecting fire from aerosols, 
heat and radiation at an early stage and triggering an 
alarm. Aerosols, heat and radiation, however, are also 
generated by production processes, by electrical 
equipment such as motors, or by environmental factors 
such as sunlight. If these deceptive phenomena are 
sufficiently intense and exist over a certain period of time, 
they may influence fire detectors enough to trigger an 
unwanted alarm. State-of-the-art fire detectors are largely 
capable of distinguishing between deceptive phenomena 
and genuine fires. If, however, massive deceptive 
phenomena are to be expected, it is often necessary to 
combine different fire detection principles to provide the 
best possible solution for that particular application. 
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3.2 Fire detection in education facilities 

As discussed earlier many different types of room may  
be found in colleges and universities. These rooms not 
only differ in size and function but also in the range of 
deceptive phenomena that can be found there. Selecting 
the correct type of fire detector, with the appropriate 
settings for each application requires detailed knowledge 
of the products and their behavior under the various 
environmental conditions. Providing optimal solutions will 
often require the use of specialized detection techniques. 
The following paragraphs describe typical examples of 
such techniques. 

The use of multi-criteria ASA detectors in conjunction 
with the appropriate know-how 

In some cases the deceptive aerosols may be sufficiently 
intense to trigger an alarm even though there is no 
immediate danger of fire. In fact, student accommodation 
provides us with two such examples. In the common 
kitchen area excessive steam from boiling water or 
cooking aerosols from an unattended saucepan may 
trigger an alarm from a basic smoke detector. Combining 
aerosol detection with heat detection, however, ensures 
that an alarm will only be triggered when there is a 
genuine danger. Small student bedrooms with en-suite 
bathrooms are a second example, where excessive steam 
from the shower may trigger unnecessary alarms if the 
bathroom door is suddenly opened before the steam has 
had time to dissipate.  

The use of ASD (Aspirating Smoke Detection)  
in high-tech applications 

Technical universities in particular have a number of 
applications which require the earliest possible detection 
of an incipient fire. These include cleanrooms, where 
even a minor fire would have devastating consequences, 
and electrical plant rooms where early fire detection can 
be instrumental in preventing extremely costly fire 
damage. ASD (Aspirating Smoke Detection) systems have 
proved to be ideal in such applications, as they provide 
extremely sensitive smoke detection even in rooms with 
high air circulation rates. 

The use of wireless detectors in the renovation of 
post-war buildings 

During building renovation work or due to insufficient 
classroom space, education authorities often have to 
resort to temporary classroom buildings. In such cases 
(and also in educational premises that are classified as 
historical buildings, where cable installation may be an 
issue) wireless detectors may offer an effective solution. 
This is particularly relevant in buildings from the second 
half of the 20th century, when asbestos was a frequently 
used building material. In many countries the presence of 
asbestos is still tolerated (mainly due to the extremely 
high cost of its removal). During building work, however, 
it can become extremely dangerous when asbestos dust is 
generated by sawing or drilling. As there would be a high 
probability of this occurring if cables were installed in 
such buildings, the use of wireless detectors is an elegant 
way of avoiding such a risk. 

The use of linear smoke detectors 

In colleges and universities there are numerous rooms 
with high ceilings. Any room where the ceiling height  
is 6 m or more is the perfect application for linear smoke 
detectors. Such devices can cover distances of up to  
100 m. They generally contain an infrared transmitter  
and detector in the same housing, with only a reflector 
required on the opposite wall, which greatly simplifies  
the installation process. 

In any space where there is a potential for smoke 
stratification, detectors installed at ceiling level only, 
might not activate until after a serious delay. 

To provide the most effective protection, a total 
surveillance concept is generally recommended to ensure 
that the entire building is monitored. This includes not 
only all rooms, corridors, staircases and anterooms, but 
also all air conditioning and cable ducts, supply shafts, 
false ceilings, raised floors, and similar structures which 
could permit smoke and fire to spread. 

Most universities will contain a number of the following 
critical areas: 

 Student accommodation 
 High-tech laboratories (e.g. cleanrooms) 
 Event venues 
 Libraries 
 Archives 
 Lecture theaters 
 Kitchens 
 IT and electrical plant rooms 
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3.2.1 Student accommodation 

 

 

Purpose built (or converted) accommodation for university and college students frequently consists of a number of 
self-contained community units. Each of these units is made up of a small number of bedrooms with either  
ensuite or shared bathroom facilities, together with a large communal kitchen/lounge area. 

Fire service statistics show a high number of fire brigade call-outs to student accommodation and that the great 
majority of these fire alarm incidents are found to be false alarms. This is not only a significant cost factor; frequent 
false alarms also lead inevitably to a feeling of complacency among the residents and a reluctance to evacuate the 
building every time a fire alarm is activated. 

The use of correctly positioned multi-criteria fire detectors with the appropriate behavior settings, paired with strict 
enforcement of house fire safety regulations can practically eliminate false alarms.  

More detailed information can be found in the application guide: “Fire protection in student accommodation”. 

 
  

http://www.buildingtechnologies.siemens.com/bt/global/en/firesafety/Pages/fire-safety-applications.aspx�
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3.2.2 High-tech laboratories 

 

 

The majority of universities have a number of specialized high-tech laboratories for very diverse fields of research. 
A fire in such a research facility could have a considerable impact on the research work itself and significant 
financial consequences for the university concerned. 

The size, type and infrastructure of such a laboratory strongly depend on the specialization of the particular 
university faculty. A university which is offering a course in nanoscience and technology may require climate 
controlled electrical and material characterization facilities with appropriate cleanrooms for device processing and 
interconnection research. A university which is offering a course in mechanical engineering, however, may need 
laboratories suitable for research on gas and steam turbines. It is not surprising, therefore, that the requirements 
regarding fire protection are as different as the facilities themselves and reflect the particular specialization of the 
laboratories concerned. Depending on the application, different types of fire detection system may be appropriate, 
for example: flame detectors, hazard area devices, linear smoke detectors etc. One example of such specialized 
research facilities are cleanrooms, which are also extensively used in commercial research establishments. They 
fulfill a key role, as research work in many widely diverse fields would be virtually impossible without them.  
A fire in such a cleanroom, however, could have devastating financial consequences for the university. Special fire 
protection measures must therefore be taken to address this high risk area. 

Aspirating Smoke Detection (ASD) systems are capable of reliably detecting even the smallest aerosol 
concentrations, which could have been generated by the malfunction of an individual electrical or electronic 
component. The risk of such an incident developing into a damaging fire can be effectively eliminated  
by immediately removing power from the faulty unit. 

Furthermore, if ASD sampling pipes are also installed in the air intake vents, any harmful pollutants can be 
detected immediately and appropriate measures taken to prevent these from entering the cleanroom atmosphere. 

More detailed information can be found in the application guide: “Fire protection in cleanroom laboratories”. 

 
  

http://www.buildingtechnologies.siemens.com/bt/global/en/firesafety/Pages/fire-safety-applications.aspx�
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3.2.3 Event venues 

 

 

University event venues are used for many diverse functions with varying numbers of participants. These may 
include seminars, graduation ceremonies, banquets, theatrical performances, exhibitions and even rock concerts. 

Since the fire risk and the environmental conditions in an event venue can vary considerably, depending on the 
function concerned (rock concert or seminar) the fire protection system must be able to adapt easily. Consequently 
fire detectors must be installed which allow their response characteristics to be adapted to fit the current risk and 
environmental conditions. 

One critical example is a rock concert, where large numbers of people can be expected who are enjoying 
themselves exuberantly. Tragically, history has shown us that in an emergency situation, the combination of smoke 
together with a large number of people can easily lead to panic and unnecessary fatalities. Consequently, in 
addition to early fire detection measures, great attention must also be paid to smoke extraction, escape routes  
and evacuation procedures.  

More detailed information can be found in the application guide: “Fire protection in event venues”. 

 

  

http://www.buildingtechnologies.siemens.com/bt/global/en/firesafety/Pages/fire-safety-applications.aspx�
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3.2.4 Libraries 

 

 

In the majority of universities each faculty has its own library, often in addition to the main university library. The 
extremely high fire load exhibited by libraries necessitates a careful appraisal of the best available fire protection 
concept. 

Today’s libraries not only house collections of reference books, they also offer facilities for on-line research. 
Numerous computers, together with an appropriate IT-infrastructure provide access to international databases etc. 
The combination of people, electrical equipment and thousands of books poses a unique challenge. A suitable 
solution for such applications would be the installation of appropriately positioned ASA fire detectors in sensitive 
mode, which would ensure fast detection of different types of fire. 

In closed rooms containing valuable historical books and documents, a dedicated extinguishing system may be 
appropriate. The following section (dealing with Archives) describes such a solution using a mixture of nitrogen 
together with a fine water mist. However, this is generally not recommended for large open libraries. Attention 
must also be given to evacuation-related issued. Adequate escape routes must be provided, which are kept free 
from blockages at all times and escape route signage must be clear. In particular, the library staff must be well 
trained in evacuation procedures.  

More information can be found on the website: “Archives-and-Libraries” 

 

  

http://www.buildingtechnologies.siemens.com/bt/global/en/market-specific-solutions/archives-and-libraries/Pages/archives-and-libraries.aspx�
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3.2.5 Archives 

 
 

Universities may have a number of archives containing important documents, manuscripts and valuable historical 
books etc. These are risk areas that in certain cases may justify a high-tech protection solution, particularly with 
regard to the danger of fire. 

The high concentration of flammable and valuable objects implies that any incipient fire must be detected as early 
as possible and effectively extinguished, without the extinguishing agent used causing any further damage to 
those objects. 

Aspirating smoke detection systems (ASD) are able to detect even the smallest aerosol concentrations and offer the 
ideal solution for fire detection in archives. An alarm from such a system can be used to automatically activate an 
automated extinguishing system. Extremely good results have been achieved with an extinguishing system that 
uses a mixture of nitrogen together with a fine water mist. The nitrogen effectively reduces the oxygen content of 
the room atmosphere and extinguishes the fire. The water mist provides additional cooling and eliminates any 
danger of re-ignition, without causing damage to the stored objects. 

More detailed information can be found in the application guide: “Fire protection in archives and storage vaults” 

 

 

  

http://www.buildingtechnologies.siemens.com/bt/global/en/firesafety/Pages/fire-safety-applications.aspx�
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3.2.6 Lecture theaters 

 
 

Lecture theaters have become an indispensable feature of university life. The size of these may vary widely, with 
some larger facilities offering a seating capacity of over 300. In many cases a number of lecture theaters may be 
concentrated in a teaching block, with a common concourse area. Many lecture theaters have tiered seating, with 
an electrical infrastructure and air-distribution systems concealed in the underfloor void. Such areas should be 
supervised by an appropriately installed ASD-system, which would also be the recommended solution for 
suspended ceilings. The auditorium itself, however, can be adequately supervised by correctly positioned point-
type smoke detectors. 

During the planning and construction of such facilities, measures must be taken to address the consequences of 
emergency events such as fire. It is essential that an adequate number of exit routes are provided, which are 
correctly dimensioned for the numbers of people expected. 

Smoke is one of the main hazards, as this can easily lead to panic reactions when people feel trapped and unable 
to get out of the building quickly enough. Keeping the exit routes smoke-free is therefore a major priority and 
attention must be paid to the smoke extraction infrastructure. 

Appropriate exit route signage and way guidance systems are also essential pre-requisites for ensuring an efficient 
evacuation. A voice alarm system may also be appropriate in some of the larger facilities, however regular staff 
training on the prescribed evacuation procedures is an absolute necessity. 
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3.2.7 Kitchens 

 
 

Large cooking vessels, frying pans and deep fryers (which are commonly found in university refectories  
or canteens) present a very serious fire hazard. This is mainly due to the strong possibility of fire breaking out  
due to overheating and to the local high fire load. Multi-sensor fire detectors with a smoke/heat combination and 
sophisticated signal processing are recommended for monitoring these areas. Avoiding unwanted alarms due to 
the inevitable presence of deceptive phenomena, such as fumes or steam, requires in-depth knowledge and 
experience in positioning the detectors in such applications. 

More detailed information can be found in the application guide: “Fire detection in kitchens”. 

 

  

http://www.buildingtechnologies.siemens.com/bt/global/en/firesafety/Pages/fire-safety-applications.aspx�
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3.2.8 IT and electrical plant rooms 

 
 

IT and electrical plant rooms, in which power supply equipment, control systems, security systems and computer 
servers are accommodated, are risk areas that need to be especially well protected. 

Aspirating smoke detection systems (ASD) are able to detect extremely low smoke concentrations which may be 
caused, for example, by a malfunction of an individual electronic component. It may then be possible to prevent 
fire developing simply by removing the power from the particular unit. 

Automated dry extinguishing systems (i.e. systems using inert gases or clean agents) provide a best fit for the 
protection of delicate and expensive electrical and electronic equipment and prevent costly business interruptions. 

It has been shown that the performance of hard disk drives (HDDs) can be disturbed by the high noise levels that 
can occur during the discharge of dry extinguishing systems. However, by selecting the appropriate extinguishing 
system and nozzle as well as implementing silent extinguishing measures, noise-induced disruptions to hard disk 
drives and entire storage systems can be minimized. 

More detailed information is provided in the application guide: “Fire protection in plant rooms”  
and “Fire protection in server rooms”. 

 

 

http://www.buildingtechnologies.siemens.com/bt/global/en/firesafety/Pages/fire-safety-applications.aspx�
http://www.buildingtechnologies.siemens.com/bt/global/en/firesafety/Pages/fire-safety-applications.aspx�
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4 Alarming, smoke control 
and evacuation 

4.1 Introduction 

Once a fire has been detected by an automatic detector, 
by sprinkler flow monitoring or by a person activating a 
manual call point, the fire detection system will generate 
the appropriate pre-programmed control and alarm 
signals. 

A major factor that can affect the success of building 
evacuation is that many people do not take the sounding 
of a fire alarm sufficiently seriously or do not understand 
the meaning of the acoustic signal. Such doubts lead to 
unnecessary delays in people’s reaction to the warning 
and may mean the difference between life and death. 

The more clearly the information can be conveyed to the 
public, the better the situation will be understood and  
the more quickly the necessary actions will be taken. 

A fast and efficient evacuation procedure is essential.  
This not only saves lives, but once the evacuation of the 
building has been completed, the fire services can 
concentrate on minimizing the damage to property. 

4.2 Alarming 

4.2.1 Objectives 
The purpose of a fire alarm is to warn people about the 
presence of a fire within the premises. In the context of 
colleges and universities these people may be divided into 
3 target groups: 

 Members of staff 

 Students 

 The municipal fire service 

For each of these target groups various technical 
solutions are available, which can alert the people 
concerned in the most appropriate and efficient manner. 

4.2.2 Alerting members of staff 
Alarms intended for staff are always generated without 
delay to allow the cause of the alarm to be investigated. 
Time is of the essence: investigation must begin 
immediately. It is still possible that the fire is small 
enough to be dealt with by local means. The aim is  
to prevent any unnecessary disruption; however, a safety-
first policy in education premises will generally mean that 
the building will be evacuated immediately. 

Without activating the main alarm, members of staff may 
be alerted in one (or more) of the ways listed below. 

The appropriate choice will largely depend on the size  
of the establishment and, more particularly, on the 
number of staff involved. 

Pager 
Alarm activation via an in-house pager system, causing 
the pagers carried by all members of staff to vibrate. 

Mobile/Cell phone (SMS) 
Transmission of a pre-programmed text message. 

Smart phone (mobile app) 
Modern technology permits a more user-oriented 
presentation of the alarm message and a reminder of the 
next steps of the emergency procedure. 

Local (discreet) acoustic 
Activation of buzzers or speakers in staff rooms only. 

Local visual alarm 
Activation of a strobe (e.g. VID - Visual Indication Device). 

Silent/coded alarm 
Broadcasting of a “silent” alarm in the form of a coded 
message transmitted via the PA system (which may be 
present in some larger colleges and universities) e.g.  
“Will Mr. Black please report to the principal’s office.” 

4.2.3 Alerting students 
Students can be warned of the impending danger in 
several ways. 

Acoustic alarms 
Electronic sounders are regarded as the normal means  
of raising an alarm and are suitable for most applications. 
The recommended sound level of such devices (according 
to EN54-3) should be no less than 65 dB(A) or 5 dB(A) 
above the ambient noise level. 

Visual alarms 
VID (Visual Indication Devices) are strobes or rotating 
beacons which may be regarded as supplementary alarms 
that enhance the effectiveness of sounders. 

VAD (Visual Alarming Devices) are beacons that act as 
primary alarming devices where occupants cannot be 
alerted by acoustic means (e.g. hearing-impaired 
persons). Note that these devices need to provide 
sufficient light output to effectively attract attention 
throughout the protected area. 

It is also important that, in cases where several beacons 
may be visible within a single area, they are synchronized 
to avoid the risk of persons with photosensitive epilepsy 
suffering a seizure. 

Voice alarms 
A voice alarm system consists of a network of speakers 
distributed throughout the building, which permits pre-
recorded voice messages to be transmitted (either by 
manual activation or triggered automatically by an alarm 
from the fire detection system). Such systems may be 
appropriate in university environments, as different 
messages may be conveyed to different areas within the 
same premises. The effectiveness of such a system can be 
considerably improved by the live voice message feature. 
This allows the person responsible for orderly evacuation 
to address people in specific areas of the building directly 
and consequently get their full attention. The better 
people are informed, the less likely panic situations can 
develop and the more efficient the evacuation will be. 
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4.2.4 Alerting the municipal fire service 

 

 

 

 

 

The municipal fire department may be alerted in one of 
two ways: 

 Automatically via the fire detection system by remote 
transmission 

 Manually by telephone  

There are a number of advantages of notifying the fire 
service automatically: 

 The building is protected even when unoccupied 
(night-time, weekend etc.) 

 No risk of human failure due to unclear assignment  
of responsibility 

 Unaffected by stress in emergency situations 

 The notification of the fire service is automatically 
recorded by the fire protection system 

Note that in certain regions the initial alarm may be 
transmitted to an Alarm Receiving Center (ARC) which,  
in turn, will notify the local fire department. 

4.2.5 Alarm strategies 
General alarm 
A general alarm is a defined audible signal which is 
sounded throughout the building. The alarm is 
automatically activated by the fire detection system,  
or manually from the security manager’s office. In the 
majority of education facilities this should trigger the 
immediate and total evacuation of the building. 

Staff alarm 
When the first signs of an incipient fire are detected, only 
members of staff are initially informed. This gives the 
designated staff members a short period of time to 
investigate the cause of the alarm and deal with any 
incipient fire. If the fire cannot be dealt with within the 
specified timeframe, then the staff are responsible for an 
orderly evacuation procedure in accordance with 
evacuation plans that have been practiced regularly. The 
staff alarm function is based on the standard Alarm 
Verification Concept (AVC), which is described in detail  
in the following section. 

Staged alarms 
Staged alarms are based on systems capable of 
generating an ‘alert signal’ and a different ‘evacuate 
signal’. However, such systems are not generally 
applicable in the education sector. Although staff can be 
trained to distinguish between these two types of alarm 
signal, students are unlikely to recognize the different 
signals and the staff cannot be expected to find all 
students to give them the appropriate commands. (Note 
that the presence of a voice alarm system would provide a 
significant advantage, as phased evacuation could then 
be implemented with different messages being 
transmitted to different areas. See Section 4.4.2.) 

4.2.6 Alarm Verification Concept AVC 
The Alarm Verification Concept (AVC) allows in-house 
personnel to carry out a local investigation before the 
municipal fire service is alerted or the building is 
evacuated. This reduces the number of unnecessary calls 
and is based on a dual timing principle. It is only 
applicable in the “day/manned” mode of the fire detection 
system.  

In the “night/unmanned” mode (when a local 
investigation cannot be ensured) the fire service will be 
alerted without delay. Manual call points and sprinkler 
flow switches also alert the fire service without delay (at 
all times). 

In the “day/manned” mode any alarm initiated from an 
automatic smoke detector will generate a Local Alarm and 
start the Presence Timer T1. If T1 times out without any 
response from an operator, the fire service is called 
immediately. If the alarm is acknowledged on the fire 
alarm panel while T1 is running, the system recognizes 
this as a sign that an operator is present. In this case the 
Investigation Timer T2 is started for a predetermined 
investigation period. The duration of this investigation 
period should be determined in consultation with  
the fire service. 

If the local investigation verifies the existence of a major 
fire, the fire service can be summoned immediately by 
simply activating any manual call point. The fire service 
will also be called if T2 times out. On the other hand, if 
the local investigation establishes that only a minor, easily 
dealt with fire exists, the fire alarm can be reset while T2 
is still running. 

 

Alarm Verification Concept 



 

  26 

4.3 Smoke control 

In education facilities smoke control should form an 
integral part of the fire protection design process. 
Customized smoke control systems should be designed to 
restrict the spread of fire and smoke, and conduct the 
heat and smoke through the installed ducting and smoke 
vents into the external atmosphere (generally through the 
roof of the building). To limit the amount of smoke 
produced and the extent that it can spread, a fire must be 
detected in its incipient stage and the smoke control 
system should be activated immediately. 

A properly designed automatic sprinkler system can make 
an appreciable contribution to smoke control, by limiting 
the growth of a fire and consequently the quantity of 
smoke it generates. It can also help to cool the 
atmosphere, thus taking energy from the smoke and 
reducing its ability to move. 

4.3.1 Objectives 
Smoke presents the greatest danger to life in the case of  
a fire. This is not only due to smoke inhalation injuries 
and asphyxiation, but also due to smoke-filled corridors 
and staircases, which make evacuation considerably more 
difficult and raise panic levels. Consequently, an 
important part of the risk assessment process is to 
consider any measures which could restrict smoke to the 
immediate locality of the fire and prevent it spreading in 
an uncontrolled manner throughout the building. 

The compartmentation measures discussed in Section 2.2 
are largely responsible for restricting the spread of the 
smoke; however it is the task of the smoke control system 
to conduct the smoke out of the building in an efficient 
and controlled manner. A smoke control system needs to 
be activated during the early stages of a fire emergency  
to maintain a tenable environment in the areas to be 
protected. It has to be functional throughout the period of 
evacuation and should not compromise any other life 
safety systems. 

The objectives of a smoke control system are as follows: 

 Keep the escape routes as smoke-free as possible 
during the time required for evacuation 

 Control the migration of smoke from the locality  
of the fire 

 Provide conditions outside the fire zone that will assist 
emergency response personnel 

 in locating and controlling the fire 

 in carrying out search and rescue operations 

4.3.2 Smoke control systems [6] 
Smoke flow generally follows the overall air movement 
within a building. Smoke can also spread to areas 
adjacent to the smoke zone through openings such as 
construction cracks, ducts and open doors. The principal 
factors causing smoke to spread outside the smoke zone 
are the temperature effects of the fire itself, the climatic 
conditions (particularly wind and temperature) and 
mechanical air-handling systems. These factors create 
pressure differences across area partitions, and by 
controlling and maintaining these pressure differences we 
can have a direct influence on the way the smoke will 
spread. 

There are two kinds of smoke control systems – active and 
passive systems. 

Passive systems 
Passive smoke control systems rely on the temperature 
difference between the hot fire gases and the 
surrounding air, utilizing the natural buoyancy of the 
hotter fire gasses to convey the smoke out of the building. 
However, variables such as outside temperature, wind 
speeds, barometric pressure and pressure differentials 
created by the HVAC system, have tended to limit the 
appeal and practicality of this approach. 

Active systems 
These active mechanical systems fall into two categories: 
pressurization and exhaust. 

 Pressurization 
The basic principle of a pressurization system is to 
confine the smoke to the compartment where the fire 
started (smoke zone) by creating a higher pressure in 
the adjacent areas (smoke-free zones). Depending on 
the building design and the protection goal, a smoke-
control zone can consist of part of a floor, an entire 
floor, or even several floors. 

 Exhaust 
In large open spaces like malls and atria, it is generally 
not practical to try to contain the smoke within the 
area where the fire started. In such cases a mechanical 
smoke extraction system would be the preferred 
solution. In conjunction with motorized smoke 
dampers such systems are able to maintain acceptably 
low levels of smoke in both escape and rescue routes. 
This greatly assists emergency response personnel in 
their search-and-rescue, and extinguishing activities. It 
also contributes to the protection of the building 
structure and tangible assets. 

4.3.3 Fire doors 
As described above, buildings should be subdivided into 
fire compartments by fire doors, fire-resisting walls and 
floors. The tightness of the construction is a significant 
issue in the effectiveness of a smoke-control system. 
Openings around penetrations or poor construction may 
permit excessive leakage so that adequate pressure 
differences cannot be maintained. In this context, fire 
doors play an important part. In normal situations they 
need to permit the easy flow of traffic around a building, 
however, in the event of a fire they need to fulfill two 
important safety-related functions. When closed they 
form a barrier to stop the spread of fire and when opened 
they provide a means of escape. Smoke sealing (solid 
core) fire doors help to provide a physical barrier that 
impedes the spread of toxic fumes and smoke from one 
room to another. Such doors also help to protect escape 
routes allowing the occupants a safe passage when 
evacuating the building during a fire alarm emergency.  
A well designed timber fire door will delay the spread of 
fire and smoke without causing too much hindrance  
to the movement of people and goods under normal 
conditions. 
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Every fire door is therefore required to act as a barrier  
to the passage of smoke and/or fire to varying degrees 
depending on its location in a building and the fire 
hazards associated with that building. 

 A fire door that is required to restrict the passage of a 
well-developed fire must be fitted with intumescent 
seals. These seals remain dormant under normal 
conditions but expand in the heat of a fire to close the 
gap between the door and its frame. 

 As smoke spread is an even greater threat to life than 
flames, particularly in the early stages of a fire, fire 
doors should also be fitted with a ‘cold smoke’ seal to 
prevent the ingress of smoke around the door edges. 

Some fire doors (specified as FD fire doors) only have 
intumescent seals. FDs fire doors, on the other hand, are 
designed to prevent the spread of both fire and smoke: in 
which case the door sets must be fitted with appropriate 
smoke seals. These prevent the leakage of air and 
therefore smoke through the most vulnerable places, i.e. 
the gaps between a door and its frame or around a glazed 
opening. Most modern fire door seals combine the 
intumescent and cold smoke elements in one seal. It is, of 
course, essential that all fire doors are regularly inspected 
and maintained. 

To prevent accidents in normal daily operation, many fire 
doors have a small window that permits a person 
approaching a closed door to see whether anyone else  
is approaching the same door from the other side. If the 
window glass used is not fire-resistant, then it will soon 
shatter in the heat of a fire, providing an easy path for 
smoke to pass unhindered into the adjacent fire 
compartment. Fire resisting glass, however, can withstand 
exposure to the heat of a fire for at least 60 minutes 
before it reaches a temperature high enough to soften it. 
This is mainly due to the fact that almost 50 per cent of 
the incident heat is transmitted through the glass by 
radiation (where clear FR glazing is used). 

4.4 Evacuation 

4.4.1 Objectives 
The basic objective is to move those people in an 
endangered area to a place of safety. The evacuation of  
a building, however, is a drastic measure and is generally 
only initiated when absolutely necessary. In education 
establishments, however, the tendency will be to err on 
the safe side and to evacuate sooner rather than later. 

The measures required to ensure safe evacuation will vary 
from building to building and priority must be given to 
the requirements specified by the local authorities. These 
regulations differ widely from country to country and the 
local fire services often require very specific evacuation 
concepts for buildings within their jurisdiction. 

General objectives: 

 Students should remain undisturbed for as long  
as possible 

 An evacuation should be initiated as soon as it 
becomes unavoidable 

 The evacuation should be carried out as quickly  
and efficiently as possible 

4.4.2 Evacuation concepts 
For each building an appropriate evacuation strategy 
must be defined in accordance with the physical 
organization of the building, local regulations and in 
discussions with the local fire authorities. Consideration 
must also be given to the concentration of people in the 
various areas within the building. These factors can vary 
greatly in some education facilities such as event venues 
which can be used for many different types of event such 
as seminars, banquets, theatrical performances or even 
rock concerts. 

Simultaneous evacuation (general alarm) 
In small-to-medium sized education facilities evacuation 
will simply consist of everyone reacting to the warning 
signal given when a fire is discovered and then making 
their way to a place of safety outside the building. This is 
known as a simultaneous evacuation and will normally be 
initiated by the sounding of the general alarm (see above) 
via the fire detection system. 

Conducted evacuation (staff alarm) 
Conducted evacuation is a strategy that relies on well-
trained staff and carefully planned evacuation procedures 
and is commonly used in schools with younger pupils: 

 Members of the teaching staff are warned as soon as 
an initial fire alarm has been triggered 

 Designated staff members investigate the cause  
of the alarm 

 If the incident requires the evacuation of the building 
all members of staff are alerted 

 The evacuation is conducted by the teaching staff in 
an orderly manner in accordance with pre-planned 
(and regularly practiced) procedures 

This mechanism may also be applicable in higher 
education establishments, where several large lecture 
theaters may share a common circulation area, which 
leads to one or more narrower escape routes. In such 
situations it is considerably more efficient if the lecture 
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theaters can be evacuated one at a time and not all 
simultaneously. Regular staff training is required to 
ensure that such a system will work correctly and 
efficiently under emergency conditions. 

Phased evacuation (staged alarm) 
In more complex education facilities a phased evacuation 
may be considered appropriate. This system offers the 
following advantages: 

 Reduced clogging (or blocking) of the escape routes 
and especially of staircases. When the whole building 
is evacuated simultaneously, people tend to flock to 
the staircases on all floors at the same time, which 
may lead to considerable tailbacks. 

 Reduced probability of any panic reaction. The 
awareness of being in danger without being able to 
get out quickly (blocked exits) can easily lead to panic. 
The consequences of such panic reactions may be 
even worse than those of the fire itself. 

It is important to restrict evacuation to an absolute 
minimum. The complete evacuation of an entire building 
is only recommended when the fire can no longer be 
controlled. It is mostly sufficient to evacuate a small 
number of fire compartments. 

4.4.3 Organization  
A successful evacuation can only be achieved when the 
appropriate infrastructure and management organization 
are in place and are regularly reviewed. 

Up-to-date evacuation plans 
In many countries approved plans for fire alarm and 
evacuation measures are required by law. These plans 
must detail all necessary actions to be taken during 
emergencies and designate the persons responsible for 
the implementation of such actions. In countries where 
no such legislation exists, the safety/security manager 
should consult with local authorities and the fire service 
to formulate the most effective plans for their premises. 

Regular fire drills 
Regular meetings and fire drills are essential in keeping 
evacuation plans up to date and staff fully prepared for 
any emergency. 

Regular checks should also be made to ensure: 

 Escape routes are always free from blockages of any 
sort and that emergency fire exits remain unlocked 
(although they will generally be supervised by an in-
house alarm system for security purposes) 

 Emergency lighting is well-maintained and always  
in perfect working order 

4.4.4 Evacuation instructions 
The single most important factor in a successful 
evacuation is providing people with clear instructions 
telling them what they have to do. In such environments 
it is generally considered inadequate to rely on the 
students being able to correctly interpret the meaning of 
the acoustic ‘alert’ and ’evacuate’ signals from simple 
sounders. In large university buildings a voice alarm 
system would be recommended, which provides a 
microphone input that allows the responsible fire officer 
to ‘speak’ directly to people in specific areas as required. 

The most appropriate means of conveying this 
information to the endangered persons may vary 
considerably, depending on the location: 

Example 1: Lecture theaters 
In lecture theaters the Staff Alarm strategy may be the 
most appropriate. This relies on members of staff 
providing directions to students in such a way that an 
efficient, panic-free evacuation will be carried out as soon 
as it is considered necessary. A good example of such an 
application can be seen in lecture theater blocks, where 
several large auditoriums may share the same evacuation 
route. Well-drilled staff can greatly increase the efficiency 
of an evacuation if each lecture theater is evacuated in 
turn rather than all simultaneously. 

Example 2: Event venues 
In event venues, large numbers of students, loud music 
and a party atmosphere may be encountered. In such 
areas, some form of public address system (or voice alarm 
system) will be essential in ensuring that everyone hears 
and understands the instructions being given, and a 
panic-free evacuation can be conducted. 

Example 3: Student accommodation 
Simultaneous evacuation is the most common concept for 
student accommodation blocks and is generally initiated 
by the sounding of a simple general alarm. In high-rise 
accommodation blocks the installation of a voice alarm 
system may be justified if phased evacuation is deemed to 
be an appropriate solution. 

Example 4: High-tech laboratories 
In certain high-tech laboratories such as cleanrooms, 
where fire loss could deal a devastating blow to the 
revenue of the university, automated extinguishing 
systems may be installed. It is therefore imperative that all 
students have evacuated the laboratory before the 
extinguishing agent is released. Consequently, in addition 
to the standard acoustic and optical alarms, the efficiency 
of an evacuation could be improved by a simple voice 
alarm system with pre-programmed evacuation 
instructions. 

4.4.5 Escape routes [2] 
Once the students have understood that they need to 
evacuate the building, following the appropriate escape 
route must be made as straightforward as possible. 

Clear signage is essential as the best escape route may 
not necessarily be the route that people would take under 
normal circumstances. In an emergency situation the 
travel distance to a place of safety must be as short as 
possible. The purpose of the fire exit signs is to help 
people reach the nearest exit by the most direct route. 
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4.4.6 Escape route design considerations 

Travel distance 
The travel distance (or exit distance) is measured from the 
farthest point in a room to the door leading to a protected 
stairway or to the final exit of the building. The minimum 
recommended travel distances for applications with a 
single escape route and for those with multiple escape 
routes are defined in country-specific guidelines. 

Exit width 
The acceptable width of emergency exit doors (and exit 
routes in general) is not only determined by the number 
of people in the building, but the characteristics of those 
people and the estimated fire growth rate in the building. 
This approach is specified (for example) in the UK “Code 
of practice for fire safety in the design, management and 
use of buildings” (BS 9999: 2008)[2], where a risk profile 
(A1) is proposed for students in a classroom. The number 
of available exits and the width of those exits can then be 
used to determine the maximum number of people 
permitted in the building at any one time. 

Escape route doors 
All doors should open in the direction of the fire exit 
route; however, the re-hanging of doors that were 
originally designed to open in the other direction may not 
always be practicable. 

Escape route identification 
Although the majority of students will generally be 
familiar with the layout of the building, it is still essential 
that all emergency escape routes are adequately 
signposted to help guide everybody to a place of safety. 
As there may be a number of students who do not speak 
the national language very well, the international 
pictogram signs (as described in ISO 7010) should be 
used. The general guideline is that an escape route 
directional sign should be readily visible from any location 
within the building. 

The escape route should be regularly confirmed by 
repetition signs, especially at “decision” points, e.g. where 
corridors meet or open onto landings. All evacuation or 
escape plans should conform to the format as described 
in ISO 23601. The ambient lighting levels should also be 
taken into account when determining which type of sign 
should be used (e.g. back-lit, reflective, etc.). The problem 
with this type of sign is that they may not be easily visible 
in smoky conditions. For this reason the concept of way 
guidance is becoming more widespread in new buildings. 

Way guidance 
To complement emergency escape signage, way guidance 
equipment can be very useful in helping people to follow 
exit routes. Way guidance systems usually consist of 
photo luminescent material, lines of LEDs, or strips of 
miniature incandescent lamps, forming a continuous 
marked escape route at a lower level (e.g. handrail or 
floor). These systems have proven particularly effective 
when visibility is already affected by smoke. Such 
technology can easily be integrated into modern schools 
and universities. 

Emergency lighting 
The primary purpose of emergency lighting is to 
illuminate the escape routes, but it can also be helpful in 
illuminating other safety equipment. Following a power 
failure the emergency lighting should automatically 
switch on within a few seconds. The size and type of the 
premises and the risk to the occupants will determine the 
complexity of the emergency lighting required. 
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5 Extinguishing 

5.1 Introduction 

Although preventing the outbreak of fire is the highest 
priority, the possibility of a fire occurring will always 
remain present. An automatic fire detection system, as 
discussed in Section 3 must also be supplemented by an 
effective fire extinguishing infrastructure. In many 
countries the installation of a sprinkler system is being 
made mandatory in new school buildings and providing 
an adequate number of appropriate manual fire-
extinguishers is essential. Many country schools may be 
some distance from the closest municipal fire station. The 
time that the fire brigade may take to arrive at the scene 
of a fire is a factor that should be taken into consideration 
when assessing what fire suppression infrastructure 
should be provided locally. Similarly any vehicular access 
difficulties (e.g. narrow or low bridges, winter access, 
etc.) or lack of extinguishing water should also be borne 
in mind. 

5.2 Principles 

For a fire to exist, three elements need to be present: 

 Heat to raise the material to its ignition temperature 

 Fuel to support combustion 

 Oxygen to sustain combustion 

Extinguishing a fire implies interfering with the 
combustion process in such a way that the preconditions 
to maintain combustion are no longer present. This can 
be achieved by removing any one of these three elements 
or by interfering directly with the combustion process. 
This results in the four basic extinguishing mechanisms: 

 Reducing the temperature of the inflammable 
materials or the flames (cooling) 

 Cutting off the supply of oxygen  
(smothering, inerting) 

 Physically separating the inflammable materials from 
the flames (starvation) 

 Use of chemicals to inhibit the combustion process 

An appropriate fire suppression infrastructure may include 
both automated extinguishing systems and basic manual 
firefighting equipment (portable fire extinguishers and 
water hoses). 

 

For a fire to exist, three elements need to be present: 
heat, fuel and oxygen 

 

 

 

 

5.3 Extinguishing systems 

The most appropriate automated extinguishing systems 
for education facilities depend to a large extent on the 
application. 

In general areas: 

 Sprinkler systems 

 Water mist systems 

In electrical plant rooms, server rooms or archives: 

 Gas extinguishing systems 

 Extinguishing systems using gas/water-combined 
technology 

5.3.1 Sprinkler systems 
These automatic systems use water as the extinguishing 
agent and provide a very effective protection both for 
property and human life. The advantages of sprinkler 
systems are their high reliability and wide application 
spectrum in the protection of people and material assets. 
Not only do they stand out due to their relatively simple 
and robust technology, there is generally a plentiful 
supply of the extinguishing agent – water. Very often the 
primary fire protection provision is the water sprinkler 
system, either wet pipe or pre-action arrangements. Such 
systems are intended to protect the integrity of the 
building structures and prevent their collapse. In effect, 
the purpose of sprinkler systems is to control the fire and 
to cool the building infrastructure in order to allow 
firefighters to reach the fire location and to perform their 
duty. Sprinkler systems are becoming common in modern 
purpose-built schools and are required by local building 
regulations in many countries. The advantages are 
considerable as sprinklers are very effective in preventing 
a fire from spreading to other areas of a building. It is a 
common misconception that all sprinkler heads are 
activated simultaneously and not just the one(s) in the 
immediate vicinity of the fire. Any water damage caused 
by a sprinkler system is very limited, as over 80% of all 
fires can be controlled by only 1 or 2 sprinklers. This is in 
stark contrast to water damage that can be caused by fire 
brigade water hoses. Although accidental activation of  
a sprinkler is often quoted as an additional and 
unwarranted risk, this is a very rare occurrence 
(statistically shown to be in the million-to-one region). 

Sprinkler systems consist of a network of water pipes with 
sprinkler heads positioned in such a way that (in case of 
fire) all areas to be protected would be reached by the 
extinguishing water spray. The sprinkler heads react 
individually to heat, opening to discharge a pressurized 
water spray when the temperature is sufficiently high.  
In this way an incipient stage fire can be suppressed at its 
source as only those sprinklers in the immediate vicinity 
of the fire will be activated, minimizing any unnecessary 
water damage. 

Wet-pipe systems 
Since colleges and universities are not generally subject to 
freezing or overheating (+95 °C) during the year, the most 
appropriate type of sprinkler is the wet-pipe system. Such 
systems are permanently filled with water, which is 
maintained under pressure so that in case of fire the 
water can be immediately discharged from the sprinklers. 
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Water mist systems 
An emerging fire-sprinkler technology which shows great 
promise particularly for sensitive applications is the use of 
water mist. A fine water vapor is generated by delivering 
water to the specially designed sprinkler heads at very 
high pressures. This maximizes the cooling effect of the 
water, enabling fires to be extinguished with minimal 
amounts of water. Experimental tests have shown that 
many room fires can be controlled with a very small 
amount of water. This type of system is usually activated 
by control signals from the fire detection system, in 
response to alarm signals from the connected fire 
detection devices. The disadvantages of this type of 
system compared with traditional wet-pipe systems are 
that they are somewhat more expensive to install and the 
maintenance costs are also higher. 

5.3.2 Gas extinguishing systems 
The main application area for gas extinguishing systems  
is the protection of closed rooms. They are particularly 
suitable for rooms that contain sensitive objects or 
equipment where water cannot be used. These typically 
include all types of electrical equipment and computer 
rooms. 

The gases are stored in pressurized cylinders: 

 The non-liquefiable inert gases N2, Ar and gas 
mixtures are stored in gas cylinders at a pressure  
of 300 bar. 

 In high-pressure systems CO2 (which liquefies under 
pressure) is stored in gas cylinders at 56 bar; in low-
pressure systems it is stored in large cooled 
containers. 

 Clean agents such as HFC227ea and Novec 1230 fluid 
are stored in gas cylinders pressurized with nitrogen, 
which acts as a propellant. The industry’s most 
common storage pressures are 25 bar (particularly in 
the USA) and 42 bar, which allows for higher flow 
rates, smaller pipe diameters and longer pipe runs. 

Extinguishing is controlled either manually or preferably 
automatically by means of a fire detection system. Only a 
quick, faultless actuation prevents consequential damage, 
as a fire should be extinguished during its incipient phase. 
However, to prevent human casualties, an alarm must 
first be sounded to warn people of the imminent flooding 
of the area. The extinguishing gas will only be released 
after a predefined delay has given people sufficient time 
to evacuate the area. The gas will then be released and a 
homogenous concentration is quickly built up throughout 
the room. To completely extinguish the fire, this 
concentration must be maintained over a sufficiently long 
period of time. 
 

 

 

 

 

 

Standard extinguishing nozzle 

5.3.3 Gas/water-combined systems 
An alternative to the pure gas systems can be provided by 
proprietary systems using a combination of gas and water 
mist. Releasing additional N2 gas into a closed room, 
where an embryonic fire has been detected, effectively 
reduces the oxygen concentration in the room and 
extinguishes the fire, while the water mist cools the 
combustible material and prevents re-ignition. The fine 
water mist also serves to provide a smoke scrubbing 
function, which reduces the health hazard for people 
entering the room following an extinguishing event: 
smoke inhalation is the primary cause of death for victims 
of indoor fires. 

Such systems provide an excellent solution for archives, 
as they combine the following major advantages: 

 They ensure that incipient fires are extinguished 
rapidly and reliably 

 They prevent re-ignition 

 They create no irreversible damage to the documents 
and drawings stored in the archive. 

5.4 Manual extinguishing infrastructure 

5.4.1 Fire extinguishers [1] 
Fire extinguishers are mobile or portable manual devices 
designed for preventing incipient stage fires from getting 
out of control. The extinguishing agent is expelled under 
pressure. In some types of extinguisher the agent is kept 
under constant pressure, while in others the pressure is 
generated by releasing a propellant gas at the time that 
the extinguisher is activated. 

 

National fire codes (e.g. BGR 133) specify the type, size 
and quantity of extinguishers required with regard to the 
floor area and danger level of each location. It is 
important to provide an adequate number of fire 
extinguishers, which should be installed throughout the 
building. They should be mounted where they are clearly 
visible, easily accessible and at a convenient height. 
Typically the extinguisher handle should be between 0.8 
and 1.2 m from the floor. The weight of the extinguishers 
is also a factor that should be taken into consideration 
during the selection process: the 6 liter extinguishers  
are recommended. 

Extinguishing agents include water, foam, carbon dioxide 
and powder. These substances function in different ways 
and are suitable for different types of fires. The table 
below shows which type of extinguisher should be 
provided in the various college or university building 
areas. 

 

  



 

  32 

Extinguisher Type Typical building area 

Water Craft rooms 
Workshops 
Assembly hall stages 
Along escape routes 

Foam Boiler room 

Foam or ABC 
Powder 

Laboratories 
Home economics rooms 
Kitchens 

CO2 Electrical switch rooms 
Rooms with much electronic 
equipment (e.g. IT rooms, stage 
lighting control areas) 

Fire extinguisher applications 

5.4.2 Fire hose reels 
Fire hose reels are often overlooked or discarded as a 
possible option in favor of portable fire extinguishers. 
However, when fitted with a mist nozzle they can 
generate a wide spray with a dense mist. This provides a 
very effective extinguishing tool that is much simpler to 
use by untrained persons than portable fire extinguishers. 
Due to maintenance costs, however, many education 
establishments are replacing fire hose reels with water 
extinguishers. 

5.4.3 Fire buckets 
Even the simple fire buckets filled with fine sand may still 
have their place in certain situations. Although largely 
superseded by more modern technology, they still retain 
some distinct advantages in suppressing small incipient 
fires due to their ease of use by untrained persons. The 
extinguishing effect relies on the smothering of an 
incipient fire, effectively starving the fire of oxygen. The 
buckets should have lids to prevent contamination and 
the sand must be dry. Sand is useful for containing 
spillages of flammable liquids, but is not suitable for 
burning metals. It is recommended that two buckets of 
sand should be provided in each laboratory, together  
with an appropriate fire extinguisher. 

5.4.4 Fire blankets 
Fire blankets are useful for smothering small fires 
involving cooking fat or other flammable liquids. They can 
be useful in both kitchens and laboratories. They are also 
invaluable in dealing with incidents where a person’s 
clothing catches fire, where the fire can be effectively 
smothered by wrapping the person in a fire blanket and 
rolling them on the floor. 

5.5 Areas requiring special attention 

When planning the extinguishing concept for a college or 
university building, the following areas should be given 
special attention: 

 Cleanrooms 

 Archives 

 IT and electrical plant rooms 

 Kitchens 

 

Cleanroom laboratories 
Cleanrooms present a number of fire risks that require an 
extinguishing solution. In the majority of cases the 
extinguishing solutions for cleanrooms are aimed at 
object protection (such as handling and packaging 
machines, solvent and acid bays, chemical distribution 
cabinets, etc). Object protection is the preferred solution 
due to the complexity of planning an extinguishing 
system in combination with the sophisticated air 
circulation concepts typical encountered in cleanrooms, 
which often include specific low or overpressure areas 
that cannot be altered. Additionally, the combination of 
high fire risk and the value of specific pieces of 
equipment may make it logical to opt for an object 
protection extinguishing solution. 

In cleanrooms, the preferred extinguishing agents are 
generally inert gases. Extinguishing solutions based on 
Carbon Dioxide (CO₂), Argon (Ar) and Nitrogen (N₂) offer 
fast and reliable extinguishing for all three major fire 
classes: Class A (solids), Class B (flammable liquids) and 
Class C (combustible gases). Inert gases are chemically 
neutral, which is a great advantage when protecting all 
types of cleanrooms. It means that neither the machines 
nor the goods under production will be damaged or 
contaminated. Additionally, N₂ and Ar are non-toxic, 
colorless, odorless and tasteless (important advantages in 
the pharmaceutical and food industries). 

For certain cleanrooms, however, the criticality of the 
process demands a room protection extinguishing 
solution. This is the case in certain biochemistry and 
microelectronic cleanrooms. 

In cleanrooms with continuous overpressure, the use of 
Nitrogen (N₂) is recommended. Based on high pressure 
technology (200 - 300 bar), it offers flexibility in 
engineering and reliable extinguishing. When the 
cleanroom is under constant low-pressure, chemical gas 
agents such as 3M™ Novec™ 1230 are recommended. 
Based on the efficient and environmentally friendly fire 
protection fluid, it ensures flooding of the room within 10 
seconds and rapid extinguishing before any equipment 
can be severely damaged. 

Archives 
A system employing a combination of gas and water mist 
can provide an effective solution for archives in which 
documents, manuscripts, drawings or books are stored. 

The high concentration of flammable and historically 
valuable objects implies that any incipient fire must be 
detected as early as possible and effectively suppressed, 
without the extinguishing agent used causing any further 
damage to the stored articles. 

As archives often consist of multiple rooms, the fire 
protection infrastructure should also ensure that a fire in 
one room cannot spread to an adjoining room or to any 
other part of the building. 

Aspirating smoke detection systems (ASD) are able to 
detect even the smallest aerosol concentrations and offer 
the ideal solution for fire detection in archives. An alarm 
from such a system can be used to automatically activate 
an extinguishing system. Extremely good results have 
been achieved by using a mixture of nitrogen together 
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with a fine water mist. The nitrogen effectively reduces 
the oxygen content of the room atmosphere, while the 
water mist provides additional cooling and prevents re-
ignition, without causing damage to the stored objects. 

IT and electrical plant rooms 
A gas extinguishing system can provide efficient fire 
protection for electrical and electronic installations. This 
would be an appropriate solution for the protection of 
server rooms, particularly as no residues are left behind 
after an extinguishing incident and fire damage can be 
kept to a minimum. Such systems are very effective in 
putting out fires and preventing re-ignition, allowing 
normal operation to be resumed as quickly and smoothly 
as possible. 

Standard applications include centralized systems and 
modular systems. In a centralized system, all gas cylinders 
are installed in a central location outside the protected 
zone and preferably in a dedicated storage room. 
Centralized systems always require a site-specific design, 
as all pipe diameters and nozzles must be calculated 
individually according to the particular application. 

 

Modular and centralized extinguishing systems 

Modular systems, on the other hand, consist of space-
saving compact units that are installed within the 
protection zone itself. These units combine fast and 
reliable detection with quiet and safe extinguishing in one 
compact package. Such systems are particularly suitable 
for the protection of small enclosures with volumes up to 
132 m3 that contain electronic and electrical equipment. 
The main cost-saving advantage of such systems is that 
they can be installed quickly and easily, and service and 
maintenance costs are very low. 

Several years ago the fire protection industry became 
aware of potential disruptions to magnetic hard disk 
drives and storage systems during the discharge of gas 
extinguishing systems. Studies by Siemens and 
independent organizations concluded that it was 
primarily the high noise level generated by conventional 
extinguishing systems during the discharge process that 
created the hard disk drive malfunctions. The findings 
conclude that all magnetic hard disk drives available today 
are noise sensitive. However, by selecting the appropriate 
extinguishing system and nozzle as well as implementing 
the appropriate silent extinguishing measures, noise-
induced disruptions to hard disk drives and entire storage 
systems can be minimized. For more information please 
refer to the white paper on this topic. 

Kitchens 
The fire risk in kitchens is relatively high. This is due to  
a combination of the cooking materials used (cooking 
oils, fats, etc.) and the heat from the hot cooking equip-
ment (hot-plates, ovens, vats, etc.). Kitchen fires are 
predominantly fat fires, which often start spontaneously 
and rapidly generate an intense heat. The flames are also 
fed by the highly combustible fat vapors and can only be 
checked by interrupting the oxygen supply and reducing 
the temperature of the cooking oil. 

An additional problem related to kitchen fires is their 
inherent ability to spread through the kitchen’s own air 
extraction system to the rest of the building. The critical 
areas (e.g. cooking range, deep fat fryers, ovens and air 
extraction system) should be protected by specially 
designed extinguishing systems. Wet chemical fire 
extinguishers (Class F) should also be provided. 

When extinguishing systems are used in commercial 
kitchens, then these are generally wet chemical systems, 
which are installed immediately above the protection area 
or within the air extraction hoods. They are stand-alone 
systems, which both detect the fire and extinguish it 
automatically.  

The effectiveness of this extinguishing agent relies on the 
cooling of the hot surfaces together with a highly 
efficient fire suppression mechanism. On contact with the 
hot fat, the extinguishing agent foams up to produce  
a soapy layer. This creates a dense barrier between the 
hot fat and the surrounding air, effectively preventing the 
highly volatile fat vapors from escaping and re-igniting 
the fire. 

If the building is equipped with a sprinkler system, then 
this should be extended to protect the other parts of the 
kitchen. However, it must be ensured that the water spray 
from the sprinklers cannot reach the critical areas of the 
cooking range, deep fat fryers, ovens and air extraction 
system. 

  

http://www.buildingtechnologies.siemens.com/bt/global/en/firesafety/extinguishing/Pages/silentextinguishing-inertgases.aspx�
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6 System integration and 
management 

6.1 What are the needs? 

What technical infrastructure does a university, technical 
college (or even large school complex) really need to 
manage its multiplicity of subsystems and fulfill the brief 
of providing optimal protection in the most cost-effective 
manner? In addition to the fire protection systems many 
such institutions will also have intrusion protection,  
CCTV supervision of critical areas and access control to 
restrict access to high-tech and language laboratories, 
libraries, etc. Let’s take a look at the individual needs of a 
security manager in a university environment. 

Campus security 
The high-tech infrastructure in modern universities (e.g. 
computers, diverse electronic equipment, audio systems 
etc.) automatically brings a risk of theft or even 
vandalism. Obtaining affordable insurance against such 
risks makes the installation of a burglary alarm system 
effectively mandatory. And the additional expense of 
CCTV surveillance can often be justified by the reduced 
risk of interruptions to research projects cause by the 
theft of critical equipment. 

Although not in the focus of this document, university 
campuses around the world are increasingly making 
headline news for security reasons (e.g. shootings, 
terrorist attacks, etc.). Extending the surveillance 
infrastructure to provide supervision of all critical points 
of the university campus needs careful consideration. 

Overall efficiency could also be considerably improved  
by integrating the management of the fire protection 
systems with the management of the security-based 
systems. 

System monitoring 
The first thing that security managers need to know is 
that everything is working correctly. Should a fire alarm 
be activated, then this must of course be displayed 
immediately and prominently, so that the appropriate 
verification and remedial activities can be initiated. 

The system also needs to provide a clear summary 
indicating the number and location of any faults present 
in the system; a technician can then be dispatched to fix 
any such problems or report back if the faults cannot be 
cleared. Recognizing and correcting faults quickly ensures 
that the system is always providing the maximum 
protection. 

Similarly the presence and location of any temporarily 
isolated supervisory devices should be indicated, together 
with the reason and the expected duration. In this way 
the security manager can always maintain close control 
over his entire system. 

Maintenance 
Regular maintenance of any system is an essential pre-
requisite for ensuring trouble-free operation and is of 
particular importance for safety and security systems.  

A useful aid for the system manager would be a 
scheduling service, which would remind him when the 
various maintenance activities are due and to record the 
successful completion of such activities (including a 
record of the work performed, the components replaced 
or any adjustments made etc.). 

Reports and statistics 
The security manager is constantly trying to improve the 
service and checking that the current behavior is 
appropriate. To analyze what happened in any particular 
case it is essential that all the facts are recorded correctly 
and in the correct chronological order. 

It should also be possible to generate periodic reports 
(e.g. quarterly or annually) that will allow the security 
manager to identify any long-term trends or recurring 
problems. These reports may be required for numerous 
purposes, for example: 

 For demonstrating system availability 

 For maintenance budget discussions 

 For the planning of modernization projects 

 For false alarm rate monitoring 

6.2 Centralized monitoring 

For larger sites and in particular those where security 
systems are also installed (e.g. intrusion, CCTV or access 
control) a centralized monitoring system can fulfill all the 
above-mentioned needs (daily management of the 
individual elements; optimized handling of emergency 
events; planned maintenance and statistical analysis). 

Supervision 
Supervision is about being aware of the current status at 
all times. Modern technology can be of great assistance in 
making this information readily available to the relevant 
staff and in a form that is easy to digest. Being able to 
recognize the current state of all supervisory elements 
and being able to change the state of all control elements 
allows detailed management of the systems, while 
maintaining a coherent overview of the entire site. For 
example, fire detectors may have been temporarily 
isolated in a particular area while welding work was being 
carried out. Being aware of the situation prevents such a 
“degradation” of the system being forgotten and all such 
actions will automatically be stored in a log file. 

Any faulty devices will also be indicated on the 
management system. Such problems will show up 
automatically on a monitor in the technical service 
department and the appropriate corrective measures can 
be initiated. If the fault is not cleared after a predeter-
mined period of time, then this can also be flagged on the 
centralized workstation where the facility manager can 
determine why the problem has not yet been solved. 

Mobility (remote access) 
It is no longer essential that facility managers are 
permanently stationed in a control room. Modern 
technology also allows them to “keep their finger on the 
pulse” whether they are on-site or off-site. Of course news 
of any emergency situation could also be automatically 
transmitted to the smart phones of all relevant staff 
members. 
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Assisted treatment 
If a fire alarm is triggered in Building X, then it is 
extremely helpful to know exactly where the alarm was 
triggered and whether it was an automatic detector or  
a manual call point. Knowing the local danger potential 
(flammable liquids, chemicals, etc), whether large 
numbers of people may be present in the building and the 
most appropriate access route for emergency services etc. 
would clearly help to organize the response. 

As in any emergency situation the most important thing is 
to remain calm and follow the pre-determined response 
plans. In such an instance a centralized monitoring 
system can be of great assistance as it can guide the 
operator step-by-step through the relevant customized 
workflow procedures. 

Homogeneous operation 
A centralized monitoring system also provides the added 
advantage of homogenous operating procedures, 
regardless of the idiosyncrasies of the various connected 
subsystems. This not only helps to eliminate operator 
errors, it also reduces the required operator training time. 

CCTV 
Both for supervision purposes and in response  
to emergency events, being able to see what is happening  
at the relevant location is obviously a great help to the 
security manager. Automatically being presented with live 
pictures of that location on the same screen as the event 
information itself is a valuable feature supported by many 
centralized monitoring systems. 

Analysis 
As all status changes are stored in a history log-file 
(together with the date and exact time) this data can be 
extremely useful in analyzing what happened before, 
during and after any particular occurrence. In this way 
lessons can be learned, any weaknesses identified and the 
appropriate corrective measures taken. 

Reports and statistics 
Good system management also needs to be “seen to be 
being done” and reports are an essential part of this 
process. Whether we want to document system 
availability, response times to particular situations, 
number and types of fault, detector testing procedures, 
etc. corresponding reports can be generated from the raw 
data supplied by the history log-file. A typical report may 
indicate an unusual number of faults occurring in  
a particular area or whether intermittent or recurring 
faults are causing specific problems. Such information can 
be of great help to the security manager. 

Planned maintenance 
To keep all information together in one database and on 
one system, the scheduling function of a monitoring 
system can be used to keep track of planned maintenance 
activities. Reminder notifications can be generated when 
service work is due and reports can be entered regarding 
the completion of the work and any comments or test 
results that might have been made by the service 
engineers. 

3rd party integration 
It is important that the centralized monitoring system is 
able to access all the information provided by the various 
3rd party subsystems installed across the network. 
Systems supporting an open communication protocol 
such as BACnet or OPC greatly facilitate this integration 
process. This flexibility also helps to protect investments 
by ensuring compatibility with any subsequent expansion 
projects. More detailed information on centralized 
monitoring systems can be found in the application 
guide:  “System integration and management”. 

 

6.3 Networks and integration 

The basis for integration in a centralized monitoring 
system is the communication network. The majority of 
higher education institutions consist of a number of 
buildings. In some cases these buildings may be spread 
out in various parts of a city or they may be loosely 
integrated in a campus structure. In both cases the 
technical building supervision will be centralized in just 
one of these buildings. Consequently it is important that 
the various buildings can be linked together by a high 
performance communication network. 

Important considerations 

Cyber security 
One of the most important considerations in ensuring 
secure operation of the building automation, fire safety 
and security systems is cyber security. Maintaining 
adequate encapsulation and separation (e.g. firewalls, 
DMZs etc.) between the safety and security networks, the 
university IT-network and the Internet is essential. 
Implementation must always be carried out in 
consultation with the responsible university IT-manager 
and in compliance with the relevant manufacturer’s 
guidelines. 

More and more often, Ethernet connections extend all the 
way to the field level. This offers many advantages; 
however, control activities that were secure in the past 
are now open to attack from both the outside and inside. 
Reliable protection can only be achieved with a 
comprehensive security approach, which includes the 
following key factors: confidentiality, integrity, 
authentication and authorization. 

An appropriate security solution requires a comprehensive 
strategy. Planning, implementing and managing such a 
comprehensive and up-to-date security concept, 
customized to individual needs may require a number of 
site-specific preventive measures. 
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These measures may include, for example, enclosure and 
other physical protection of system components, 
separating networks, user training, multi-level defensive 
measures, etc. By the implementation of such a security 
solution, the product-specific guidelines for that 
particular application, together with the local IT’s 
specifications, must be strictly adhered to. 

EN54 Approval 
An essential part of any safety and security concept is a 
fully monitored and approved fire protection system. In 
university campuses where multiple buildings are 
interconnected by a high performance Ethernet network, 
it is important that the fire protection system within such 
a network is recognized as an EN54 conform system. 

In cases where university buildings are spread around a 
city, the majority of buildings will not be interconnected 
via an Ethernet network. In such cases these building 
must be considered as stand-alone EN54 systems (with 
their own remote connection to the fire-brigade). 
However, such buildings can still be connected (e.g. via a 
secure VPN-connection) to a centralized monitoring 
system. 

Redundancy 

 Communication loss 
Even with the high reliability provided by modern 
electronic equipment and communication paths, 
maximum system availability cannot be achieved 
without redundancy. We need to ensure that system 
performance is not affected by the loss of any single 
communication path (short-circuit or line-break), 
neither between neighboring panels nor between 
neighboring buildings. This can be achieved with a 
loop-based communication concept, which applies to 
both the local panel-to-panel communication as well 
as the building-to-building level. 

 CPU-failure 
In a similar way, a CPU-failure in one of the fire 
protection panels should not allow fire alarm 
activations to go unnoticed. An intelligent degrade 
mechanism can ensure that any such events will be 
transmitted to a neighboring panel and core 
functionality is retained. 

 Remote transmission 
The remote transmission path to the fire-brigade is 
also clearly a critical issue, as no single failure shall be 
able to prevent an alarm from summoning the 
necessary assistance. The ability to make the 
connection to a remote transmission device from a 
single point in an Ethernet-based network is an 
important cost-saving feature. The degrade mode 
discussed above also ensures that the remote 
transmission device will be activated even if the CPU 
of the connected panel fails. 

System-wide functionality 
Complex control functions for smoke control or 
evacuation purposes often require status information 
from a number of different fire protection panels. To 
provide maximum flexibility, it is important that such 
information is available across the entire (Ethernet-based) 
network. 

Similarly it is also important that designated terminals are 
able to display status information from anywhere in the 
network, and that security personnel are able to obtain 
such site-wide access from any convenient terminal. 

Scalability 
As mentioned above, only a relatively small number of 
sites were created as homogeneous greenfield systems. 
The vast majority of systems have been continually 
extended and modernized, with systems being added as 
the universities expand to meet new demands. 
Consequently it is important that the network can be 
easily extended without encountering any performance-
related issues. 

System lifetime costs 
Over the lifetime of a system many modifications will 
become necessary to the configuration of individual 
panels. Each modification will require updating the 
software of the systems concerned. Reducing the effort  
of carrying out these updates is an essential pre-requisite 
for minimizing service costs and consequently the lifetime 
cost of the system. One example of this is the ability to 
update all panels in the same network from any panel on 
that network, or even from a remote location. 

Interoperability 
In the current economic climate everything must be “cost-
effective”. This is especially true when considering the 
integration of an additional building or the upgrading of a 
subsystem in one of the buildings. New systems must be 
able to coexist with the previously installed systems. The 
use of an open protocol such as BACnet (the industry-
standard for building automation) not only simplifies the 
integration itself, it facilitates system replacement at a 
later date. 

Remote service 
Remote service offers the possibility of further savings. In 
a traditional service case, the information provided to the 
service engineer was often insufficient for him to know 
exactly what the source of the reported problem was. This 
could result in multiple site visits if the fault was 
intermittent or, having identified the faulty unit on-site, 
he did not have the required spare part or module with 
him. 

With remote service, however, once access has been 
granted, the equipment supplier (or maintenance 
company) is able to login to the on-site systems. The 
service engineer is then able to carry out an analysis 
directly from his office desk. In some circumstances the 
problem may be solved simply by changing a parameter 
or other setting. If a defective component can be 
identified then a service technician can be dispatched 
(from a local service center) and the repair concluded in 
an efficient and consequently inexpensive manner. 

More detailed information on system integration and the 
associated network structures can be found in the 
application guide: “System integration and management” 
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7 Appendix: Schools 

7.1 Introduction 

Children have already been attending various levels of 
schools before they enter into the higher echelons of 
universities. This section of the document focuses on the 
unique challenges faced by these institutions, which 
change as the children become older, more independent 
and less closely supervised. 

In recent years a number of infamous incidents have 
shown that a safe environment can no longer be taken  
for granted, but must be actively created and protected. 
Fortunately, in the majority of countries this type of threat 
is still minimal. However, particularly schools in urban 
areas need to be aware of such threats, take appropriate 
precautions and establish emergency response 
procedures to deal with such an event. 

From kindergarten to secondary school 
Each of these phases has its own parameters, regarding 
the age of the pupil/student and the size of the 
educational establishment. As students get older, they 
need to take more responsibility for their own safety and 
the safety of fellow students. However, it is always the 
responsibility of the school to ensure that the staff are 
given adequate training commensurate with the pupils  
in their care. Although the necessary structural and 
technical measures will vary little, the organizational 
measures may vary as students take on more 
responsibility for their behavior. Let’s briefly consider the 
different types of educational facility, the latent dangers 
present and the typical counter measures required. 

Kindergarten 
A typical kindergarten may have one or two large 
classrooms, a cloakroom, toilets and an office. The 
demands on fire protection solutions are relatively simple. 
Standard smoke detectors fitted with sounder bases 
should be installed in all rooms and fire drills should be 
conducted on a regular basis. Such procedures reduce the 
probability of panic in a genuine emergency and the 
experience that the staff get from such fire practices can 
prove invaluable in an emergency. 

Basic security commonly relies on closing all external 
doors once all children have entered the building. 
Thereafter, it should not be possible to open those doors 
from the outside, although they must be easily opened 
from within (without keys or any similar tools). On the 
other hand, the pupils should not be able to open the 
doors themselves, as teachers need to know where their 
charges are at all times and some younger children may 
have the tendency to run off home in some situations. 

Primary School 
Primary schools may be considerably larger than 
kindergartens, with a number of classrooms (for 30+ 
children), an assembly hall, kitchens, cloakrooms, toilets, 
a teachers’ common room and the school office. However, 
the demands on fire protection solutions are not 
significantly greater, with the exception of the kitchens 
that would require special attention due to the typical 
dangers posed by hot ovens, cooking fats etc. As the 

pupils in primary schools are well supervised at all times, 
emergency evacuation would also be unlikely to present 
significant problems. Basic security is provided in a similar 
manner to kindergartens. 

Secondary School 
A typical secondary school may have several (multi-story) 
buildings with numerous classrooms, a large assembly 
hall, science laboratories, handicraft rooms, library, 
kitchens, refectory, gymnasium, a cloakroom, toilets and 
offices. 

As they get older, the pupils become more independent 
and less closely supervised, and the demands on fire 
protection and security systems become significantly 
greater. In particular this applies to the risk of arson, 
which has become a major concern in many countries 
(see section 2.6.1). The specialist classrooms mentioned 
above would also require particular attention, as would 
the escape routes. As pupils are often less closely 
supervised, fire drills become even more important, to 
ensure that in case of an emergency all pupils will leave 
the building in an orderly manner and make their way to 
the designated assembly areas where a roll-call can be 
taken. 

7.2 Specific issues 

7.2.1 Arson [1][5] 
Many school fires are started deliberately and arson has 
become a major concern to fire protection organizations. 
In the UK, municipal fire brigades are called upon to deal 
with over 2000 school fires each year, of which up to 70% 
are thought to have been started deliberately. However, 
this does not tell the whole story, as many small fires are 
either dealt with by school staff or self extinguish. The 
figures for Sweden and USA are similarly high and 
although the problem is less severe in many other 
countries, it is recognized as being a major concern. 

These fires can be very costly, with insured damage to 
schools alone in the UK estimated at over € 70 million p.a. 
In addition to these direct costs we should not forget the 
consequential losses: 

 Organizing temporary classroom facilities 

 Loss of school records, teaching notes, coursework 
and research assets 

 Loss of confidence in the school by parents  
of prospective pupils 

 Impact on morale of both teachers and pupils 

The offences are typically committed by either a pupil or 
an ex-pupil and are frequently opportunistic. Surprisingly, 
approximately 30% of all cases occur during normal 
school hours and this proportion is still rising, despite the 
fact that the total number of cases is falling slightly. These 
school-hour fires are often started in wastepaper bins or 
in cloakrooms and are frequently dealt with by staff 
members before any extensive damage can occur. The 
fires that cause the most extensive damage are the ones 
started outside school hours. The reasons for starting  
a fire can be divided into four main categories: vandalism, 
disrupting school activities, psychological issues and 
covering up break-ins at the school. 
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A large number of fires are caused by “playing with fire”, 
which accounts for a high proportion of home fires, 
however it is also responsible for numerous school fires. 
To address this issue a number of countries including 
Sweden have launched government funded education 
programs aimed at making clear to children what the 
consequences of their actions might be. Many fires are 
started outside school buildings, often with material 
found easily to hand (such as in bins or rubbish skips) and 
schools in urban environments are considerably more 
likely to suffer arson attacks than those in rural areas. It is 
relatively easy to get an indication of the vulnerability of a 
school to such attacks by looking at the recent history of 
the school and its neighborhood. 

 Is the local crime rate high? 

 Have there been other cases of arson? 

 Have there been many cases of vandalism? 

 Have there been many break-ins? 

 Is combustible waste stored in close proximity to the 
building? 

 Are the school grounds accessible to the public 
outside school hours? 

Particularly in cases where the vulnerability to arson 
attacks is seen to be high, addressing the following issues 
can help to reduce the risk of out-of-hours arson attacks. 

 Deter unauthorized entry onto the site: 
Lock gates; illuminate the area; organize random 
security patrols 

 Prevent unauthorized entry into the building: 
Fit approved locks; install intruder alarms; engage 
with neighborhood watch organizations; consider 
CCTV supervision; ensure shut-down procedures are 
followed (especially at the end of after-school 
activities) 

 Reduce the opportunity for an offender to start a fire: 
Chain-up refuse containers at a distance of some 
meters from the building 

7.2.2 Fire drills 
School fire drills go a long way towards preventing panic 
in the event of a subsequent fire emergency and 
ultimately play a key role in protecting life. 

 

Cloakrooms are the number one source of fires started deliberately 
within school buildings 

7.2.3 School-related hazards [5][6] 
A number of typical school “institutions” that present a 
hazard to maintaining uncluttered, smoke free escape 
routes are described in the following paragraphs. 

Notice boards 
School notice boards are typically installed in circulation 
areas and are an important means of communication to 
the students (and in many cases also between students). 
Such boards covered with numerous paper notices are 
clearly a fire hazard, as they could easily contribute to the 
spread of fire and generate further smoke in areas that 
are likely to form part of an escape route. For this reason 
the maximum width of notice boards and the minimum 
distance between them are often regulated by country-
specific guidelines. The notice boards themselves should 
be made of non-flammable material and should be fitted 
with a cover that is hinged at the top. This type of 
construction would prevent any escape route being 
obstructed by a cover that had not been properly closed 
and was left sticking out into corridor. 

Displays 
Displays of pupils’ work are also frequently located in 
corridors and in entrance foyers, and are generally 
comprised of materials such as paper, cardboard and 
plastic which could be conducive to the rapid spread of 
fire. The following guidelines are designed to reduce this 
risk: 

 Avoid the use of displays in corridors and foyers 

 Minimize the size and number of display areas  
to discrete, separated areas 

 Do not put displays down stairways which are part  
of a designated escape route or where there is only 
one direction of escape 

 Ensure that displays do not obstruct escape routes or 
obscure fire notices, fire alarm call points, firefighting 
equipment or escape signs 

Cloakrooms 
As discussed earlier, cloakrooms are the number one 
source of fires started deliberately within school 
buildings. However, they can be an additional hazard 
when they are situated in corridors that are part of an 
escape route. Cloakrooms should only be permitted in 
corridors under the following conditions: 

 In existing buildings 

 Where no alternative space is available 

 Lockers must be made of metal or other non-
flammable material 

 Even with the locker doors open, the minimum 
specified escape route width must be guaranteed 

Community usage 
School premises are also frequently used out of school 
hours for local community activities and these visitors 
may not be as familiar with the building layout or the 
location of fire exits and fire escapes as the students who 
regularly use the buildings. Visitors may also vary greatly 
in physical condition, age and mental awareness. Each of 
these factors can be dramatically intensified during the 
stress situation created by an emergency event such as  
a fire alarm or building evacuation. 
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9 Share the experience 
With our dedicated program for consulting engineers, you 
can benefit from our extensive application know-how  
and complete portfolio. 

With Siemens, you can offer your customers 
comprehensive fire safety for any application and 
environmental condition. Your customers will appreciate 
this as it enables them to reliably protect people, assets 
and business processes from fire. 

Backed by more than 160 years of experience in the field, 
our offerings for early detection, reliable alarming, orderly 
evacuation and safe extinguishing are based on 
innovative and unique technologies. They provide you 
with convincing arguments like maximized life safety or 
environmental friendliness, and open the door to strong, 
long-term customer relationships. And with Siemens, you 
gain a reliable partner at your side and benefit from our 
smart tools, in-depth training courses and personal 
support ‒ wherever you are, wherever you go. 

For more information please visit our dedicated 
consultant page. 

 

 

 

 

.
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When building technology creates perfect places – 
that’s Ingenuity for life. 
 
Never too cold. Never too warm. 
Always safe. Always secure. 
 
With our knowledge and technology, our products, 
our solutions and our services, we turn places into 
perfect places. 
 
We create perfect places for their users’ needs – 
for every stage of life. 
 
#CreatingPerfectPlaces 
www.siemens.com/perfect-places 
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