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cutive summa ry

i Mipyy,

WEL.%M?Eem data centers are highly complex facilities

L]
whose continuous operatlon is of central importance for
msses and society. Their growing role as critical -
i : infrastructure demands a well-thought-out and hO|I$tIC

~“fire protection concept. -

T
A f|re incident can not only lead to significant property damage but also to data
Ioss busmess interruptions, and reputational damage. This white paper analyzes

inns

L1111 the specific risks, defines carresponding protection goals, and outlines a
comprehensive approach that integrates prevention, detection, suppression, and
recovery to ensure both the availability of IT infrastructure and the safety of
personnel. It takes into account best practices and requirements from standards
such as EN 50600-2-5 and NFPA 75, both of which emphasize a risk-based approach
and tiered protection concepts.
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Fire risks in data centers

Data centers present a unique and complex
fire risk profile due to their dense electrical
infrastructure, high energy loads, and
critical operational requirements.

This white paper examines the specific characteristics of data
centers and the implications they have for fire protection.
Before exploring technical solutions and strategies, it is
essential to understand why fire risks in these environments
are elevated. The following section provides an overview of
the key factors that contribute to this heightened risk profile.

An abundance of primary sources of ignition

Data centers host large concentrations of electrical and
combustible materials, creating multiple ignition pathways
that can escalate rapidly if not controlled.

e Electrical infrastructure: Heavy currents, short circuits,
and equipment defects can lead to overheating and
electrical faults, creating constant ignition sources.

e Combustible materials: Large volumes of plastics in
printed circuit boards, cable insulation, and server
components provide abundant fuel for fire.

e Ventilation systems: High airflow from cooling systems
accelerates fire spread by supplying oxygen—similar to
how airflow intensifies combustion in open flames.
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Structural barriers to early fire detection

The architecture of modern IT environments can conceal

early indicators of combustion, allowing fires to develop

unnoticed until they are significantly harder to contain.

Delayed detection: In-cabinet fires often remain in a
prolonged smoldering stage before transitioning to open
flame, making early detection difficult.

Raised floors and confined spaces: Extensive cabling
beneath floors adds hidden ignition points and
complicates suppression efforts.

The emerging risk of lithium-ion batteries

As lithium-ion batteries increasingly replace traditional

lead-acid systems in uninterruptible power supply (UPS)

systems, additional hazards become prominent.

Thermal runaway: Manufacturing defects or physical
damage can trigger uncontrolled temperature rise and
release of flammable gases, potentially leading to fire
and/or explosion.

Self-sustaining combustion: During cathode
breakdown, lithium-ion cells release oxygen, making the
fire self-supporting and extremely difficult to extinguish.

In partnership with Jensen Hughes



The foundation: Standards for
fire protection in IT environments

Fire protectlon in IT environments is Layered protection concepts and classes
governed by established international To address the varying risks and protection needs within
standards that provide a consistent a data center, both standards recommend tiered

. . . . rotection concepts.
framework for designing, implementing, P P

and maintaining effective e EN50600-2-5: Outlines four protection classes for fire

events, representing increasing levels of fire detection

protective measures. . .
and response. Data center rooms are considered fire

compartments with their own objectives for detection,
Standards such as EN 50600-2-5 and NFPA 75 offer

] ) alarm, and suppression. The areas of the data center
complementary approaches and create a solid foundation for

requiring the greatest protection from internal fire

developing comprehensive fire protection strategies tailored . . .
Ping P P 9 events are housed in rooms with the highest

to the unique risks of data centers. Both documents explicitly .
protection class.

address the distinct challenges associated with information

technology equipment (ITE), ITE spaces, and data centers, °  NFPA 75: Refers to determining the fire protection
emphasizing the need for early detection, rapid suppression, approach based on an assessment of risks, implying that
business continuity, and operational resilience. This section different risk assessments lead to different protection
introduces different strategies to create a modern and robust measures. This includes selecting the right equipment
fire protection concept for mission-critical facilities. and preparing the areas.

Risk-based approach to fire protection

An effective fire protection concept begins with a thorough
risk analysis and vulnerability assessment. Both EN 50600-2-5
and NFPA 75 underscore the necessity of a risk assessment

as the foundation for defining and implementing fire
protection measures.

* Risk assessment and hazard analysis: Identification of
potential fire sources, fire loads, and spread scenarios
specific to data centers, including evaluating risks from
unintentional or deliberate fires (e.g., sabotage).

e Defining protection goals: Clear establishment of
primary and secondary protection goals, such as
protecting human life, preserving IT infrastructure,
minimizing business interruptions, and safeguarding
data. The security requirements should be determined by
a risk assessment based on threats to data and processes.

e Business continuity and disaster recovery: A fire
protection strategy must be closely linked to business
continuity planning and the recovery capabilities of the
ITE to protect data during and after an event, and to
facilitate the rapid restoration of operations.
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Prevention, detection, and suppression
The implementation of robust fire protection measures and
suppression systems is a central element in both standards.

° Preventive measures: Establish foundational safeguards
through code-compliant construction using fire-
retardant materials for walls, ceilings, and floors,
complete with fire doors and gates, and barriers for cable
and pipe penetrations. Orderly facility management also
lends to preventing fire hazards. Regular inspections and

audits ensure adherence.

° Detection systems: EN 50600-2-5 calls for mandatory
fire detection and alarm systems from protection class 2
and above, and also covers the need for early detection
of combustion products with pre-alarms. NFPA 75
describes fire suppression and detection functions for ITE
areas. In both cases, protection is provided with smoke,
heat, and flame detectors, as well as with detection
systems integrated into building management and
alarm systems.

e Automatic fire suppression: EN 50600-2-5 addresses
fixed and portable fire suppression systems for data
center rooms. National or local regulations for fire
detection, alarms, and suppression must be applied in all
rooms, regardless of the protection class. NFPA 75
outlines a critical need to protect data, reduce equipment
damage, and facilitate restoration of service. For this, the
use of a gaseous extinguishing agent in units or total
flooding systems in ITE areas with or without sprinkler
systems should be considered. In selecting a suitable
extinguishing agent (e.g., inert gases, chemical
extinguishing agents), IT infrastructure and availability
need to be taken into account. Furthermore, auxiliary
systems such as HVAC, UPS, and batteries can be
considered as part of the fire protection concept.

Compliance and continuous improvement

A resilient fire protection strategy also depends on rigorous
operational discipline — ensuring not only that the right
systems are in place, but that they are consistently
maintained, tested, and improved over time.

e Adherence to standards and requlations: Ensuring
legal certainty and effective implementation by
complying with relevant industry standards and local
regulations (e.g., EN 50600-2-5, NFPA 75).

6 FIRE PROTECTION FOR DATA CENTERS: A COMPREHENSIVE APPROACH

Proactive maintenance and emergency planning:
Regular inspection and maintenance of all fire protection
systems, including electrical systems and IT equipment.
Development of detailed emergency evacuation and
communications plans — along with regular staff
training and drills — ensures long-term reliability and
rapid recovery in the event of a fire. The impact of

fire suppression procedures on the availability of
facilities and infrastructure in data center rooms must
be considered.

At a glance: General fire protection measures according
to EN 50600-2-5 and NFPA 75

Category Measures

Prevention e Strict adherence to installation and

maintenance regulations
* Regularinspections and audits
* Hot-work management system
e Use of fire-retardant materials
* Orderliness and cleanliness
(housekeeping)

Fire detection e Early warning systems (e.qg.,

aspirating smoke detection systems)
in sensitive areas

e Spot-type smoke detectors, heat
detectors, flame detectors

* Integration of the fire alarm system
into a central monitoring system

Extinguishing * Automatic gaseous extinguishing
systems systems for IT equipment protection

e Water-mist or sprinkler systems for
non-equipment IT protection in gray
space or as an additional layer of
protection in white spaces

e Portable fire extinguishers (CO2,
powder, water) at strategic points

Fire

e  Fire-resistant walls, ceilings, and

compartmentation floors

* Fire doors and gates

e Fire barriers for cable and
pipe penetrations

e Fire dampers

Smoke and heat ¢ Smoke extraction systems
control e Pressurization systems for

escape routes

Organization *  Fire safety regulations and
and emergency evacuation plans
planning e Regular training and

evacuation drills
for personnel

* Emergency contacts and
communication plans

e Business continuity management
(BCM) and disaster recovery
planning (DRP)
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Formulating goals: Typical
protection aims in
data centers

Fire protection in data centers begins with

a clear understanding of what needs to be How to: Importa nt
protected —and to what extent. considerations for defining
Protection goals therefore form the backbone of an effective pI’OteCtIOI’l goa|S

strategy, starting with four basic priorities covering core fire

protection goals (total loss prevention) and extending to The following aspects help select protection goals,

advanced goals (room and asset protection). Foreusling ey seluatt by araiters radier die

defaulting to minimum compliance.

Core fire protection goals: Total loss prevention o .

. . e Prioritization: Not all protection goals have the
1. Safeguarding human lives . . .
L . . . same weight. The protection of human life
The foremost objective is safeguarding human life. This . o
. L e always has the highest priority, followed by
includes preventing injuries and fatalities as a result of . .

. ] . business continuity.

direct exposure to fire, smoke, and heat by ensuring safe

and timely evacuation through adequately dimensioned e Measurability: Wherever possible, protection
and clearly marked escape routes. Effective smoke goals should be made measurable (e.g.,
extraction and ventilation systems further protect maximum downtime (RTO), recovery point
occupants and responders by reducing smoke inhalation objective (RPO) for IT systems).

risks and improving visibility during evacuation and - e

. e Feasibility: The goals must be realistic and
firefighting efforts. . . . . .
achievable within the technical and financial

2. Protection of property capabilities of the data center operator.

Should a fire break out, its spread needs to be hindered . .
o . e Regular review: Protection goals should be
to the area of origin, for example through fire . .
. . . regularly reviewed and updated in response
compartments and fire protection measures. This type of .
. e to changes in infrastructure, technology, or
containment protects building structures, thus

business requirements.

preserving structural integrity and stability.

3. Environmental preservation
Here it is imperative to prevent hazardous substances
from being released and contaminating soil, water
bodies, and air, be it through smoke, gases, or particles.
Emissions minimization measures need to be in place not
only during but also after a fire event.

4. Assurance of operational capabilities for
emergency services
Every effort needs to be taken to ensure the safest
operating conditions possible for the protection of
firefighters and emergency personnel. For example, it
is essential that unobstructed access for fire brigades

and emergency personnel is maintained through
adequately dimensioned and clearly marked escape
and rescue routes.
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Advanced fire protection goals: Room and Asset protection

Above and beyond safeguarding human lives and limiting the

spread of a fire event and its impact on the environment, fire

protection systems can also be designed to maintain the

operation of a data center.

1.

Business continuity

Fire protection measures ensure continued functioning
of critical IT services and applications, thereby
minimizing interruptions.

IT Infrastructure and data integrity
Hardware and the data stored on it must be
safeguarded from destruction or damage to
maintain operational stability.

Company reputation

Preventing damage to reputation due to outages or
security incidents is a key objective, as disruptions can
undermine trust and long-term business relationships.

Core fire protection goals

Total Loss Prevention

Protection of Protection of Protection of
human lives property (Building)  environment

=
IT Equipment Room .E
Power supply system W
(switchgear, transformer,
UPS)
Emergency Power Genera- 'E"
tor and Fuel Storage
Li-ion Battery Emergency vV
Energy Power Supplies
Cable Infrastructure

Office Areas

Control Room

Core Fire Protection Goals - Total Loss Prevention
Life safety and facility protection focus on safeguarding people and ensuring that the

physical building remains structural intact during a fire event. According to the Standards,
Data Center environments must provide early smoke detection along with fire-resistant
construction, evacuation path, and emergency procedure to protect occupants and facility

integrity through structural and system-level requirements.

Advanced Fire Protection Goals - Room and Asset Protection

Operational and assets protection focuses on maintaining business continuity and safe-
guarding critical IT systems, infrastructure, and data, ensuring that the most essential and

high-value assets within the data center.
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Advanced fire protection goals
Room and Asset Protection

Preservation of Minimization Protection
IT Infrastructure of Business of Company
and Data Integrity  Interruptions Reputation
of emergency (Hardware) (Business
Continuity)

Point Type Smoke Automatic Sprinkler
Detector System

Flame High-Pressure
detector Water Mist
Aspirating Smoke Inert Gas -

Detector Extinguishing System

In partnership with Jensen Hughes



Deep dive: Protection
goals for individual areas

Each part of a data center underlies primary protection goals,

which represent the most important objectives to consider.

Above and beyond that, there are also secondary protection

goals for these. The chart below outlines where the

focus should be.

Data center area

Core protection goals
(Total loss prevention)

Advanced fire protection goals
(Room and Asset protection)

IT rooms (server
rooms, network
rooms, main
distribution frames)

* Prevent the spread of fires and smoke to other IT
areas or critical infrastructure

* Minimize hardware damage from fire, smoke, and
extinguishing agents

* Secure maximum availability of IT systems
and data
* Ensure data integrity and rapid recoverability

Measures focus: Early detection of fire events (even
before open flames or heavy smoke development);
rapid and residue-free fire suppression to minimize
business interruptions and shorten recovery time

Electrical rooms
(switchgear,
transformers)

e Prevent the spread of fires to IT rooms or other
critical areas

* Protect personnel from electrical hazards and fire
consequences minimize damage to the power
supply infrastructure

Ensure uninterrupted power supply for the IT
infrastructure

Measures focus: Prevention and rapid containment
of electrically induced fires (short circuits, arc faults),
and their spread

Energy storage

* Limit and control the spread of fire beyond the

Sustain continuous availability of IT systems and data

UPS rooms initiating battery cabinet Measures focus: Protect against battery fires and
* Protect personnel from fire consequences their spread
¢ Minimize facility damage
Cooling e Prevent the spread of fires that could originate Maintain continuous cooling performance to prevent

technology rooms
(chillers, CRAC/CRAH
units, pump rooms)

from the cooling technology
* Minimize damage to the cooling technology itself

overheating of IT systems

Measures focus: Prevent fires in electrical
components of cooling systems; prevent leaks and
their secondary damage (e.g., water damage)

Emergency power
generators and
fuel storage

* Protect against explosions and major property
damage from fuel fires

¢ Minimize environmental damage from fire
consequences or extinguishing agents

Ensure uninterrupted emergency power supply in the
event of a fire

Measures focus: Contain fires to the area of
generators and fuel storage; prevent spread to the
main building; safe storage of fuels

Cable
infrastructure
(underfloor, over-
head, cable trays)

* Minimize smoke and corrosion damage to IT
equipment and building structure

» Ensure the functionality of critical cabling in the
event of a fire

Prevent fire spread along cable routes and minimize
fire load

Measures focus: Incorporate fire-retardant
materials, maintain effective fire barriers, and detect
smoldering fires in cable bundles at an early stage

Delivery zones,
storage areas
(for spare parts,
packaging
materials, etc.)

* Protect against property damage to stored goods
* Ensure safe escape routes

Prevent ignition and fire spread to critical data center
zones

Measures focus: Strict control of fire load;

safe storage of materials; rapid fire detection and
suppression

Office areas,
social rooms,
control rooms

* Protect against property damage in these areas
* Ensure communication capability in
an emergency

Protect human life and ensure safe evacuation
Measures focus: Effective fire detection, clear
escape routes, safe assembly points, functionality
of control rooms for monitoring and controlling
emergency systems
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Connection to protection classes (EN 50600-2-5)

The protection goals defined here form the basis for
assigning protection classes according to EN 50600-2-5 to the
individual areas of the data center. Areas with the highest
primary protection goals (e.g., IT rooms) are usually assigned
a higher protection class, which entails stricter requirements
for structural fire protection, fire detection and extinguishing
systems, and organizational measures.

Modernization
as a strateqic
objective

Not all data centers begin as new

builds — many operators face the challenge
of bringing existing installations up to
modern safety and performance standards.

Systems that have been in place for a long time often no
longer meet the current safety requirements and regulations.
The processes and structures of data centers are also
changing, and with them the requirements for safety and

thus also for fire alarm technology.

Continuous improvement of fire protection is crucial for the
long-term security and availability of the data center. To
ensure the best protection for companies, employees,
customers, and processes, it is therefore advisable to
modernize existing fire alarm systems.

The first step is always an analysis of the installed systems.
Together with the new or changed needs of the data center,
tailor-made modernization concepts can then be developed.
A step-by-step modernization can also be precisely tailored to
the needs and business processes of the data center.

This form of modernization can be equated with an
intelligent move: successively, with maximum system
availability and with manageable investments, the seamless
connection to the latest system generation takes place.
What's more, these investments are for the long term, as
the latest technologies offer future-proof protection.
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Good reasons for
modernization

Become state of the art

... to address insufficient performance and ensure the
system can support modern digital functions and

services.

... to maintain and improve the level of safety or to
adapt to the changed circumstances (e.g., new data
storage components)

... to make operation more user-friendly, simpler, and
more transparent through modern mobile and/or
remote concepts

... to avoid high repair costs and long downtimes due to
obsolete parts

Enhance operational resilience
... to have full transparency of the entire system at hand
to ensure business continuity

... to ensure the availability of the fire alarm system

... to be up to date with the latest technology and thus

minimize downtime

... to obtain additional security and service content
through the use of remote services

Ensure lifecycle sustainability
... to anticipate future fire risks through data-driven
decision making with a modern system

... to secure and preserve the investments made in the
assets — in hardware, in software, and in know-how

... to ensure maintenance in future years

... to keep investments for modernizations as predict-
able and low as possible; and, if feasible, spread over
several years

In partnership with Jensen Hughes



Locating risk:
Assessment and hazard
analysis in data centers

The goals have been determined and the
scope established. Now it's time to
determine the starting point by identifying
potential fire hazards within a data center
and its technical facilities.

Methodology of risk
assessment

Before a risk assessment can be carried out, the scope of the
analysis has to be determined — for example, for the entire
data center or specific areas, such as individual technical
facilities. Once the framework has been established,
practitioners can go through individual steps, each of which
is guided by a central question:

1. Asset identification: What assets need to
be protected?

Primary assets include information technology
equipment (ITE), such as servers, storage, network
components; the data and applications they host;
personnel; and business operations that depend on
uninterrupted services.

Secondary assets comprise the physical building (walls,

ceilings, floors, racks), power supply systems (UPS,
batteries, transformers, switchgear), cooling systems
(chillers, CRAC/CRAH units, piping), and cable
infrastructure (power, data cables). Also covered in this
category is environmental protection in the case of fire
as well as the data center’s reputation.
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A comprehensive risk assessment and hazard analysis is the
cornerstone of an effective fire protection concept in a data
center. It enables proactive identification of vulnerabilities and
the implementation of targeted measures that go beyond
minimum requirements. It is strongly recommended to
regularly review and update this analysis, especially with
changes in infrastructure, technology, or operational processes.

2. Hazard source identification: What can cause
a fire?

Fires in data centers generally stem from these sources

e Electrical: Short circuits, overloads, loose
connections, arc faults; defective power supplies in IT
equipment; faults in UPS systems, switchgear,
transformers; lithium-ion battery thermal runaway

e Mechanical: Overheating of components (fan failure,
insufficient cooling); friction (rare, but possible in
rotating machinery)

e Human error: Improper installation or maintenance;
hot work without proper authorization/safety
precautions; smoking in prohibited areas;
negligence in the form of improper handling
of flammable materials

e External factors: Fires in adjacent buildings or
areas; lightning strikes; sabotage or arson

* Flammable materials: Cable insulation, such as
PVC or LSZH; packaging materials, paper, cleaning
agents; furniture, carpets, and decoration; fuels for
emergency power generators; flammable refrigerants

In partnership with Jensen Hughes



Vulnerability analysis: How susceptible are the
assets to the identified hazards?

Common vulnerabilities include a lack of fire
compartmentation, for example due to missing or

inadequate fire doors, walls, and seals. Other sources

include insufficient fire protection measures in cable

trays, or improperly stored flammable materials, like
packaging. A mechanical error in the cooling system can
increase the risk of IT equipment overheating and thus

fire. Buildings that have inadequate grounding and

lightning protection are also at increased risk for

electrical surges. 5.

Another set of vulnerabilities is inadequate detection due
to incorrectly placed fire detectors or missing early
warning systems (e.g., aspirating smoke detection
systems). Similarly, a data center may lack automatic
extinguishing systems altogether, or be equipped with

Among the indirect damages are business interruptions
caused by service outages and the resulting reputational
harm. Data stored within the data center may be lost or
corrupted, and operators may face significant financial
consequences in the form of lost revenue, recovery
expenses, and contractual penalties. Environmental
degradation from combustion gases or extinguishing
agents represents another potential impact. These
outcomes may also carry legal consequences,
particularly in cases of non-compliance with

applicable regulations.

Probability of occurrence: How likely is a fire event
to occur?

The probability of an event can be estimated using
historical data, industry statistics, and expert opinions.
Facility age, maintenance status, staff qualifications, and
the type of IT equipment are further influencing factors.

unsuitable extinguishing agents and insufficient

suppression coverage. Finally, organizational e Very low: Extremely unlikely, but not impossible.
deficiencies, including missing fire safety regulations, o Low: Every few decades.

inadequate staff training, and the absence of

maintenance plans can amplify overall fire vulnerability. *  Medium: Every few years.

4. Consequence analysis: What would be the impact *  High: Monthly/annual events.

of a fire event? *  Very high: Daily/weekly events (e.g., minor

. . . . electrical disturbances).
Direct damages include the destruction of IT equipment,

data, and infrastructure, extending even to structural
damage to the data center building itself. In the
worst-case scenario, these losses may also be
accompanied by personal injury or fatalities.

A combination of consequences and probability determines the risk level.
A risk matrix can be used to visualize and prioritize the overall risk.

Consequences
Probability Minor (1) Medium (2) High (3) Very High (4)
Very low (1) _ Tolerable Moderate
Low (2) Tolerable Moderate
Medium (3) Tolerable Moderate
High (4) Moderate
vrytion ) [ Soteent

12 FIRE PROTECTION FOR DATA CENTERS: A COMPREHENSIVE APPROACH

In partnership with Jensen Hughes



Specific technical systems
and their fire protection risks

This chart presents a comprehensive overview of risks in data centers:

System Hazards Vulnerabilities Consequences

IT equipment rooms Overheating, electrical short High packing density, Data loss, system failure,
(server rooms, circuits, defective power insufficient cooling, outdated  hardware destruction
network rooms) supplies, and fire load from cabling

cables and plastic casings

Risk mitigation

e Early detection through aspirating smoke detection (ASD) systems

e Automatic gaseous extinguishing systems, water mist, or sprinkler systems
e Fire-resistant cabling (e.g., Low Smoke Zero Halogen — LSZH)

e Regular thermographic inspections

e Strict orderliness and cleanliness

Power supply systems
(switchgear, transformers)

Electrical faults (short circuits, Aging components, lack of Total power failure, release of
arc faults), overheating, maintenance, insufficient toxic gases, explosion (in the
thermal runaway of batteries  ventilation in battery rooms, case of batteries)

(especially lithium-ion), missing fire compartments

fire load from batteries and
insulation materials

Risk mitigation

e Separate fire compartments for battery rooms and switchgear (EN 50600-2-5
protection classes)

e Early detection (ASD, heat detectors)

* Automatic gaseous extinguishing systems, water mist, or sprinkler systems

e Regular maintenance and monitoring (battery management systems)

e Explosion protection in battery rooms (in case of hydrogen development)

*  Arc fault detection device

Cooling systems
(CRAC/CRAH units, chillers)

Electrical faults in the units, Refrigerant or water leaks Overheating of IT equipment,
flammable refrigerants (rare (secondary damage), system failure, water damage
but possible), overheating of  electrical components

pump motors

Risk mitigation

*  Electrical protection measures

* Leak detection systems

*  Regular maintenance

»  Fire protection for electrical components of cooling systems

Cable infrastructure
(cable trays)

High fire load due to large Non-fire-retardant cables, Rapid fire spread, massive
quantities of cable insulation,  missing fire barriers, smoke damage, toxic gases,
rapid fire spread along insufficient separation of failure of critical connections
cable trays, smoke and gas power and data cables

development

Risk mitigation

* Automatic gaseous extinguishing systems, water mist, or sprinkler systems
e Use of LSZH cables

¢  Regular fire compartmentalization in cable trays and penetrations

e Fire detectors in raised floor and suspended ceiling areas

e  Fire-retardant coatings for cable trays
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System Hazards Vulnerabilities Consequences

Emergency power Storage of large quantities of ~ Leaks, missing fire Large, intense fires,

generators and fuel storage flammable fuels (diesel), hot ~ compartments, insufficient explosions, total failure of
engines, exhaust systems, ventilation, missing automatic emergency power supply
electrical components extinguishing systems

Risk mitigation

e Separate, fire-resistant rooms for generators and fuel storage
¢ Automatic extinguishing systems (foam, water mist, gas)

¢ Leak detection for fuel

¢ Regular maintenance and testing

Lithium-ion battery Self-ignition due to damage or Inadequate thermal insulation, Large-scale, long-duration
emergency power supplies  overcharge (thermal runaway), missing or deficient building fires, smoke spread and toxic
toxic gases and smoke monitoring systems (BMS), gases, damage to adjacent
development; explosion hazard missing emergency shutdown systems, potential
due to hydrogen release capabilities, inadequate explosion hazard

cooling systems, lack of
maintenance and inspections

Risk mitigation

e High-quality battery cells with overcharge protection

e Thermal insulation and spacing within the battery unit

*  Using UL9540, NFPA 855, EN 62619, or FM 5560 approved components and/or systems
*  Regular inspections and maintenance

e  Automatic suppression systems

e Firewalls

*  Emergency shutdown devices and smoke extraction

* Thermal runaway detection/reporting through battery management system

e  Emergency response planning

Building structure and Electrical faults in HVAC Missing fire dampers, Spread of fire and smoke,
auxiliary systems systems, fire load from filters,  insufficient maintenance contamination of IT areas
(HVAC, security systems) spread of smoke/fire via

ventilation ducts

Risk mitigation

*  Fire dampers in ventilation ducts

*  Water mist, or sprinklers systems

*  Regular maintenance of HVAC systems

* Integration of the fire alarm system with HVAC control (fire mode control)
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Active fire protection
and structural safety

Once goals have been formulated and the areas of risk are clearly identified,
the focus can shift to concrete solutions for protecting a data center.

Effective active fire protection in data centers is built on three pillars: rapid and reliable fire detection,
fast and appropriate suppression, and supporting technologies that manage smoke, electrical hazards,
and system-wide coordination.

The following sections provide an overview of these system categories and highlight Siemens technologies
engineered to meet the performance demands of high-availability IT environments.

Fire detection systems

Type Detection capability Application area
Aspirating smoke  Provides the earliest possible fire detection, often IT rooms (server rooms, network rooms), underfloor
detection (ASD) in the incipient (smoldering) stage, before visible and overhead areas, battery rooms, switchgear
systems smoke or open flames appear. This is crucial for
protecting IT availability and minimizing downtime.
Point-type smoke Standard detection for general areas Office areas, social rooms, storage areas, escape
detectors routes, technical rooms (outside IT rooms)
Heat detectors Complementary to smoke detectors where Areas with high dust generation or potential rapid
(differential/ smoke detection is difficult or rapid heat temperature increases (e.g., generator rooms,
maximum) development is expected kitchens, workshops)
Flame detectors Rapid detection of open flames in areas where this is Generator rooms, fuel storage, areas with flammable
the primary fire hazard liquids or gases
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Spotlight on key
Siemens technologies
for fire detection

Siemens fire detection technology combines advanced
detection engineering with intelligent algorithms to
deliver highly reliable, application-optimized detection in
environments where uptime, asset protection, and
false-alarm immunity are essential.

Aspirating Smoke Detector

Early and reliable detection is critical in data centers because
high air exchange rates, powerful cooling systems, and large
air volumes can rapidly dilute and transport smoke, delaying
conventional point detector activation and increasing the risk
that incipient fires in mission critical IT environments remain
unnoticed until they escalate. At the core of highly sensitive
detection is the aspirating smoke detector (ASD).

By actively sampling air from the protected area, ASD
systems provide dependable performance in high-airflow
environments — such as server rooms, hot/cold aisle
containment, and high-velocity cooling zones — as well as in
hard-to-access spaces including underfloor plenums, ceiling
voids, dense cable routes, UPS rooms, and battery rooms.

ASD can identify extremely low concentrations of smoke far
earlier than conventional point detectors, delivering
consistent detection regardless of ceiling height, airflow
turbulence, or complex room geometry. The integrated
dual-wavelength technology further enables the detector
to distinguish real smoke particles from dust, steam, and
airborne contaminants by analyzing different

scattering behaviors.

Importantly, ASD can detect the earliest signatures of thermal
runaway, identifying smoke, vapor, or off-gassing compounds
that arise during the initial stages of lithium-ion cell
decomposition — often long before temperature rises or
visible flames occur. This makes ASD indispensable for
modern energy storage and UPS environments.
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Multi-criteria detector with CO sensors

Multi-criteria detectors can also incorporate additional
sensing elements, including chemical sensors for carbon
monoxide detection. These detectors provide even stronger
performance in smaller rooms or areas with complex
electrical loads and deceptive phenomena — particularly
within electrical rooms, MV/LV switchgear areas, and UPS
support zones, where traditional single sensor detectors may
experience delayed response or nuisance alarms.
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ASAplus

For broader area protection, ASAplus (Advanced Signal
Analysis) detectors provide reliable fire detection with high
immunity to false alarms, an essential requirement in
sensitive environments such as data centers, where
availability and uptime are critical. ASAplus technology is
based on Advanced Signal Analysis that combines
multi-angle, multi-wavelength optical detection with dual
heat sensors to enable accurate differentiation between real
fires and deceptive phenomena such as dust, humidity, or
airflow from cooling units. Four optical smoke sensors, three
infrared and one blue, support this differentiation by
enabling detection behavior that is adapted to specific
environmental conditions through dynamic

sensitivity adjustment.

To complement advanced detection performance, all
detectors in the new Siemens detector range feature
Disturbance-Free Testing (DFT), enabling automated
functional testing on demand or at scheduled intervals
without disabling detectors or interrupting fire detection.
Test results are digitally documented, supporting continuous
validation of detector functionality beyond periodic
inspection. Selected detector variants additionally offer
Smoke Entry Supervision (SES), a dual-layer safety function
that ensures smoke can reliably reach the detection chamber
by monitoring the detector inlet and identifying clogging or
covering at an early stage.
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Fire extinguishing and control panel

At its core, the XC360 integrates fire detection, extinguishing
control, and system supervision into a single, adaptable
solution. Its architecture supports efficient installation,
straightforward commissioning, and long-term
maintainability, allowing organizations to meet modern
protection demands with wide integration capabilities
without adding engineering complexity. Its addressable
architecture offers improved situational awareness, enabling
engineers and operators to quickly pinpoint issues and verify
faults. Designed for environments where uptime is critical,
the XC360 ensures continuous protection even during power
interruptions through extended backup capabilities.

Fire suppression and extinguishing systems

Type

Extinguishing capability

Application

Inert gases
extinguishing
systems (e.g., nitro-
)

Extinguish fires without damaging sensitive
electronics or leaving residues. Inert gases are
environmentally benign with no ozone depletion
potential and no global warming impact, and can be
used safely in normally occupied spaces. NFPA 75
recognizes gaseous extinguishing agents for critical
IT areas.

IT equipment, battery rooms, switchgear, UPS rooms

Halocarbon
extinguishing
systems

(e.g., FK5-1-12)

Extinguish fires without damaging sensitive
electronics or leaving residues. Chemical
extinguishing agents are very effective and
require less space. NFPA 75 recognizes gaseous
extinguishing agents for critical IT areas.

IT rooms (server rooms, network rooms), battery
rooms, switchgear and UPS rooms; not suitable for
areas containing lithium-ion battery systems

High-pressure
water mist
suppression
systems

Prevent fire spread by using very little water,
minimizes water damage, cools effectively

Generator rooms, transformers, supplement to
gaseous extinguishing systems in IT

Sprinkler systems
(wet, dry, pre-action
systems)

Effective fire fighting for general fire loads.
Pre-action systems minimize the risk of
unintentional activation in sensitive areas.

Office areas, storage areas, delivery zones, technical
rooms (outside critical IT rooms), as an additional
layer of protection in certain ITE areas (according to
NFPA 75)

Portable fire
extinguishers

For initial suppression of small fires by trained
personnel. CO2 extinguishers for electrical systems,
powder or foam extinguishers for general fire loads

Strategically distributed throughout the data center
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Spotlight on key Siemens

technologies for fire suppression

and extinguishing

Effective fire suppression is essential in data centers, where protecting IT
equipment, ensuring business continuity, and minimizing collateral
damage are top priorities. Siemens provides a range of natural agent and
water-based solutions — including inert gas systems and high-pressure
water mist — designed to address the unique risks of modern data centers
while minimizing ecological impact.

Sinorix Inert Gas System

Sinorix inert Gas Systems rely exclusively on natural
extinguishing agents such as nitrogen, argon, or
inert gas mixtures (IG-541/1G-55), which are
environmentally friendly, residue-free, and fully
compliant with increasing regulatory pressure
against PFAS-classified chemical suppressants.

To protect noise-sensitive storage media, the Sinorix
Inert Gas System employs Sinorix Silent
Extinguishing Technology with the Silent Nozzle
SDNX to significantly reduce acoustic discharge
impact while maintaining full extinguishing
effectiveness.
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Lithium-ion battery fire protection

An effective protection strategy for battery storage and UPS
rooms starts with venting detection at the earliest stage —
which is just minutes before a thermal runaway — using

an advanced aspirating detector with dual wavelength
technology and a multi-criteria fire detector.

The propagation of thermal runaway can be limited through
an inert gas system that rapidly reduces ambient oxygen
levels. Inert gas systems prevent open flame development,
fire spread and gas deflagration.

The fully integrated safety architecture detects early
anomalies, initiates automatic system shutdown logic,
and triggers inerting measures in a coordinated sequence
to prevent thermal escalation.

This concept, which has been approved by VdS, represents
one of the most effective currently available strategies for
mitigating thermal runaway propagation and limiting the
consequences of lithium-ion battery fire events in enclosed
environments.

20 FIRE PROTECTION FOR DATA CENTERS: A COMPREHENSIVE APPROACH

Sinorix High-Pressure Water Mist System

Sinorix High-Pressure Water Mist (HPWM) Systems suppress
fires by releasing ultra-fine droplets. The volume of the
droplets expands up to 1,700 times upon contact with open
flames. The resulting steam displaces the oxygen locally from
the source of the fire, producing intense cooling and local
inertization.

This approach uses only a fraction of the water required by
traditional sprinklers, minimizing water exposure to IT and
electrical components while delivering fast, effective
suppression.

In data centers, HPWM is particularly beneficial for protecting
the genset room, cable routes, control rooms, auxiliary
spaces, such as office spaces and corridors and areas where
traditional. sprinklers would introduce unacceptable water
exposure.

The system’s rapid cooling capability helps limit fire spread,
preserves tenable conditions for evacuation, and supports
faster recovery by avoiding the extensive water damage
typically associated with sprinkler activation.

With a lower overall system footprint and long-life
components, HPWM contributes to reduced CAPEX and
optimized OPEX, making it a highly efficient and resilient
suppression solution for modern high energy-density
facilities.
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Active fire protection systems

Type Purpose Key features Application areas

Smoke and heat exhaust Rapidly extract smoke and Active smoke extraction Large halls, technical rooms,

ventilation systems (SHEVS) heat in order to secure escape through the use of fans, or escape routes, and stairwells
routes, reduce secondary natural systems dependent on

damage, and support the fire  thermal buoyancy in building

brigade's intervention efforts ~ with appropriate roof or facade
openings; automatic activation
through the fire alarm system
(FAS) and/or manual

Explosion detection and Ensure the concentration Gas detection and emergency  Grid-scale ESS, ESS UPS
prevention systems* of flammable gases does exhaust to maintain the systems, smaller battery
not accumulate in an area environment below the lower  systems

containing a lithium-ion ESS flammable limit (LFL)
system experiencing a thermal
runaway event

Electrical protection Prevent electrically induced Arc fault detection devices IT rooms, server racks,
measures fires — a major cause of fire (AFDDs) to detect and electrical supply areas
incidents in data centers interrupt dangerous arc faults

that conventional circuit
breakers fail to identify; regular
thermographic inspections

of switchgear, distribution
boards, UPS systems, and
server racks to identify
overheating; emergency

stop systems; insulation
monitoring systems

Monitoring and Ensure continuous monitoring Building Management Entire data center
management systems of environmental parameters ~ System (BMS) or Data Center
and fire protection equipment  Infrastructure Management

(DCIM) system, integrating all

fire protection, climate, energy,

and security systems for

observation and management

from a single point

Leak detection Protect against water damage  Sensors alert to the presence  Underfloor areas of IT rooms,
after a fire event or as a result  of water in key areas beneath cooling units, and in
of defective cooling systems battery rooms

*Data center systems tend to consist of much lower battery density in rooms with large volumes of free air. As such, the
volume of flammable gases released may not be capable of exceeding the flammability limit within the room — or even a
much smaller limit such as 10% or 25% of the LFL. For these reasons, these systems are seldom provided.
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Spotlight on key Siemens
technologies for active

fire protection

Modern data centers depend on highly integrated fire protection
technologies that respond rapidly to emerging hazards while
maintaining system availability. Siemens offers a coordinated
portfolio of active fire protection solutions designed to detect,
control, and mitigate fire events across interconnected IT, power,

and facility infrastructures.

Damper actuators for smoke and heat exhaust
ventilation systems (SHEVS)

In modern data centers, high airflows and coupled duct
systems can rapidly transfer smoke beyond the origin room,
endangering adjacent compartments. Siemens SHEVS
concepts combine mechanical and, where appropriate,
natural smoke extraction with motorized smoke and fire
dampers that are directly linked to the fire detection and
building automation systems, enabling coordinated
shutdown of non essential airflows and targeted smoke

removal from defined zones.

Siemens damper actuators for fire and smoke protection
dampers — such as the GRA, GNA, and GGA series — provide
the high, constant torque required for rapid and reliable
opening or closure of smoke control dampers, even under
elevated temperatures and pressure differentials in data

center ductwork.

Their spring return mechanism and integrated thermal
release (typically 72 °C or 95 °C, depending on model) ensure
that dampers move to the defined failsafe position and
remain there in the event of power loss or excessive
temperature — a key requirement for maintaining
compartmentation and protected escape routes.
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Robust housings, wide operating temperature ranges, and
optional modern communication interfaces (e.g., fieldbus/
BACnet integration) allow these actuators to be monitored
and commanded via the building management and fire safety
systems, reducing cabling effort and supporting automated
testing routines. For data center operators, this integration
translates into predictable smoke behavior, faster and more
coordinated emergency response, and improved system
availability — while helping to meet the performance
objectives of both fire codes and risk based protection
concepts for mission-critical IT environments.
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Centralized command,
control, and incident
management

At the core of the integrated approach are
Desigo CC and Siveillance Control Pro,
which together provide a unified danger
management and command and control
environment for emergency response and
daily operations.

Desigo CC consolidates fire detection, security systems, and
building automation into a single operational interface,
delivering rapid identification of fire origin, affected
compartments, access routes, and system states, as well as

coordinated control of supporting systems such as smoke
extraction, lighting, and door management.
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Building on this foundation, Siveillance Control Pro acts as
an incident orchestration layer, correlating alarms, access
events, and live video into structured, rule based incident
workflows. During a fire event, it automatically presents
prioritized information, predefined response scenarios
including resource deployment and management, and
relevant camera views, reducing cognitive load and the risk
of human error under high stress conditions.

The combined platform eliminates fragmented information
across separate systems, significantly accelerating decision-
making for fire brigades and operators while maintaining full
transparency during maintenance activities or temporary

system impairments.
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Support for fire brigades
IN emergency situations

During a fire event, responders must
make time-critical decisions under
challenging conditions such as limited
visibility, complex layouts, and strict
security requirements.

Siemens addresses these challenges through the integration
of fire detection, access control, video surveillance, and
centralized command platforms. The integrated access
control system Siveillance Access automatically releases
predefined emergency routes for fire brigades, ensuring fast
and safe access to the incident area and fire control panels
while maintaining protection of sensitive data center zones.
Finally, fire service route cards can be provided through

the security management system to pinpoint fire

incident locations.

To support effective incident assessment, the video
surveillance system Siveillance Video provides real time
visual information from critical areas, access routes, and

external perimeters.
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Visual confirmation supports validation of alarm
information, monitoring of smoke conditions, and
assessment of evacuation progress. This enhanced
situational awareness is particularly relevant in large or
complex data centers where physical orientation and
visibility may be limited during an emergency.

Clear and intelligible communication is a fundamental
requirement for safe evacuation and coordinated emergency
response. Public address and voice alarm (PA/VA) systems
such as Novigo provide automated, manual, and live voice
messages to guide occupants along designated evacuation

routes and support orderly evacuation.

Voice messages can be adapted to the incident scenario and
building zone, ensuring that instructions remain clear and
understandable even in acoustically challenging data center
environments. Visual alarm devices and beacons complement
voice alarms where audibility may be reduced, supporting
the objective of reliable occupant notification and firefighter

coordination as required by life safety standards.
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Breakout: Passive

fire protection

While the focus in this white paper
is on technological systems,
structural fire protection measures
integrated into the building
structure may also prevent or slow
down the spread of fire and smoke.

Among the essential elements:

e Fire compartmentation aims to limit the
spread of fire to the point of origin and
protect critical areas. This is achieved through
fire-resistant walls, ceilings, and floors (e.g.,
F90/F120 according to DIN 4102 or EI90/EI120
according to EN 13501-2), self-closing fire
doors, and fire barriers at all penetrations for
cables, pipes, and ventilation ducts.

e Escape and rescue routes ensure the quick
and safe evacuation of personnel through
unobstructed and well-marked routes,
pressurization systems for stairwells in multi-
story data centers, and emergency lighting
in escape and work areas.

* Building materials reduce fire load and
smoke development through non-combustible
or flame-retardant products, LSZH cables (Low
Smoke Zero Halogen) to reduce toxic and
corrosive gases, and fire-retardant coatings on

steel beams and cable trays.

e Ventilation and smoke extraction control
airflows in the event of a fire through fire
dampers in ventilation ducts and separate
ventilation systems for critical areas such as
battery rooms or generator rooms.
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The selection and dimensioning of structural
fire protection measures are determined by
the assigned protection class according to
EN 50600-2-5.

Higher protection classes demand the most
comprehensive technical measures and the
strictest structural requirements, whereas lower
protection classes may rely on standard smoke
detection and sprinkler systems while still
maintaining fundamental structural fire

protection provisions.

The precise planning and implementation of these
measures must be executed by qualified fire
protection experts and engineers, taking into
account the specific conditions of the data center,

local building regulations, and applicable
standards such as EN 50600-2-5 and NFPA 75.
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Digital services

In modern data centers, networked digital
infrastructures ensure that every
component can be reliably monitored,
analyzed, and managed remotely.

Modern fire safety systems, part of a smart building
philosophy, require the establishment of a reliable and robust
network infrastructure. This network allows the seamless
connection and integration of various devices and systems
within the building, ranging from all kinds of sensors to fire
alarm systems, security cameras, access control systems, or
automation devices. Thanks to Internet of Things (IoT)
technologies, all connected devices can communicate and
exchange data efficiently. By ensuring integration and
interoperability, a unified ecosystem is created, allowing the
collection of data from all kinds of sources and thus enabling
a holistic view of the building’s operations.

Secure connectivity and data security

To connect fully and to allow real-time monitoring and
remote access, a smart building has a secure internet
connection. Modern cloud-based solutions provide
flexibility, reliability, and security, opening all options for
fast decision-making and full control over all building
functions and processes.

26 FIRE PROTECTION FOR DATA CENTERS: A COMPREHENSIVE APPROACH

Data security is the other important topic for any digitalized
service nowadays. Cyberattacks by criminals or adverse
powers are on the rise globally. Therefore, modern, and
digitalized fire safety systems come with high-level protection
strategies directly on board. They safeguard security with
state-of-the-art measures, typically in the form of an
information security management system (ISMS), certified
according to the ISO/IEC 27001:2022 standard. This
internationally valid norm takes an overall approach

to information security by vetting people, policies,

and technology.

As the foundation of any intelligent, cloud-based fire safety
system is a secure remote connection for its digital services,
an ISO/IEC 27001-certified solution guarantees access only for
authorized personnel and reliable connectivity with the
appropriate levels of security, protection, and compliance.
Even more specifically, it fulfills the requirements for the
provision of secure remote services for fire safety systems
and security systems, which are defined in the European
norm EN 50710:2021. Thus, up-to-date digital fire safety
systems tackle all cyber-security challenges while offering
numerous benefits for building users and their individual
business needs.
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Secure connectivity and data security

Connected digital services should complement a potential
on-site building management system (BMS) by offering a
connected mobile application to the facility management and
on-site fire response team.

The often-spectacular high rate of false alarms of 83% to 99%
in some European countries can be attributed to problems
with manual maintenance, incorrect function testing, or
undiscovered detector soiling. When such false alarms
happen, the reaction time before triggering automatic
extinguishing of the related cluster is limited, and every
second counts. This is why a “panel in the pocket” solution,
with live notification of events, including all relevant context
information, and the possibility to command (including
geofencing for security purpose) are a must.

Automatic ticketing for faults of misusage (for example,
extended isolations), which automatically creates a service
ticket at the company in charge of servicing the system,
improves operations by accelerating and simplifying the
interactions between the facility management team and the
service company.

The integration of fire safety systems with automation and
security systems enables coordinated responses to
emergencies, with automatic notification of occupants and
emergency services, escape route coordination, lighting, and
more. Proactive actions also become a useful option when
smart buildings generate alerts or notifications to building
managers or facility teams about due maintenance or
required repairs.
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Support for compliance

Because hosted data may be highly sensitive, strict adherence
to all local and national compliance requirements — such as
maintaining complete and accurate fire-safety system
logbooks — is essential. To reduce the risk of human error,
operators should prioritize the automation of compliance
tasks and ensure full transparency regarding system
availability. This strengthens both proactive and reactive
engagement with insurance providers and supports a more
robust overall compliance posture.

Recommended services include:

e Automatic LogBook
A digital logbook that automatically records all system
events related to the fire-safety system, including
acknowledgements. It should also allow the entry of
manual tasks, eliminating the need for paper-based
documentation. In compliance with NFPA 75, only
records that are essential to the information technology
equipment operations may be stored in the IT equipment
room. Paper and other combustible materials must be
kept to the absolute minimum.

e Automatic KPI calculation
Software-generated key performance indicators provide
continuous indicators of system transparency:

1. Availability free of isolations — the percentage of
detectors not isolated and for how long (isolated
detectors cannot raise an alarm).

2. Availability free of faults — the percentage of the
system not in a fault condition and for how long.

In a well-operated system, both values should be
above 90%.

e Automated disturbance-free testing
Automated testing and clear reporting of detector test
status, which is especially valuable for raised floors and
false ceilings where access is limited and routine
point-detector inspections are often skipped. This
approach reduces human error and strengthens
compliance with ITM requirements.
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Flexible design

To support the growing demand for computing power, data
centers must remain flexible, allowing for extensions and
modifications of existing rooms. However, every
reconstruction carries risks, particularly potential
disturbances to the fire safety system. These include false
alarms and internal soiling of smoke detectors caused by dust
and particle pollution generated during construction.
Additionally, disconnecting a fire detection zone during
construction introduces the risk of human error, such as
failing to reactivate the zone once work is completed.

These risks can be significantly reduced through the use of
appropriate digital service tools that provide full transparency
on the site’s status, including:

e Live system overview accessible via mobile app
or desktop

¢ Analytical insights to identify trends and
recurring patterns
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Consulting: The role of the
fire protection engineer

Bringing together and integrating the solutions and technologies
illustrated here requires oversight and a high level of expertise.

In the current environment, the development, design and
construction of data centers is advancing at an extremely fast
paced, driven by a seemingly limitless demand for new
centers and increased IT capacity. At the same time, the
recent explosive growth in the provision of lithium-ion
battery energy storage systems (ESS) has outpaced

existing regulations.
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Early frameworks did not address these systems at all, and
over the past eight years protection criteria have evolved
unevenly, leading to a patchwork of varying requirements. In
this landscape, fire protection engineers have become
increasingly critical — making it essential to involve them
early and often throughout the planning, design, and
construction phases of data center development.

These are some key tasks of fire protection engineers in key

phases of data center projects:

Planning phase

e Code alignment: Ensure the correct design codes are
selected before design begins

e Engage with code enforcement: Anticipate that the data
center project may be the first time local code officials
encounter this building type or a project involving an ESS

Early discussions: Present the proposed design and its
components to prepare for the design review process

Education: Supply additional supporting information to help
educate the reviewing agency

e Preliminary sizing of site water supply systems:
Understand the design requirements for fire protection
systems to accurately plan water supply sizing.
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Design phase

e Code review: Ensure the correct application of design codes

e Code changes: Apply current and emerging data-center-
related codes, including proposed updates that have not yet
been published. This foresight can ultimately save building
owners money in the future by providing flexibility in the
design to adapt later to code changes — because nothing
is more certain than changes along the way in data
center design

e Hazardous mitigation analysis: Evaluate novel ESS
technologies with an HMA that examines battery testing
data and performs a failure and effects analysis or other
approved hazard mitigation analysis for proposed
battery technology

e Phased design: Recognize that many data centers begin as
core-and-shell structures before the building is fit-out with
specific IT equipment
Ensure the core-and-shell fire protection systems can be
efficiently adapted during IT fit-out

Similarly, allow for the adaption and expansion of the
original fire alarm system

Construction phase

e Act for the building owner: Engage throughout
construction to ensure the proposed fire protection systems
are designed, installed, and coordinated correctly

e Construction questions: Respond to requests for
information from the contractor

e Coordination: Organize the resource-extensive construction
and fit-out in data center projects. The pace of construction
and complexity of equipment, and extent of clash
coordination, drives the need for an extended and
significant team effort between the construction contractor
and building designers to produce the final product

e Review fire protection submittals: Ensure the
correct interpretation of the overall fire protection design
is implemented

e Construction monitoring: Certify the proposed fire
protection systems are correctly installed
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Breakout: How data center
ownership impacts the
role of the fire protection

engineer

The type of data center owner can have a significant impact
on the overall data center design and construction process.

An overview of data center owners:

° Co-locator: An entity that owns and operates
the super structure of a data center and then
sublets space to a single tenant or multiple
tenants for them to keep their servers and
other IT gear.

e Enterprise data center: A facility that
houses an organization’s business-critical
IT infrastructure used to run their
everyday operations.

e Hyperscaler: Data centers owned by a
cloud services provider such as Amazon
Web Services, Google Cloud Platform,
Microsoft, etc.

The varying scale of these owners brings different
design criteria. Many of the co-locators and
hyperscalers have standard brand designs that are
adapted to each data center they build. These
standards are typically not a “code minimum”
approach but instead create uniformity across
different code environments and countries.

These owners may also have their own data
center IT equipment and have invested
significantly in determining the appropriate fire
protection approach for their systems. Meanwhile,
enterprise data center owners typically rely more
on the design professionals they hire to help
determine an appropriate fire protection approach
— whether code minimum or based on an overall

risk approach.
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Ongoing care: Inspection
testing and maintenance

All installed fire and life safety technologies must be inspected,
tested, and maintained in accordance with the relevant codes and
standards and are subject to oversight by Authorities Having
Jurisdiction (AHJs) or insurance companies. Compliance with these
requirements is the responsibility of the building owner.

Data center operators must adhere to an inspection testing
and maintenance (ITM) plan that outlines the routine
activities required to keep fire safety infrastructure
functioning correctly, such as inspections, cleaning, testing,
maintenance, and calibration. To formulate an ITM plan for
fire safety technologies, codes, and standards provide
guidance on different areas:

¢ Data center Infrastructure: TIA-942-C

¢ Fire protection of IT equipment: NFPA 75

e Fire detection: NFPA 72, EN 54, EN 16763, EN 50710
e Fire suppression gas: NFPA 2001, EN 15004

e Fire suppression water mist: NFPA 750, EN 14972

e Sprinkler systems: NFPA 25, NFPA 13, EN 12845

Among the prescribed activities are established protocols for
regular functional testing to ensure that detectors and
suppression controls respond correctly to fire conditions, as
well as conducting a system discharge sequence functional
test (without actual discharge). Detailed records of
maintenance and testing activities must be kept to support
compliance and facilitate troubleshooting.

Because fire detectors are open-sensor systems with
components subject to aging, they must be replaced after a
defined period of use to ensure continued reliability.

Budget considerations

Building operations require careful budget planning —
otherwise maintenance and compliance can become heavy
financial burdens. Involving a professional service partner
and digitalized fire safety technologies can help keep budgets
under control and achieve more productive uptime and fewer
business interruptions due to unexpected repairs. Within this
realm, condition-based maintenance enables the optimum
use of resources, with components replaced at the perfect
time in their lifecycle. Updates and needed replacements
never come unexpected.

32 FIRE PROTECTION FOR DATA CENTERS: A COMPREHENSIVE APPROACH

Digitalized fire safety systems transform manual workflows
with digital ones, optimizing the use of personnel
resources, efficiently combining remote operator support
for troubleshooting with a reduced workload for

on-site technicians.

The costs associated with deploying a comprehensive fire
safety concept in a data center will vary based on factors
such as the specific local building requirements, local labor
rates, and the chosen brands and models of the different
systems. The total cost of ownership (TCO) of different fire
safety detection and protection technologies includes various
cost components throughout the life cycle.

e Initial costs (design, purchase price, installation costs,
system integration)

e Operational costs (power consumption, recurrent
licenses)

*  Facility management costs

e Maintenance costs (regular maintenance, calibration)

e Training costs

e Compliance and certification costs

e Compliant inspection and testing

Costs can also be kept predictable when maintenance
activities are handed over to a qualified service provider that
fulfills the requirements set down in EN 16763.

Routine maintenance - including cleaning, testing, and
calibration — is essential to keeping fire safety systems fully
operational. Clear functional testing protocols and accurate
maintenance records help ensure compliance and support
fast, effective troubleshooting. Building on these
foundations, the next chapter explores how remote
supervision and digital services can further enhance
reliability and streamline these processes.
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Secure uptime -

today and tomorrow

Modern data centers are highly complex
facilities whose continuous operation is of
central importance, and their growing role
as critical infrastructure demands a
well-thought-out and holistic fire protection
concept.

Fire risks continue to evolve with increasing energy density,
lithium-ion storage, and ever-greater operational complexity.
Therefore, implementing a comprehensive approach that
integrates prevention, early detection, rapid suppression, and
continuous improvement is no longer optional — it's essential
for ensuring both the availability of IT infrastructure and the
safety of personnel.

By grounding all protective measures in a thorough risk
analysis, aligning with established standards such as

EN 50600-2-5 and NFPA 75, and embracing modernization
supported by digital technologies, operators can reduce
vulnerabilities. The result is strengthened business continuity

and long-term resilience.

Get ahead now

As the old saying reminds us, an ounce of prevention is

worth a pound of cure — a principle that can be well
applied to data centers, where early action has the power
to prevent disruptions.

Our experts can assess your fire protection measures,
identify gaps in detection and suppression, and create
a roadmap, whether for a greenfield facility or for
modernization. By acting now, you ensure that your
data center is ready for tomorrow’s challenges

and expectations, with full protection for people,
infrastructure, and your reputation for years to come.



Visit our website

Discover the Siemens data center offering and use
cases that align with the strategic business goals.
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Download our white paper

your data center resilience.

As data center environments grow in density and
complexity, the "siloed" approach to safety and security
is no longer enough. Explore how shifting from
fragmented systems to a unified, integrated approach
is no longer just an option, but a strategic necessity for
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We create technology to transform the everyday, for everyone. Our
world is changing at an unprecedented rate. Demographic change,
urbanization, glocalization, environmental change, resource
efficiency, and digitalization are presenting new challenges

and opportunities.

Siemens Smart Infrastructure addresses these topics by combining
the real and the digital worlds.

Our technology transforms infrastructure, across buildings,
electrification, and grids, at speed and scale, enabling collaborative
ecosystems to accelerate our customers’ digital journey to become
more competitive, more resilient, and more sustainable.
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