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1.  INTRODUCTION 

 

 

The Model Scalance XC206-2SFP-MM Multi Mode and XC206-2SFP-SM Single Mode Ethernet Fiber 

Switch (as shown in Figure 1-1) from Siemens Industry, Inc. is used to maintain a Class X ring or Class B 

wiring for communications between the following: 

1. Siemens Building Management Station (Desigo CC, Cerberus DMS, legacy NCC) 

2. Desigo Fire Safety Compact/Cerberus PRO Compact networks 

3. Desigo Fire Safety Modular/Cerberus PRO Modular networks in VNT applications 

4. GCNET FCC (Fire Command Centers) in VNT applications 

5. Desigo Fire Safety Modular/Cerberus PRO Modular networks 

 

Figure 1-1: Scalance XC206-2SFP-MM Multi Mode and XC206-2SFP-SM Single Mode Ehternet Fiber Switch 
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Both Class B and Class X perform all required monitoring of the health of the network. Class X wiring will 

automatically ‘heal’ the ring when a break or other failure is encountered. The failure is reported via 

SNMP (Simple Network Management Protocol) to the Management Station. 

The fiber switch obtains its power from a 24V UL/ULC Listed for Fire Application, Regulated Power 

Supply. It provides two optical ports (100 Mbps) and six RJ45 100BaseT network ports. 

In Class X, the fiber switch that is connected to the primary Management Station is designated as the ring 

master. There is no difference in installation, configuration, and operation of Single Mode or Multi Mode 

fiber optic switches except the type of fiber used. 
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2. PRE-INSTALLATION 

2.1 SFP Transceiver 

 

 
 

Figure 2–1: SFP transceiver 

 
The SFP transceiver (included in the Scalance kit) is an adapter used to connect either Multi Mode or 

Single Mode fiber to the switch. They connect to the pluggable transceiver slots (optical ports).  

Each fiber may be either Multi Mode or Single Mode. Therefore, provided that the connectors for any fiber 

match, any of the following combinations of the SFP transceivers are possible on the Switch: 

• Multi Mode + Multi Mode  

• Multi Mode + Single Mode 

• Single Mode + Multi Mode 

• Single Mode + Single Mode 

To install the SFP transceiver, ensure that power is disconnected from the switch.  

 
For required specification for the fiber, refer to the section Fiber Connections. 

 
The following table shows the Single Mode and Multi Mode SFP transceivers supported with the 
Scalance XC206-2SFP switch. 
 

Table 2-1. SFP transceivers for Scalance XC206-2SFP switch 

Transceiver 
Type 

Model Distance Property Article Number 

Multi Mode 
Optical 

SFP991-1 Maximum 5 km  1x 100 Mbit/s 
LC port  

 

6GK5 991-1AD00-8AA0 

Single Mode 
Optical 

SFP991-1LD Maximum 26 km  1x 100 Mbit/s 
LC port  

 

6GK5 991-1AF00-8AA0 
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2.2 C Plug 

 

Figure 2-22: Scalance C-Plug 

 
 
The C-Plug (included in the Scalance kit) stores the switch configuration data. If the switch must be 

replaced due to failure, transferring the C-Plug to the new switch allows the new switch to be brought 

online with the correct settings. 

A C-plug may only be removed or inserted when the power to the switch is removed. 
 

When a new, blank C-Plug is inserted to the switch, the configuration of the switch is automatically 
written to the C-Plug, and all future changes are immediately written to the C-Plug. Upon 
replacement of the switch, the C-Plug automatically restores the switch settings. 
 

NOTE: If a C-Plug with an existing configuration is inserted into a different switch, the configuration 
on the C-Plug will overwrite the existing switch configuration. 
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3. INSTALLATION 

 

WARNING: Remove all system power before installation, first battery then AC. (To power 

up, connect the AC first, then the battery.  

CAUTION: When installing, route field wiring away from sharp projections, corners, and 

internal components. 

NOTE: The unit should be operated at ambient temperatures between 0 and 49 ° C (32 and 

120° F). 

NOTE: The product(s) have been tested at relative humidity of 85 ±5 percent and a 

temperature of 30 ±2°C (86 ±3°F).  

NOTE: Wiring methods used shall be in accordance with the National Electrical Code, 

ANSI/NFPA 70, the Standard for Installation and Classification of Burglar and Holdup 

Alarm Systems, UL 681, and the Standard for Central-Station Alarm Services, UL 827, as 

applicable. 

Depending on the application, the Scalance XC206-2SFP-MM or XC206-2SFP-SM can be 

mounted in the following methods: 

• For Desigo CC/Cerberus DMS applications, and for legacy NCC applications, in the 

Network Enclosure, Model NTWRK-ENCL. 

• For Desigo Fire Safety Compact/Cerberus PRO Compact applications, in the 

Network Enclosure, Model NTWRK-ENCL or in a 2HU/3HU enclosure with the panel 

on a Network Mounting Plate, Model NTWRK-MP-C. 

• For Desigo Fire Safety Modular/Cerberus PRO Modular applications, in the Network 

Enclosure, Model NTWRK-ENCL or on a VNT Mounting Plate VNT-MP in a CAB-2 

or CAB-3 Enclosure.  

For mixed applications (combinations of Desigo CC/Cerberus DMS, NCC, Desigo Fire Safety 

Compact/Cerberus PRO Compact, Desigo Fire Safety Modular/Cerberus PRO Modular, 

GCNET), any of the above mentioned methods can be used, as long as ethernet connections 

from Management Stations to the switch or from FACP to the switch are within 

20ft(UL)/18m(ULC) in closed conduit within the same room.  

3.1 Installation for Standalone Management Station Applications 

For standalone Desigo CC/Cerberus DMS applications, the switch must be mounted in the 
Network Enclosure. The Ethernet connection to the Management Stations must be within 20 feet 
in closed conduit within the same room. 
 
Refer to the NTWRK-ENCL Installation Instructions, Document ID A6V12412370, for details 
on mounting the XC206-2SFP-MM/-SM in the Network Enclosure. 
 
This application may also be used to support a legacy NCC Management Station. 

3.2 Installation for Desigo Fire Safety Compact / Cerberus PRO Compact 
Applications 

For Desigo Fire Safety Compact/Cerberus PRO Compact applications, the switch may be 
mounted in either the Network Enclosure or in a 2 HU/3 HU enclosure with the panel. 
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3.2.1 Mounting in the Network Enclosure 

The Ethernet connection to the Desigo Fire Safety Compact/Cerberus PRO Compact 

Enclosure must be within 20 feet in closed conduit within the same room. Refer to the 
NTWRK-ENCL Installation Instructions, Document ID A6V12412370, for details on 
mounting the XC206-2SFP-MM/-SM on the Network Enclosure.  

 

3.2.2 Mounting in a 2HU/3HU with the Panel 

Mounting in a 2HU/3HU enclosure with the Desigo Fire Safety Compact/Cerberus PRO 
Compact requires the use of the NTWRK-MP-C mounting plate. Refer to the NTWRK-MP-C 
Installation Instructions, Document ID A6V12451457, for details on mounting the Scalance 
XC206-2SFP-MM/-SM in a 2HU/3HU enclosure. 

 

3.3 Installation for Desigo Fire Safety Modular / Cerberus PRO Modular 
Applications 

For Desigo Fire Safety Modular/Cerberus PRO Modular applications, the switch may be mounted 
in either the Network Enclosure NTWRK-ENCL or on a VNT Mounting Plate VNT-MP in a CAB-2 
or CAB-3 Enclosure. 

 

3.3.1 Mounting in the Network Enclosure 

The Ethernet connection to the Desigo Fire Safety Modular/Cerberus PRO Modular 

Enclosure must be within 20 feet in closed conduit within the same room. Refer to the 
NTWRK-ENCL Installation Instructions, Document ID A6V12412370, for details on 
mounting the XC206-2SFP-MM/-SM on the Network Enclosure.  

 

3.3.2 Mounting on the VNT-MP in a CAB-2 / CAB-3 Enclosure 

The VNT-MP can be used to mount the Scalance XC206-2SFP-MM/-SM fiber switch in CAB-
2 and CAB-3 Enclosures in three different configurations: 

• Panel Enclosures (non-VNT applications) 

• Building VNT Enclosures 

• FCC VNT Enclosures 
 

Refer to the VNT-MP Installation Instructions, P/N 315-050489, for details on mounting the 
XC206-2SFP-MM/-SM on the VNT-MP. 
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3.3.2.1 Installation on a VNT-MP in a CAB-2 / CAB-3 Enclosure (non-VNT Applications) 

 

Figure 3–1: Installation on the VNT-MP in a CAB-2 / CAB-3 Enclosure for non-VNT Applications 

 

3.3.2.2 Installation on a VNT-MP in a Building VNT CAB-2 / CAB-3 Enclosure 

 
 

For installation of the VNT-MP in a Building VNT CAB-2/CAB-3 Enclosure, refer to the VNT 
Installation Instructions, P/N 315-050490. 

 

3.3.2.3 Installation on a VNT-MP in an FCC VNT CAB-2 / CAB-3 Enclosure 

 
 

For installation on a VNT-MP in an FCC VNT CAB-2/CAB-3 Enclosure, refer to the VNT Installation 
Instructions, P/N 315-050490. 

 

 

3.4 Installation for Mixed Applications 

For mixed applications (combinations of Desigo CC / Cerberus DMS, NCC, Desigo Fire Safety Compact 
/Cerberus PRO Compact, Desigo Fire Safety Modular /Cerberus PRO Modular, GCNET), any of the 
above mentioned methods can be used, as long as ethernet connections from Management Stations to 
the switch or from FACP to the switch are within 20ft(UL)/18m(ULC) in closed conduit within the same 
room. 
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4. WIRING  

4.1 Fiber Connections  

Two fiber optic cables are required between each pair of fiber switch modules. Use a high-quality 
duplex fiber optic cable containing 62.5/125 or 50/125 Multi Mode fiber or 9/125 for Single Mode 
fiber. Duplex fiber optic cable has two cables in a single shield similar to an electrical zip cord. Use 
LC style fiber connectors. 

Refer to the Industrial Ethernet Switches Scalance XC-200 Operating Instructions manual, P/N C79000-
G8976-C442, for details on the fiber optic connections, distances, and attenuation. 
 
NOTE: Please contact the fiber cable manufacturer regarding instructions for terminating the fiber.  
 

4.2 Overview of Class B and Class X Fiber Connection  

. 
Figure 4–1: Class B Switch Fiber Connection 
 

  
 

 
Figure 4–2: Class X Switch Fiber Connection 
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4.3 Class B Wiring Applications 

Figure 4-3 illustrates a conceptual Class B fiber network with Scalance XC206-2SFP-MM/-SM switches in 
the following representative configurations: 
 

• In a GCNET Building Enclosure 

• In a Network Enclosure with a colocated Desigo Fire Safety Compact/Cerberus PRO Compact. 

• In a Network Enclosure with two colocated Desigo CC Distributed Servers 
 
Multi Mode and Single Mode fiber are mixed for representation. 

 

 

Figure 4–3: Representative Class B Network Example 
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4.4 Class X Wiring Applications 

Figure 4-4 illustrates a conceptual Class X fiber network with Scalance XC206-2SFP-MM/-SM switches in 
the following representative configurations: 
 

• In a Desigo Fire Safety Modular/Cerberus PRO Modular GCNET FCC Enclosure with a colocated 
Desigo CC Client 

• In a Desigo Fire Safety Modular/Cerberus PRO Modular GCNET Building Enclosure 

• In a Network Enclosure with a colocated Passive NCC 

• In a Network Enclosure with a colocated Desigo Fire Safety Compact/Cerberus PRO Compact and 
a colocated Desigo CC Client 

• In a Network Enclosure with a colocated Desigo Fire Safety Compact Voice/Cerberus PRO 
Compact Voice 

• In a Network Enclosure with a colocated Desigo CC Server, a Desigo CC FEP, and an NCC 
 

 
 
Figure 4–4: Representative Class X Network Example 
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4.5 Additional Applications 

4.5.1 Monitoring-Only Applications – All Monitoring Only 

 
Figure 4-5 illustrates a Class B network with an interface to a Monitoring-Only application via the MOSA 
and no control on any panels at the Desigo CC/Cerberus DMS. Note that the UL864 switch is not 
required. 
 

Desigo CC / 
Cerberus DMS 

Server / Distributed 
Server / FEP

Desigo Fire Safety Modular / 
Cerberus PRO Modular 

Enclosure

MOSA

Desigo Fire Safety Modular / 
Cerberus PRO Modular 

PMI
Non-UL864 IP Building Infrastructure

Ethernet

RS485

 
 
Figure 4–5: Representative Class B Monitoring-Only Example – All Monitoring Only 

 

4.5.1 Monitoring-Only Applications – Control on Other Panels 

Figure 4-6 illustrates a Class B network with an interface to a Monitoring-Only application via the MOSA, 
but one in which the Desigo CC/Cerberus DMS has control of other panels. 
 
Since the Desigo CC/Cerberus DMS has control of some panels, UL864 infrastructure is required for 
those panels. However, connections may be made from the UL864 switch to non-UL864 building 
infrastructure for the Monitoring Only application. 
 

 
 
Figure 4–6: Representative Class B Monitoring-Only Example – Control on Other Panels 
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5. ELECTRICAL RATINGS 

All connections are supervised and power limited unless stated otherwise. For power, the fiber 
switch may be connected to a:  

• PSC-12, P/N 315-033060. APOU Listed- S522  

• PAD-4, P/N 315-050217. UL 864/ULC S527 Listed - S1510, V46,S1  
*Not for UL 1076/2610 Security Listed Installations.  

• PAD-5, Document ID A6V101030358. APOU Listed- S1510 

 

 
NOTE:  
Input Voltage: Regulated 24VDC 
Input Current: 265mA @ 24VDC 
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6. MIGRATION FROM X204-2 and X204-2LD 

 

6.1 Fiber Connector Change 

 
NOTE: For migrations of X204 Scalance switches, either ST to LC adapters or replacement of the ST 
connectors with LC connectors will be required. 
 
The Scalance X204-2 and X204-2LD required ST fiber connectors. However, the XC206-2SFP-MM/-SM 
uses LC connectors. Therefore, if Scalance X204-2 and/or X204-2LD switches are being replaced, 
conversion or replacement of the connectors is required. 
 
The following options are supported: 

 
1. Use of a commercially available ST to LC adapter. 

 
2. Removing the ST connectors from the fiber and replacing them with LC connectors (requires 

specialized fiber optic equipment). 
 

3. Replacement of the fiber with pre-made segments containing LC connectors. 
 

6.2 Migration of X204-2/X204-2LD within Specific Enclosure Types 

6.2.1 Desigo Fire Safety Compact / Cerberus PRO Compact Enclosure 

For migration to the XC206-2SFP-MM/-SM, the following mounting options are available:  
a. Mounting in the 2HU/3HU enclosure by using a Network Mounting Plate (Model NTWRK-MP-C, 
Document ID A6V12412370) 
b. Mounting in a Network Enclosure (Model NTWRK-ENCL, Document ID A6V12451457) 

6.2.2 GCNET (VNT) Enclosure 

Direct replacement of the X204-2 with the XC206-2SFP-MM and of the X204-2LD with the XC206-2SFP-
SM is possible. 

6.2.3 Desigo Fire Safety Modular/Cerberus PRO Modular CAB-2/CAB-3 Enclosure  

If the X204-2 or X204-2LD is installed in a Desigo Fire Safety Modular/Cerberus PRO Modular VNT 
Enclosure, it may be directly replaced with the XC206-2SPF-MM or XC206-2SPF-SM. 
 
Also, the XC206-2SPF-MM or XC206-2SPF-SM can be installed in the Network Enclosure, Model 
NTWRK-MP-C, Document ID A6V12412370. 
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7. PROGRAMMING THE SCALANCE XC206-2SFP-MM MULTI 
MODE AND XC206-2SFP-SM SINGLE MODE ETHERNET 
FIBER SWITCH 

This section describes how to assign IP address to the Scalance XC206-2SFP-MM Multi Mode or 
XC206-2SFP-SM Single Mode Ethernet Fiber Switch, how to configure the Scalance Switch via 
WEB Interface and how to configure one of the switches as the Redundancy Manager. 

7.1 Fiber Switch Introduction 

The fiber switch can be configured independently or in the network. The initial configuration of the 
fiber switch must be made before connecting it to the system. The fiber switch has six RJ-45 ports 
(P1-P6) for Ethernet connections and two pair of fiber optic connection ports (P7-P8). 

Each fiber switch must be programmed with a unique IP address.  
 

 

Figure 7–1: Scalance XC206-2SPF-MM/-SM Ethernet Fiber Switch Connections 

 

The fiber switch is powered from the battery backed up local 24V power supply. It is monitored by 
the Management Station. Configuration of the switch is completed using a network configuration 
tool (SINEC PNI/Primary Setup Tool) and web interface of the device. 

 

 

7.2 Network Configuration 

The network configuration of Scalance XC206-2SFP switch is done using SINEC PNI software. 
SINEC PNI software is the successor of the Primary Setup Tool (PST).  
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7.2.1 SINEC PNI 

 

SINEC PNI (Primary Network Initialization) is a software for commissioning and initialization of 
devices in the network (e.g. assignment of IP address, subnet mask and gateway, as well as setting 
of device or PROFINET names).  
In addition to the simultaneous initial configuration of several network nodes, the firmware update of 
devices as well as backup and restoring of the device configuration can be performed as a mass 
operation.  

SINEC PNI has a modular structure and consists of the Basic and Professional system modules. 
The SINEC PNI software can be downloaded from -
https://support.industry.siemens.com/cs/document/109825079/download-sales-and-delivery-
release-for-the-product-sinec-pni-v2-0?dti=0&lc=en-US 
 

Extract the ZIP archive of SINEC PNI. To start SINEC PNI, run the "SinecPni.exe" file in the 
unzipped folder. Accept the “End user agreement”, then the SINEC PNI software is ready for use. 
To configure IP address of Scalance switch, perform following steps –  
 

1. At the Settings tab, select the network adapter from the drop-down list, connected to the new 
Scalance switch to be discovered by the network scan. 
2. Select Discovery – PROFINET devices (DCP). 

3. Do not provide Device Credentials at this stage and Switch to Device List tab. 
4. In Device List, click Start network scan -  new Scalance XC-200 devices without IP address 
gets found. 
5. Select a new device in Device List and click Change device configuration. Device 
Configuration window will open. 
6. In the Device Configuration window, in IP Configuration tab, set new IP configuration. 

7. System Name can be assigned in System tab. 
8. PROFINET properties can be assigned in PROFINET tab. 

9. DCP and SNMP settings can be configured in Manage Protocol tab. 
10. New Username and new Password can be assigned in Device credentials tab. For Scalance 
XC-206-2SFP switch, default username = admin and default password = admin. 
11. When all required settings are populated, Load them to the device. 

12. After IP configuration is loaded and once device is restarted, it becomes assessable via web 
interface (Open WBM). 

 

7.2.2 Primary Setup Tool 

 

SINEC PNI software is the successor of the Primary Setup Tool (PST). It is recommended to 

use SINEC PNI for the network configuration of the Scalance XC206-2SFP switch. 

 
 

7.3 Configuring the Scalance Switch via WEB Interface. 

7.3.1 Scalance XC206-2SFP Switch login 

1. Start Windows Explorer or a web browser and type the switch IP address in the URL field. 

For example: https://192.168.1.139 

2. Enter Username and Password. (default username = admin and default password = admin)  

 

https://support.industry.siemens.com/cs/document/109825079/download-sales-and-delivery-release-for-the-product-sinec-pni-v2-0?dti=0&lc=en-US
https://support.industry.siemens.com/cs/document/109825079/download-sales-and-delivery-release-for-the-product-sinec-pni-v2-0?dti=0&lc=en-US
https://192.168.1.139/
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Figure 2: Initial Login Dialog 

 

• It is required to change the Default password after the first login, and it is recommended 

to change the admin username as well. 

 

• The high password policy (default) requires at least eight characters including at least 

one digit, one uppercase letter, and one special character for a new password. 
 

 

 
Figure 3: Change Password Dialog 
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• For more information, refer to Online Help ~ pwdoptions_help_en.htm. 
 

• After the new password is set according to the Password Policy, click Set Values to load it to 

the Scalance switch. 

 
3. After successful login and changing the password, the image Scalance XC206-2SFP is 

shown with its status and prompt to select one item of the menu on the left: Information, 

System, Layer 2, Layer 3, Security. 
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Figure 4: XC206-2SFP Start Page 
 

 

• For the detailed explanation of each WEB interface item, open Help by clicking the ? mark in 

the top right corner. You can save the favorite pages by clicking the . 
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.  

Figure 5: Current Scalance Switch LED States 

 

• You can open the image of Scalance switch LED in the current state. 

7.3.2 Fiber Optic Switch Settings 

The version information is shown on Menu > Information > Versions for basic device hardware 

XC206-2SFP, and for fiber optic transceivers SFP991-1 for Multi Mode and SFP991-1LD for Single 

Mode fiber on ports 7 and 8. 

 

Figure 6: Version Information 

 
 

 
The following version information is displayed: 

• P0.7 – P0.8 designates the port in which an SFP module is inserted. 

• Revision shows the hardware version of the device. 

• Order ID shows the article number of the device or described module. 

• Firmware shows the current firmware version. If a new firmware file was downloaded and the 
device has not yet restarted, the firmware version of the downloaded firmware file is displayed 
here. After the next restart, the downloaded firmware is activated and used. 

• Bootloader shows the version of the boot software stored on the device. 

• Firmware_Running shows the firmware version currently being used on the device. 
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7.3.3 Switch Time Settings 

Navigate to Menu > System > System Time > Manual Settings tab and click Use PC Time, and 

then Set Values. The time in the Scalance switch is synchronized with PC. 

 

Figure 7: Switch Time Settings 

7.3.4 Fiber Switch Fault Monitoring and Redundancy Settings 

1. Navigate to Menu > System > Fault Monitoring. 

2. In the Power Supply tab, Power Supply monitoring can be configured. 

3. In Link Change tab, select the option from the drop-down list (Up-link monitoring, Down-link 

monitoring, -  for disabled port) for each port, which connection status you want to monitor. 

 

4. Click Set Values to save the settings in the Scalance XC206-2SFP switch. An error is triggered 

when the port monitored for Down is changed to an inactive state, or the port monitored for Up is 

changed to an active state.  

 

5. In the Redundancy tab, the checkbox can be enabled to signal the error if the redundancy of the 

connection is lost. 

 
6. Click Set Values. 
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Figure 8: Fault Monitoring Status and Settings 

7.3.5 Scalance switch System Events reporting 

1. Navigate to Menu > System > Events > Configuration tab to specify how device reacts to the 

system events. 

2. Specify the Signaling Contact method is either: 

a. Conventional - an Error/ Fault is displayed by the Fault LED and the signaling contact 

is open; when the error is restored, the LED goes off and the signaling contact is closed. 

b. User Defined – the signaling contact state does not depend on the error/fault, instead it 

can be open or closed as required by user actions. 

c. Signaling Contact Status = Open or Close. 

 

A fault causes the signaling contact in Scalance XC206-2SFP to trigger and the fault LED on the device to 

light up, and depending on the configuration specified in System > Events, it can trigger a trap specified 

in System > SNMP, an e-mail specified in System > SMTP Client, or entry in the Syslog specified in 

System > Syslog Client, or an event logged on the Log Table, seen in the Information > Log Table. 

Refer to Online Help for more information ~events_help_en.htm.  

For the complete list of the events and configuration, refer to the Online Help ~ events_help_en.htm. 

If Fault is enabled, when a device detects an error, the top left LED labeled F lights up. 
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Figure 9: Switch Event Configuration 

 
Navigate to Menu > System > Events > Severity Filters tab to specify the severity of events to be 

logged as Info, Warning, or Critical. 

 

Figure 10: Switch Event Severity Filters 

 
Refer to Online Help ~ events_help_en.htm and ~ evt_severity_help_en.htm for more information.  
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7.3.6 Switch SMTP Client 

Navigate to Menu > System > SMTP Client to specify the SMTP Server and Client IP settings in General 

and Receiver tabs: 

 

 

Figure 11: SMTP Client and email sender settings 

 

 

 

Figure 12: SMTP Server and email receiver settings 

 

 

Refer to Online Help for more information ~ smtpclient_help_en.htm. 

7.3.7 Switch SNMP  

1. Navigate to Menu >System > SNMP tabs and specify up to 10 different management stations to 

receive the Trap events, configured in System > Events table. 

2. In the Traps tab, specify the Trap Receiver Address = IP address of the Management Station to 

which this switch will send traps. 

3. Click Create. 

4. Enable the Trap checkbox and click Set Values to load this configuration to the switch. 

Refer to Online Help for more information ~ snmp_general_help_en.htm. 
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7.3.8 Switch Plug Settings 

1. Navigate to Menu > System > Plug. 

WARNING: Do not remove or insert C-Plug during the operation. C-Plug may be removed or inserted only 

when device is turned off. The device checks whether or not C-plug is present at one second intervals. If it 

is detected that the PLUG was removed, then it restarts. 

Status – shows the status of the PLUG: 

• ACCEPTED – C-Plug has valid configuration of the device 

• NOT ACCEPTED – for invalid or incompatible configuration 

• NOT Present – no C-Plug inserted on the device 

• FACTORY – plug is inserted but there is no configuration 

Device Group – shows the SIMATIC NET product line that used the C-PLUG previously. 

Device Type - shows the device type that used the C-PLUG previously. 

Configuration Revision – can change if the firmware is updated, but not related to the device hardware 

configuration. 

File System, File System Size in bytes, and File System Usage in bytes. 

Info String shows additional info and the versions of hardware and software. 

Modify PLUG – the drop-down list: 

1. Write Current configuration to the PLUG, if the status of the PLUG is NOT ACCEPTED or 

FACTORY. 

2. Erase PLUG to factory default. 

 

 

Figure 13: C-PLUG Management 

 
For more details, see the online Help. 
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7.3.9 Switch DCP Discovery 

Navigate to Menu>System>DCP Discovery 

In the Discovery and Set via PROFINET Discovery and Configuration Protocol (DCP), select 

Interface and click Discover. 

All devices reachable on the same sub-net network will be discovered and populated in the table for the 

Port via which the device can be reached.  

Refer to Online Help for more information.  

7.3.10 Switch Port Diagnostic 

Navigate to Menu > System > Port Diagnostic to perform the Ethernet cable and Fiber optic cable tests 

without disconnecting the cables from the switch and saving a lot of time and effort: 

• Cable Tester tab to run diagnostic on each Ethernet cable connected to Ports 1 - 6, without 

removing the cable from the switch, and without connecting the cable to the tester, installing loop-

back module at the other end, so short-circuits and cable breaks can be localized to within a few 

meters.  

NOTE: Wire pairs 4-5 and 7-8 of 10/100 Mbps network cables are not used.  

Pair 1 = pins 1-2, Pair 2= pins 3-6, Pair 3= pins 4-5, Pair 4= Pins 7-8. 

• SFP Diagnostic tab to run the Small Form-factor pluggable (SFP) Transceiver diagnostic on the 

optical Ports 7 and 8, for the corresponding model of the Transceiver SFP991-1LD for Single 

Mode or SFP991-1 for Multi Mode fiber, its revision, Serial Number, and other actual value 

readings.  

 

For more details, see the online Help. 
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Figure 14: SFP Port Diagnostics 

7.3.11 System Button settings 

Navigate to Menu > System > Button – Select/Set Button configuration. 

On this page, the functionality of the black button on the Scalance XC206-2SFP switch can be enabled 

(default) or disabled for the button pressing:  

• Restore Factory Defaults 

• Set Fault Mask 

 
 

Figure 15: SELECT / SET Button Configuration 

 
Refer to Online Help for more information.  
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7.3.12 Fiber Switch Ring Redundancy configuration in Layer 2 

XNET over Ethernet Class X uses ring topology to connect the switches on the network. The two ends of 

the bus are closed to form a ring by the fiber switch operating as a redundancy manager. The redundancy 

function is enabled and disabled with the WEB interface. In contrast to the ring ports of the other switches, 

the ring ports of the redundancy manager are disconnected when the network is operating problem-free. 

The fiber switch operating in the redundancy manager mode monitors the connected bus over its ring 

ports. It switches the ring ports through if there is an interruption on the connected bus. In other words, it 

restores a functioning bus over this substitute path. Reconfiguration takes place within 0.3 seconds. As 

soon as the problem has been eliminated, the original topology is restored—the ring ports in the 

redundancy manager are once again disconnected from each other. After the RM (Redundancy Manager) 

function has been enabled or after the RM has been switched through, this is indicated by the RM LED on 

the housing. 

NOTE: Only one switch can be configured as a redundancy manager (Master) in a ring. Follow the 

steps listed below to enable the redundancy manager. 

 

Figure 16: Layer 2 Configuration 

 

1. Navigate to Menu >Layer 2 > Configuration to create a basic configuration for Ring 

Redundancy. 

2. Select Redundancy Type = Ring. 

3. Select Redundancy Mode = HRP Manager only on one switch in the network. 

4. Select HRP Client (or Automatic Redundancy Detection) on all the other of the switches on the 

network. 

NOTE: Redundancy Manager should be selected for only one switch in the network. 
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NOTE: In the Automatic Redundancy Detection mode, the device automatically detects if there 

is a HRP Manager in the ring and adopts the role of the HRP Client. If no HRP Manager is found, 

all devices with Automatic Redundancy Detection or MRP Auto Manager negotiate the role of 

MRP Manager. The device with the lowest MAC address will always become MRP Manager, while 

the other devices automatically set to MRP Client mode. 

NOTE: When configuring HRP Ring, one device set to HRP Manager, the rest set to either HRP 

Client or Automatic Redundancy Detection mode. 

 

5. Navigate to Menu > Layer 2 > Ring Redundancy > Ring tab to specify the Redundancy Mode. 

 

6. Specify the Ring Ports. 

 

7. Specify the Observer for HRP Rings – see the Online Help  ~ redundancy_ring_help_en.htm 

for details. 

 

8. Click Set Values. 

 

NOTE: To change the Ring Ports, follow the steps below: 

1. Open the ring. 

2. Select the new ring ports. 

3. Change the cable connections. 

4. Close the ring. 

 

9. Navigate to Menu > Layer 2 > Ring Redundancy > Standby tab to configure redundant linking 

of two HRP rings, where two neighboring switches within the same ring are configured as standby 

master and standby slave and are connected via parallel cables to two switches in another ring. 

 

Figure 17: Ring Redundancy Configuration 

 
 
For details, see the Online Help ~ redundancy_standby_help_en.htm. 
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Navigate to Menu > Layer 2 > Ring Redundancy > Link Check tab to enable the Link Check function 

on the optical ring ports of HRP or MRP ring on the two neighboring fiber optic switches, which are 

connected. This can be done to monitor the transmission quality of optical sections within HRP/ MRP ring, 

identify disturbed connections and under certain conditions turn them off, so the redundancy manager can 

close the ring and restore communication. 

NOTE: Enabling Link Check on only one of the two connection partners can lead to incorrect behavior. 

NOTE: If Link Check is enabled on all the fiber optic switches of the ring at the same time, and several 

connections within the ring have problems, this leads to fragmentation of the ring. 

1. During commissioning, enable Link Check for one connection section after the other by enabling 

Link Check for the two connection partners connected to a line. 

2. To ensure an error-free connection, wait one minute before enabling the Link Check for the next 

connection. 

 

Refer to the Online Help ~ linkchk_cfg_help_en.htm. 

7.4 Firmware Update 

7.4.1 Load and Save via HTTP  

The Web Management Tool (WBM) allows you to store configuration information in an external file 
on your client PC or to load such data from an external file from the PC to the Scalance fiber switch. 
You can also load new firmware from a file located on your client PC. You can make the entries 
required for this on Menu > System > Load & Save in the HTTP tab. The table below describes 
the possible entries in the Load and Save via HTTP feature. 
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7.5 Diagnostics 

Diagnostics of the fiber switch can be done remotely, as explained below: 

1. Launch web browser and type in URL of the fiber switch on which diagnostics will be run. 

2. The LEDs status on the top left of the screen are the exact same as that shown on the fiber 

switches. 

a. Red LEDs indicate an error. 

b. Green LEDs indicate that the switch is running properly. 

c. Green LEDs also indicates ports that have an Ethernet connection to them. 

 

 

Figure 18: Fiber Switch Diagnostic Indicators 
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8. CONFIGURING THE SWITCH IN DESIGO CC/CERBERUS DMS 

 

8.1 Initial Setup 

 
Refer to Desigo CC/Cerberus DMS Help documentation, for configuration with Desigo CC/Cerberus DMS. 

 
Refer to Industrial Ethernet Switches Scalance XC-200 Operating Instructions manual, P/N C79000-
G8976-C442, for an introduction to the Scalance XC206-2SFP switches. 

8.2 Configuring SNMP Switch Monitoring 

 
Each Scalance Switch must be monitored by a Desigo CC/Cerberus DMS Server or FEP via SNMP 
(Simple Network Management Protocol). One Desigo CC/Cerberus DMS Server or FEP can monitor all 
switches, or different Desigo CC/Cerberus DMS Servers or FEPs can monitor one or more switches each. 

To configure SNMP on Desigo CC/Cerberus DMS for monitoring the Scalance switch, refer to SNMP 
Configuration Guidelines for Scalance Switches, in Desigo CC/Cerberus DMS Help documentation. 
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9. CONFIGURING THE SWITCH IN LEGACY NCC APPLICATIONS 

 
This section briefly describes special programming considerations for the NCC associated with the 
Ethernet fiber switches. Refer to the NCC Manual, P/N 315-049679, for more detailed information. 

There are a maximum of four NCCs in the entire complex. 

• Example of IP address range is 192.168.1.1 – 192.168.1.64 

• XNET Address Node ID range is 1-64 

• NCC database requires Node IDs from all nodes in all XLS, Desigo Fire Safety Modular, 

or Cerberus PRO Modular systems 

• NCC requires Node IDs and IP address information from: 

- NCC 

- Fiber Optic Switch 

9.1  Initial Setup  

To setup the IP address of the NCC, execute the following steps: 

• From the desktop, click Start > Network Connections > Local Area Connection. 

• From the Local Area Connections Status window, click Properties. 

• From Local Area Connections Properties window, click Internet Protocol, then Properties. 

• From the Internet Protocol Properties window, choose Use the following IP address and 

choose an IP address in the range 192.168.1.60 - 192.168.1.63 with the subnet mask of 

255.255.255.0. 

 

 
Figure 9–1: IP Address Setup 

 
 

• Configure Windows XP, Windows 7, or Windows 10 on NCC machine with Firewall set to 

OFF. 

• Set up the SNMP protocol as follows: 
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1. From the Control Panel, click Add or Remove Programs. 

2. From Add or Remove Programs, click Add or Remove Windows Components. 

3. From the Windows Component Wizard window, scroll down to Management Monitoring 

Tools and click Details. 

 

 
Figure 9–2: SNMP Protocol Setup - Add Or Remove Program 

 
1. From the Management and Monitoring Tools window, select Simple Network 

Management Protocol and click OK. 

2. From the Windows Components Wizard window, click Next and follow the instructions 

until installation is complete. 

 

Figure 9–3: SNMP Protocol Setup - Management and Monitoring Tools 

9.2 NCC Setup  

First, launch the NCC. Once the NCC is launched, click More > Setup > System > Options to launch 
NCC System Settings. At the Multiple NCC Configuration Options, make sure that the following are 
checked: 

• Control Vectoring 

• TCP/IP used for NCC link 

• Inhibit automatic data base exchange  

Click Done when finished. 

 



 Siemens Industry, Inc. 38 A6V12198161_en--_b 
Smart Infrastructure 

 

Figure 9–4: NCC System Settings 

 
• At the NCC, launch the Network Node Map to view the current configuration by clicking 

More > Setup > Network from the NCC interface. 

• This is a list of all XLS/MXL/Desigo Fire Safety Modular/Cerberus PRO Modular nodes 

and NCCs in an entire complex that are communicating with the NCC. 

• To add a new NCC, MXL, XLS, Desigo Fire Safety Modular, or Cerberus PRO Modular 

node into the NCC, click Add. On clicking Add, the "Editing Node" window will open, as 

shown in Figure 9-6. 

 

 

Figure 9–5: NCC Network Node Map 
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9.2.1 Adding An NCC  

To add an NCC node, complete the following steps (refer to Figure 9-6): 

• In "Editing Node" window, type in the Node number to match the Node number from the 

Zeus configuration (1-64). 

• Add a Node Name. 

• Choose NCC-G as the Node Type. 

• Choose the Type of NCC-G Node as either This Unit or Remote Unit. 

• Type the TCP/IP Network Address as the IP address of the NCC PC. 

• Click Save. 

 

Figure 9–6: Adding An NCC Node 

 
 
 
 
 
 

9.2.2  Adding An XLS, Desigo Modular, or Cerberus Pro Modular 

To add an XLS, Desigo Fire Safety Modular, or Cerberus PRO Modular node, complete the following 
steps (refer to Figure 9-7): 
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• Type in the Node number to match the Node number from the Zeus configuration. 

• Add a Node Name. 

• Choose XLS as the Node Type. 

• Choose the Node numbers of the NCC as the Default NCC-G Control Setting. 

• Click Save. 

 

Figure 9–7: Adding An XLS/Desigo Modular/Cerberus Pro Modular Node 

 
 
 
 
 
 
 
 

9.3 Fiber Optic Switch Setup 

A new button is added in the NCC’s Network Node Map window for the Fiber Optic Switch as shown in 
Figure 9-8. Click Fiber Optic Switch to open the Fiber Optic Switch List window to add, delete, or update 
a Fiber Optic Switch. 
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Figure 9–8: NCC Fiber Optic Switch Node List 

 

9.3.1 Add A Switch  

To add a new Fiber Optic Switch, complete the following steps: 

1. Click Add in the Fiber Optic Switch List dialog. 

2. Assign an address ID to the switch in the range of 1-49. If an address is selected that is 

already used, a warning message will pop-up to notify the user that the address is not a 

valid address. 

3. Add the IP address of the switch as the assigned IP address. Assign IP Address. 

4. For the Ring Redundant Manager, select either Master or Client to agree with the 

setting, Ring Redundancy Manager. 

5. Click Add to complete the changes or click Cancel to leave the settings as they were. 

 

 

Figure 9–9: Adding A Fiber Optic Switch 

 
 

9.3.2  Delete A Switch  

To delete a Fiber Optic Switch, complete the following steps: 

1. Select the switch you want to delete from the Fiber Optic Switch List window. 

2. Click Delete. 
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3. A message box displays as shown in Figure 9-10 to confirm the deletion. 

4. Click OK to delete the selected switch or click Cancel to leave the settings as they were. 

 

 

Figure 9–10: Deleting A Fiber Optic Switch 
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9.3.3 Update a Switch  

To update a switch, follow these steps: 

1. Select the switch you want to update from the Fiber Optic Switch List window. 

2. Click Edit or double-click the selected switch on the list. 

3. An update window displays as shown in Figure 9-11 except that the address field 

is disabled. 

4. You can update the IP address and/or the Ring Redundant Manager setting. 

5. Click Update to complete the changes or click Cancel to leave the settings as 

they were. 

 

Figure 9–11: Updating A Fiber Optic Switch 
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10. CYBERSECURITY DISCLAIMER 

Siemens provides a portfolio of products, solutions, systems and services that includes security 
functions that support the secure operation of plants, systems, machines and networks. In the 
field of Building Technologies, this includes building automation and control, fire safety, security 
management as well as physical security systems. 

In order to protect plants, systems, machines and networks against cyber threats, it is necessary 
to implement – and continuously maintain – a holistic, state-of-the-art security concept. Siemens’ 
portfolio only forms one element of such a concept. 

You are responsible for preventing unauthorized access to your plants, systems, machines and 
networks which should only be connected to an enterprise network or the internet if and to the 
extent such a connection is necessary and only when appropriate security measures (e.g. 
firewalls and/ or network segmentation) are in place. Additionally, Siemens’ guidance on 
appropriate security measures should be taken into account. For additional information, please 
contact your Siemens sales representative or visit 
https://www.siemens.com/global/en/products/automation/topic-areas/industrial-
cybersecurity.html.  

Siemens’ portfolio undergoes continuous development to make it more secure. Siemens 
strongly recommends that updates are applied as soon as they are available and that the latest 
versions are used. Use of versions that are no longer supported, and failure to apply the latest 
updates may increase your exposure to cyber threats. Siemens strongly recommends to comply 
with security advisories on the latest security threats, patches and other related measures, 
published, among others, under 
https://www.siemens.com/global/en/products/services/cert.html#SiemensSecurityAdvisories 

 

https://www.siemens.com/global/en/products/automation/topic-areas/industrial-cybersecurity.html
https://www.siemens.com/global/en/products/automation/topic-areas/industrial-cybersecurity.html
https://www.siemens.com/global/en/products/services/cert.html#SiemensSecurityAdvisories

