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About this User Guide

About this User Guide

This guide provides detailed information about installing and operating the Siemens Automated
Demand Response (ADR) Gateway software in order to implement demand response (DR)

actions for an APOGEE® Building Automation System (BAS).

NOTE: Throughout this guide, the term APOGEE point is used interchangeably with SOAP point.

User Guide Conventions

The following table lists conventions to help you use this guide in a quick and efficient manner.

Convention

Example

Numbered Lists
(1,2,3...) indicate a
procedure with
sequential steps.

1. Turn OFF power to the field panel. Turn ON power to
the field panel.

2. Contact your local Siemens representative.

This symbol >
signifies one-step
procedures.

> Use the Graphics toolbar to select a Graphics controls.

Actions that you should
perform are specified in
boldface font.

Type F for Field panels.

Click OK to save changes and close the dialog box.

Error and system
messages are displayed
in Courier New font.

The message Report Definition successfully
renamed appears in the status bar.

New terms appearing
for the first time are
italicized.

The Open Processor continuously executes a user-defined set
of instructions called the control program.

Brackets [ ] indicate
text that can vary based
on your selection.

In the Computer name field of the Identification tab, type
[your computer name].

Names of menus, menu
commands, dialog boxes,
buttons, tabs and fields
are all initial capped.

View menu
Select Network Component Type

Configure Line button

User Guide Symbols

The following symbol is used in this guide to draw your attention to important information:

Notation Symbol Meaning
CAUTION: Indicates that equipment damage or loss of
A data may occur if you do not perform a
procedure as specified.

Siemens Industry, Inc.
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User Guide Organization

This guide contains the following chapters:

Chapter 1 — Introduction provides a brief overview of DR and the context in which the
Siemens ADR Gateway is used.

Chapter 2 — Installing and Configuring the Siemens ADR Gateway provides installation and
configuration instructions for the Siemens ADR Gateway software.

Chapter 3 — Configuring Responses to Events discusses how to configure the Siemens ADR
Gateway to respond to events from the DR Automation Server (ILM Server).

Chapter 4 — Working with the Siemens ADR Gateway provides instructions on working with
the Siemens ADR Gateway.

Appendix A — Troubleshooting provides troubleshooting information for failed point
commands, ILM Server connection problems, and installation issues.

The Glossary describes terms and acronyms used in this guide.

Suggested Reference Materials and Web Sites

In addition to this guide, you may also want to become familiar with the following reference materials:

APOGEE SOAP Server User Guide. Contains detailed information on the installation,
configuration, and use of the APOGEE SOAP Server. To obtain a copy, contact the Custom
Solutions department in Buffalo Grove.

ASHRAE Standard BACnet: A Data Communication Protocol for Building Automation and
Control Networks (Standard 135-1995). Describes the BACnet communication services and
protocols for computer equipment used for monitoring and controlling heating, ventilation, and
air conditioning (HVAC) and other building systems. For more information, see:
http://www.ashrae.org

Automated Demand Response Using the Siemens ADR Gateway Application Guide (125-012).
This application guide helps identify how to plan and develop DR actions for an APOGEE BAS,
and describes deployment methods using the Siemens ADR Gateway.

“Demand Response” article
http://en.wikipedia.org/wiki/Demand_response

External documents are available from their respective organizations. Information about other
Siemens Industry, Inc. products, services, and technical training classes can be obtained from
your local Siemens Industry, Inc. representative.

Where to Send Comments

Your feedback is important to us. If you have comments about this guide, please submit them to:
SBT_technical.editor.us.sbt@siemens.com.

Siemens Industry, Inc.
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Chapter 1 — Introduction

Chapter 1 — Introduction

This chapter provides a brief overview of DR and the context in which the Siemens ADR
Gateway is used.

What is Demand Response?

DR generally refers to mechanisms employed by electric utilities to communicate with consumers
to reduce power usage, thereby reducing the peak demand for electricity. Since electrical
generation and transmission systems are generally sized to correspond to peak demand, lowering
peak demand reduces overall plant and capital cost requirements.

What are ILM Services?

ILM services enable customers who might not have been able to participate in automated DR
(Auto-DR) directly with utilities (for example, due to the size of demand reduction) to participate in
Auto-DR programs. In addition, ILM services provide report management and capacity payment.

During a DR event, the ILM Server continuously monitors operating conditions to ensure that DR
control actions do not negatively impact customer business operations.

What is the Siemens ADR Gateway?

The Siemens ADR Gateway is a DR application developed by Siemens Industry, Inc. that works
with the ILM Server and an APOGEE BAS. The Siemens ADR Gateway retrieves events by
frequently checking for new queued commands, and commands DR control points to execute pre-
defined control actions such as turning off lights, raising thermostat settings, limiting fan speed,
locking out chillers, etc.

The following figure shows a high-level overview of an Auto-DR system and the context in
which the Siemens ADR Gateway is used.

Siemens Industry, Inc. 5
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High-level Auto-DR System Overview.
The Siemens ADR Gateway consists of the following components:

e Windows Service. The Siemens ADR Gateway Windows service runs in the
background and continuously processes DR event information from the ILM Server. The
Siemens ADR Gateway service supports the following:

— BACnhet Adapter. Communicates with BACnet field panel controllers (APOGEE
or third-party) and commands BACnet objects. It also communicates with the
Insight BACnet Server and commands APOGEE control points that are exported
as BACnet objects.

— SOAP Adapter. Communicates with the APOGEE SOAP Server and commands
APOGEE control points using the APOGEE SOAP interface.

e User Interface. From the user interface, you can configure the ILM Server
communication parameters, control points, and pre-defined DR control actions.

Supported Control Points

Supported control points include BACnet points in any BACnet-compliant building automation
device, and proprietary APOGEE P2/Ethernet points in a non-BACnet APOGEE BAS.

6 Siemens Industry, Inc.
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Chapter 2 — Installing and Configuring the Siemens
ADR Gateway

This chapter provides installation and configuration instructions for the Siemens ADR Gateway.

CAUTION:

A Configuring the Siemens ADR Gateway during a DR event will cause the Siemens ADR
Gateway service to restart, and therefore stop the Siemens ADR Gateway from executing any
load reduction control actions. Whenever you perform any of the configuration procedures in this
chapter, the Siemens ADR Gateway service must be restarted so that it is updated with the most
current configuration data. It is highly recommended that you wait until after the Siemens ADR
Gateway service has restarted before you resume editing configuration data.

System Requirements

CAUTION:

A In order to properly install all applications, you must have elevated Windows user privileges on
workstations running Windows 7 or Windows Server 2008 operating systems if User Access
Control (UAC) is enabled.

Following are the minimum requirements for installing the Siemens ADR Gateway:
e Any single-core processor or better (Intel® Pentium® 4/AMD Athlon™ 64 or better)
e 2GBRAM
e Reliable and continuous broadband Internet connection
o Network Interface Card for Ethernet connectivity
e Microsoft NET Framework 4.0 or later
o APOGEE SOAP Server (only required if using the SOAP Server)
¢ Insight Revision 3.11 Service Pack 1 or later
e SentinelLM license server

e Windows Server 2008 R2 Standard or Enterprise Edition (64-bit), Windows Server 2003
(32-bit), Windows 7 Professional (32-bit or 64-bit), or Windows XP Professional (32-bit)

Installation Files

The Siemens ADR Gateway is delivered in a *.ZIP file that contains a setup.exe and an *.MSl file.

Pre-Installation Steps
Before installing the Siemens ADR Gateway, complete the following steps:

1. Complete DR audits and identify DR control strategies for various degrees of aggressiveness in
implementing load reduction control actions. For more information, see the Automated Demand
Response Using the Siemens ADR Gateway Application Guide (125-012).

2. ldentify the communication protocols.

The Siemens ADR Gateway contains BACnet and SOAP interfaces, so you can use either
protocol or both to communicate with the BAS:

Siemens Industry, Inc. 7
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o BAChet. The Siemens ADR Gateway uses the BACnet interface to communicate with
the Insight software.

o SOAP. The Siemens ADR Gateway uses the APOGEE SOAP Server interface to
communicate with the Insight software.

3. Install the APOGEE SOAP Server. For more information, see the APOGEE SOAP Server
User Guide, available from the Custom Solutions department in Buffalo Grove.

NOTE: If you are only using the BACnet interface to communicate with the Insight
software, you do not need to install the APOGEE SOAP Server. Skip to Step 4.

4. Purchase, install, and verify the proper operation of the SentinelLM license code, which the
Siemens ADR Gateway requires in order to run. Contact the Custom Solutions department in
Buffalo Grove with the SentinelLM Computer ID Key or SentinelLM USB Computer ID Key.

For detailed information on installing and verifying license codes, see Starting the Software,
available from the Getting Started link in the Insight software’s Online Documentation screen.

5. Go to Installing the Siemens ADR Gateway.

Installing the Siemens ADR Gateway

NOTE: You must install the Siemens ADR Gateway on an Insight Database Server running
Insight Revision 3.11 Service Pack 1 or later.

1. From the Siemens ADR Gateway installation media, run the setup.exe file (with Run As
Administrator privileges), and follow the onscreen prompts.

NOTE: When asked for the Set Service Login information, you must include the domain
name for the user account, according to the format [Domain Name]\[User Name].
For example, anydomain\jdoe.

Set Service Login ﬂ_

Username: anydomaintjdoe
Password: ek sk ke ok o

Confirm password: s sokmson

ok ) [Gomea ]

NOTE: Should you encounter installation issues, see Installation Issues.

2. In Windows Services, verify that the Siemens ADR Gateway service is running and set to Automatic.

3. Due to an issue with the third-party installer, the desktop and all program shortcuts created
during installation will not work for users other than the user account that installed the
Siemens ADR Gateway. To address this issue, you must do the following:

a. On the Windows desktop, delete the Siemens ADR Gateway shortcut created during
installation, and manually create a replacement desktop shortcut of the C:\Program
Files\Siemens ADR Gateway\ADRGateway.exe file.

b. Delete all Siemens ADR Gateway Windows program shortcuts and manually create replacements.
4. Go to Verifying the Installation.

8 Siemens Industry, Inc.
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Verifying the Installation
1. Launch the Siemens ADR Gateway by clicking the Siemens ADR Gateway Windows program link.

When running the application for the first time, the End User License Agreement (EULA)
displays. Read and respond to the EULA as appropriate.

NOTE: If you are not an employee of the company that purchased the Siemens ADR
Gateway, select Not End User. In this case, the license agreement will display each
time the Siemens ADR Gateway is launched until an employee accepts the EULA.

2. When running the application for the first time, verify that the message, ADR Gateway Service
is started, displays in the application’s status bar. This indicates that the application is
communicating with the Siemens ADR Gateway service. Do one of the following:

o If the message, ADR Gateway Service is started, does not display: The Siemens ADR
Gateway service requires further configuration. To identify the settings that need
correction, click the History tab and look for caution and error messages; see ILM Server
Connection Problems for possible errors, messages, and recommendations. When
finished, go to the next procedure, Configuring the ILM Server Settings.

o If the message, ADR Gateway Service is started, displays: Go to Configuring the ILM
Server Settings.

Configuring the ILM Server Settings
You must configure the ILM Server connection settings and register the site to establish communication.

1. From the Tools menu, select ILM Server Connection.
The ILM Server Connection Settings dialog box displays.

2 ILM Server Connection Settings "

URL: Site ID
http://atcore cloudapp.net/ 5337806
Credentials Ste Name

Installer ID: 6411 appguidetest

Password: =

Communications Timeout (Seconds)
Re-Enter Password: = e0
[ Cancel |

2. Complete the fields in the ILM Server Connection Settings dialog box.

o URL. Enter the URL for the ILM Server. For most situations, the default value is adequate.
o Site ID. Type or click . | to specify the ID for the site. Since it must be unique, it is
strongly recommended that you use the MAC address of the local network card for the
Site ID. Click to launch the Site ID dialog box, which contains a list of valid MAC
addresses from which to choose.
NOTE: Configuring the Site ID cannot be done in advance at a branch office. It must
be configured on the Insight workstation.

Siemens Industry, Inc. 9
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o Credentials. Specify a valid Installer 1D and Password to register the Siemens ADR
Gateway. For information on obtaining credentials, contact the Custom Solutions
department in Buffalo Grove.

e Site Name. Enter the name for the site, which may consist of any combination of
alphanumeric characters. Enter a description similar to the format, [Company or
Building Name], [Street Address].

¢ Communications Timeout. Specify how long, in seconds, that the Siemens ADR
Gateway waits for a response from the ILM Server before timing out and sending a
warning message. For most situations, the default value is adequate.

3. Click OK.

The Siemens ADR Gateway service restarts.

4. Wait for the Siemens ADR Gateway service to restart, and then go to Verifying

Communication with the ILM Server.

Verifying Communication with the ILM Server

10

Verifyin
settings

g communication with the ILM Server ensures that you have entered the correct configuration
in the previous procedures and that the Siemens ADR Gateway is properly registered.

1. Ensure that the computer has Internet access.

2. From the Siemens ADR Gateway, click the Events tab.

File Tools Help

Events | History I Command History

Demand

Response Everts

D
787
720
B54
560
521
47
449
412
408
395

Time Stamp Deescription

Saturday, July 14, 2012 10:11 AM | SureGrid demand limiting logic enabled
Saturday, July 14, 2012 10:10 AM | SureGrid demand limiting logic enabled
Friday. Juty 13, 2012 8:58 PM SureGrid demand limiting logic enabled
Friday. Juty 13, 2012 2:54 PM SureGrid demand limiting logic enabled
Friday. July 13, 2012 2:50 PM SureGrid demand limiting logic enabled
Friday. July 13, 2012 2:50 PM SureGrid demand limiting logic enabled
Friday, July 13, 2012 2:42 PM SureGrid demand limiting logic enabled
Friday, July 13, 2012 2:00 PM SureGrid demand limiting logic enabled
Friday, July 13, 2012 2:00 PM SureGrid demand limiting logic enabled
Friday, July 13, 2012 1:58 PM SureGrid demand limiting logic disabled.

40 Friday, July 13, 2012 1:45 PM SureGrid demand limiting logic disabled.
Friday. July 13,2012 1:43 PM SureGrid demand limiting logic disabled.
Active Evert Status Meter Status I ILM Server Connection Status I
Stage MNone Meter Data Validiy:  Valid Connecion:  Connected
Target Demand Aggregate kW
Minutes Remaining Aggregate kWh

3. Inthe ILM Server Connection Status section, verify that Connected displays. This

indi

cates that the Siemens ADR Gateway is successfully registered and is properly

communicating with the ILM Server.

4. Do

one of the following:

If Connected displays: Go to Configuring the SentinelLM License Server Settings.

If Connection Error displays: The Siemens ADR Gateway is not receiving responses
from the ILM Server. You must diagnose the issue(s) and correct the problem. The
History logs may provide details that will help troubleshoot the connection; see ILM

Siemens Industry, Inc.
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Server Connection Problems for possible errors, messages, and recommendations. When
finished, go to the next procedure, Configuring the SentinelLM License Server Settings.

Configuring the SentinelLM License Server Settings

NOTE: The Siemens ADR Gateway requires a valid SentinelLM license on a license server.
For more information, see Pre-Installation Steps.

1. From the Tools menu, select Advanced Settings.
The Advanced Settings dialog box displays.
x|

Lizense server settings I

Server IP addiess or DMNS namme: IM

— BAChet read/write retry queue settings

M awirun number of retriss
[-1 = Infinite]

|3 33
Delay time between retriss |5 3:
|1 5] 3:

[seconds)]

Readw/rite timeout
[seconds]

— S04P read/write retry queue settings

Mawimum number of ietries
[-1 = Infinite]

a 3

Delay time between retries 5 3:
I

1 3

[zeconds

ReadMwirite fimeout 5
[zeconds]

Cancel

2. Inthe License server settings section, do one of the following:

o If the SentinelLM license server and the Siemens ADR Gateway are on the same
workstation: Enter localhost.

e Ifthe SentinelLM license server and the Siemens ADR Gateway are on different workstations:
Enter the IP address of the workstation on which the license server and dongle are located.

Click OK.
4. Go to Configuring Point Command Retry Settings.

Configuring Point Command Retry Settings

In the event of unsuccessful point commands, you can specify the number of retries, and the delay
time between retries, that the Siemens ADR Gateway should use before stopping retries.

NOTE: For most installations, the default settings will suffice.

1. From the Tools menu, select Advanced Settings.
The Advanced Settings dialog box displays.

Siemens Industry, Inc. 11
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x

— License server seftings

Server IP addiess or NS name: Im

i BACnet read/wiite retry queve settings

M awinun number of retriss
[-1 = Infinite]

Delay time between reties
[seconds)

i

ReadAwfite imeout 5
[seconds]

— SOAP read/write retry queue settings

Masimum nurber of retries
[-1 = Infinite]

Delay time between retries
[zeconds]

J))

ReadMwrite timeout
[zeconds]

Canicel

2. Inthe BACnet read/write retry queue settings and/or SOAP read/write retry queue
settings sections, specify the desired number of retries, and the delay time between retries.

Click OK.
4. Do one of the following:

o If you are using the SOAP interface to command points through an APOGEE SOAP
Server: Go to Configuring the SOAP Connection.

e If you are not using the SOAP interface to command points through an APOGEE SOAP
Server: You have completed all of the required installation and configuration procedures
in this chapter. Go to Chapter 3 — Configuring Responses to Events.

Configuring the SOAP Connection

NOTE: If you are not using the SOAP interface, you have completed all of the required installation and
configuration procedures in this chapter. Go to Chapter 3 — Configuring Responses to Events.

Before You Begin

12

CAUTION:

A Before you configure the SOAP connection, you must be aware of the following operation
information and observe the recommended security guidelines. Failure to do so may place your
system at risk for security breaches.

SOAP Server Operation

As described in the APOGEE SOAP Server User Guide, the ASPUser is an impersonation account
that ensures requests made by the SOAP Server will be accepted by the Insight DBCSServer service
and executed at the BAS. As a result, the SOAP Server and Siemens ADR Gateway configurations
are independent of each other: If the SOAP Server test pages work, the Siemens ADR Gateway will
also work when it uses the correct SOAP Server URL and Crypkey information. This ensures that the
SOAP Server will properly operate without any application-specific customization needed.

However, any application that knows the SOAP Server’s XML message format and uses a real
APOGEE point name and correct Crypkey value will be able to modify the point or obtain its
present value, command priority, units of measure, and state information.

Siemens Industry, Inc.
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The protection offered by the Crypkey value is somewhat diminished because it is stored in the
non-encrypted web.config file as plain text. In addition, the SOAP Server is not designed for user
authentication of calling applications, such as the Siemens ADR Gateway, and depends on the
calling application to prevent unauthorized access.

SOAP Server Security Guidelines

Because the Siemens ADR Gateway does not implement user authentication, observe the
following security guidelines:

e Use access groups to limit the range of points that the SOAP Server can command by
assigning the ASPUser user account rights to only access groups with points that are
absolutely needed.

e Because it contains sensitive information, you must secure the web.config file so only the
minimum number of Windows user accounts have access to it.

e Secure the Siemens ADR Gateway executable file, ADRGateway.exe (typically located in
the C:\Program Files\Siemens ADR Gateway directory), to a limited group of users by
using Windows file access security.

o Do not share the Crypkpey value beyond a limited list of need-to-know users.

To Configure the SOAP Connection
1. From the Tools menu, select Insight SOAP connection.
The Insight SOAP server settings dialog box displays.

1 Insight SOAP server settings X
Service address:
Crypkey: esssssssssses

2. Inthe Service address field, specify the address (URL) of the SOAP Server. If you do not
know the URL, you can determine it from looking in the Windows Internet Information
Services (11S) Manager.

3. Inthe Crypkey field, enter the password defined within the SOAP Server’s web.config file
on the I1S workstation.

4. Click OK.
Verify the firewall settings of the workstation on which the Siemens ADR Gateway is installed.

o If the SOAP Server is a new installation on a separate workstation from the Siemens
ADR Gateway: Verify that the firewall settings allow access to the SOAP Server. For
example, add HTTP to the firewall exceptions.

o If the Siemens ADR Gateway and the SOAP Server are on the same workstation: You
may not need to modify any firewall settings on the workstation.

6. You have completed all of the required installation and configuration procedures in this
chapter. Go to Chapter 3 — Configuring Responses to Events.

Siemens Industry, Inc. 13
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Chapter 3 — Configuring Responses to Events

This chapter discusses how to configure the Siemens ADR Gateway to respond to events from the
ILM Server. To configure predetermined responses to events, complete the following procedures:

e Adding Meter Points

o Verifying Meter Points

e Adding Control Points

e Verifying Control Points

e Configuring Timing Parameters

e Configuring Demand Stages and Demand Groups

e Configuring Responses and Notifications

CAUTION:

A Whenever you add or modify meter or control points, or make any changes in the Notification
Manager, Response Manager, or Shed Configuration dialog boxes, the Siemens ADR
Gateway service is automatically restarted, and therefore stops the Siemens ADR Gateway from
executing any load reduction control actions. It is highly recommended that you wait until after
the Siemens ADR Gateway service has restarted before you resume editing configuration data.
For more information, see Resetting the Siemens ADR Gateway Service.

Before You Begin this Chapter

You should have an understanding of the following before you begin configuring responses to events.

APOGEE (SOAP) and BACnet Points

A point is a piece of equipment (physical) or a value (virtual) that the BAS monitors or controls. The
way in which you add meter and control points to the Siemens ADR Gateway, and the required
information for the points, varies based on whether they are APOGEE (SOAP) or BACnet points.

For detailed information about points, see the Point Editor online help in the Insight software.

NOTE: For proper operation, any points you add to the Siemens ADR Gateway must already
exist in the BAS database and be accessible to the Siemens ADR Gateway.
APOGEE (SOAP) Points

When adding SOAP points in the Siemens ADR Gateway, the point names must exactly match
point names defined in the Insight database. The following information is required for each
SOAP point:

e Point Name
e  Priority Level

BACnet Points

Since the Siemens ADR Gateway references each BACnet control point by other values, the point
names in the BACnet device and the Siemens ADR Gateway do not have to exactly match.
However, to avoid later confusion, it is strongly recommended you configure the names in both
locations so that they exactly match.

14 Siemens Industry, Inc.
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The following information is required for each BACnet point:

e Point Name

e Network ID

e Device ID

e BACnet Object Type
e Object ID

e Priority Level

Command Priorities

When adding points to the Siemens ADR Gateway, you must specify their command priorities.
The selected priorities should only be used by the Siemens ADR Gateway, as conflicts may occur
if another application or operator commands the same points at the same priorities. In addition,
once configured, do not change priorities.

CAUTION:

A Commanding points with improper values and command priorities can cause undesired system
operation behavior. Points commanded from the Siemens ADR Gateway must be commanded at a
priority level lower than the OPERATOR priority. This allows building operators to override
commands from the Siemens ADR Gateway and return the system to normal operation.

For detailed information about APOGEE and BACnet command priorities, see the BACnet
Application Guide (125-1984). For a list of all BACnet priorities and their meanings, see ASHRAE
Standard BACnet: A Data Communication Protocol for Building Automation and Control Networks
(Standard 135-1995).

Command Priorities for APOGEE (SOAP) Points

Command APOGEE (SOAP) control points at the PDL priority. If the points are already set at
the OPERATOR priority, they will remain at the OPERATOR priority and will not be affected
by the command at the PDL priority. This is the preferred strategy, as building operators typically
place control points at the OPERATOR priority level to prevent changes to such control points.

If those points are needed for participating in automated DR actions, the building operator must
release them from the OPERATOR priority (command the points with @NONE priority).

Command Priorities for BACnet Points

Similar to commanding APOGEE (SOAP) points at the PDL priority, you should command
BACnet points at Priority 14, which is equivalent to the PDL priority. This allows the
EMERGENCY (Priority 12), SMOKE (Priority 10), and OPERATOR (Priority 8) priorities to
take over DR control actions when necessary.

In addition, setting the BACnet point command priority at a level below OPERATOR (Priority
8) ensures that any BACnet points already commanded at the OPERATOR (Priority 8) priority
will not be overridden by DR control actions.

The building operator is responsible for relinquishing the OPERATOR (Priority 8) priority
command for points participating in DR control events.

Siemens Industry, Inc. 15
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Adding Meter Points

The Siemens ADR Gateway relies on the BAS to provide all of a site’s kW and kWh meter
readings. You must configure at least one sub-metering point for KW and one sub-metering point
for KWh so that the Siemens ADR Gateway can aggregate all kW and kWh meter reading values
and send the aggregated values back to the ILM Server during DR events. Multiple sub-meter

readings can make up the aggregated meter values.

To Add Meter Points

16

1.

3. Click Add Meter Point.

From the Tools menu, select Point List.
The Point List dialog box displays.
Depending on the type of point you are adding, do one of the following:
e For a BACnet point: Click the BACnet Points tab.
e For a SOAP point: Click the SOAP Points tab.
(| Point List o5 ]
Define the points that can be used in the response or notification manager.
The tabs indicate the different communication protocol used to address the points.
| BACnet Poirts |E,:\p Points |
| |
[ Add Meter Paint... | | Add Control Point... | [ Remove Pont |
Name A Use | Network ID | Device ID | Type | Object ID | Priority Level
BAC.METER1.KW ka sub-meter | 1 | 7025 | M_VNUE . 17 | 14 \
BAC.METER1.KWH ;km'lﬂbﬂ'l... .1 I?ﬂ25 IA.N;\L{.)G_W\LUE _21} .]4 |
BAC.METERZ2. KW EkW sub-meter | 1 | 7025 | MDG_VALUE | 18 | 14 ]
BAC METER2 KWH kWh sub-m.. .1 .?925 IANA[DG_.VALUE .21 .” I
BAC.METER3.KW ;kW sub-meter .1 I?D?.S IA.NJ_\L{)G_VALUE _19 .M I
_BAC.METERB.KWH k\M-sd;m .l I7f.i25 I_J_NJALOG_VALUE _22 .M I
[ B Point List [ESEEY™)
Define the points that can be used in the response or notfication manager.
The tabs indicate the different communication protocol used to address the points.
BACnet Painis| SOAP Ponts |
[ Add Meter Point... | | Add Control Point... | [ Remove Pont |
Priority Level -
| CMDPRI_PDL - |
METER3.KW kW sub-meter CMDPRI_PDL hd |
METER2.KWH kWh sub-meter CMDPRI_PDL = |
METER2.KW kW sub-meter CMDPRI_PDL > |
METER1.KWH kWh sub-meter CMDPRI_PDL = |
METER1.KW kW sub-meter CMDPRI_PDL ot i

The Add new sub-meter point dialog box displays.

Add new sub-meter PDiLtL u
Enter point name:
BAC METERZ. KWH
) kW sub-meter
[ ok ][ canesl

| @ kWh sub-meter

Siemens Industry, Inc.
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4. Specify the point name, select the appropriate sub-meter type, and then click OK.

Depending on the point type, the point is added to the Point List in the BACnet Points or
SOAP Points tab.

5. From the Point List, locate the point you added, and do one of the following:
e For a BACnet point: Specify the Network ID, Device ID, (BACnet object) Type, Object

ID, and command Priority Level by clicking on and typing in each field.
NOTE: For the Priority Level, you can leave it set to the default value.

NOTE: For the Network ID:

— If the Siemens ADR Gateway and the BACnet device are not
separated by a BACnet router: The BACnet network for both devices is
local. In this case—which is typical—specify 1 for the Network 1D, and
disregard the ID reported by the BACstac Protocol, which may not
indicate the same value.

— If the Siemens ADR Gateway and the BACnet device are separated by a
BACnet router: Use the Network 1D of the remote physical BACnet
segment. In this case, the value reported by the BACstac Protocol at the
device is the correct value.

— If the BACnet device is on a virtual BACnet network, such as when
the Insight BACnet Server Option is used to expose APOGEE P2 or
Ethernet points: Use the Network ID of the virtual network segment.
When working with the Insight BACnet Server Option, the default virtual
network number is 2. Verify this by examining the BACnet protocol
properties for the virtual Network ID.
e For a SOAP point: Click the Priority Level drop-down arrow and select the level.

6. Do one of the following:

¢ If you are adding more meter points: Repeat Steps 2 through 5. When finished, click OK.
o If you are finished adding meter points: Click OK.
The Siemens ADR Gateway service restarts.

7.  Wait for the Siemens ADR Gateway service to restart, and then go to Verifying Meter Points.

Verifying Meter Points

The ILM Server relies on the aggregated meter values sent by the Siemens ADR Gateway in
order to properly assign the load shedding level and process demand capacity payment.

To Verify Meter Points

1. Verify that the aggregated meter data value is correctly calculated: Click the Command History tab
and locate the meter points. If the Siemens ADR Gateway can properly read their values, they display
as green in the Last Value Commanded column, and Pass displays in the Pass/Fail column.

2. Once located, sum up all the meter reading values and compare that sum with the
Aggregated kW value. In the following example, you can verify the Aggregated kW value
(ADR.DR.EVENT.AGGR.KW) by summing up the meter point kW values of
BAC.METER1.KW, BAC.METER2.KW, and BAC.METER3.KW.

Siemens Industry, Inc. 17
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Automated Demand Cl

File Tools Help

Events I History | Command History |

Pairt Name

BAC.METER1.KW

BAC METERZ KWH
BAC.METER1.KWH

I BAC METERZ KW
BAC.METER3.KWH

BAC METER3 KW

ADR.DR EVENT.AGGR.KW
ADR.DR EVENT AGGR KWH

Type
ANALOG_VALUE
ANALOG_VALUE
ANALOG_VALUE
ANALOG_VALUE
ANALOG_VALUE
ANALOG_VALUE
SOAP
SOAP

Last Value
Commanded

1800

18000

Time of Last Command

Wednesday, Jun 20, 02:44:.05 PM
Wednesday. Jun 20, 02:44:05 PM
Wednesday, Jun 20, 02:44.05 PM
Wednesday. Jun 20, 02:44:05 PM
Wednesday, Jun 20, 02:44.05 PM
‘Wednesday. Jun 20, 02:44:05 PM
Wednesday, Jun 20, 02:43:50 PM
Wednesday. Jun 20, 02:43:50 PM

Pass / Fail

Details

View Detailed History
Wiew Detailed History
View Detailed History
Wiew Detailed History
Wiew Detailed History
Wiew Detailed History
View Detailed History | =
Wiew Detailed History

i

3. Verify the meter configuration: Click the Events tab and review the information in the Meter

Status section.

Active Event Status
Stage:
Target Demand.

Minutes Remaining:

4. Do one of the following:

Meter Status
Meter Data Validity
Aggregate kW
Aggregate kWh:

ILM Server Connection Status

Connection:  Connected

o If Valid displays in the Meter Data Validity field, and Aggregate kW and Aggregate
kWh display correct aggregated values: The aggregation of meter readings and meter are
correctly configured. Go to Adding Control Points.

o If Invalid displays in the Meter Data Validity field: It may mean that that the Siemens ADR
Gateway was unable to obtain the meter data readings within the specified time (for example,
60 seconds). Wait for the next attempt to see if VValid displays—if Invalid consistently
displays, the metering points may not be correctly configured. See Failed Point Commands
for more information. When finished, go to the next procedure, Adding Control Points.

Adding Control Points

The Siemens ADR Gateway uses control points for notifying the BAS and responding to DR
events from the ILM Server. When the Siemens ADR Gateway receives and processes a DR
signal from the ILM Server, it commands points to execute DR control strategies through the
APOGEE SOAP Server and/or BACnet interfaces. Your interface choice depends upon the

control system architecture.

The Siemens ADR Gateway commands control points during DR events. When you add a control
point, you must specify if it is a Notification Point or Response Point:

o Notification Point. Used for exchanging values between the Siemens ADR Gateway and
BAS. Notification point values can also be displayed on graphics in the Insight software.
Once you specify a notification point, it is available for selection in the Notification

Manager dialog box.

o Response Point. Commanded by the Siemens ADR Gateway during DR events for load
reduction control actions. Response points must be configured before you can add them as
load reduction control actions for demand groups.

To Add Control Points

1. From the Tools menu, select Point List.

The Point List dialog box displays.

Siemens Industry, Inc.
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2. Depending on the type of point you are adding, do one of the following:

e For a BACnet point: Click the BACnet Points tab.
e For a SOAP point: Click the SOAP Points tab.

L
2 Point List — [ESE)

Define the points that can be used in the raponse or notification manager.
The tabs indicate the diferent comm p | used to the points.

[ Add Meter Point... | [ Add Control Pont... | [ Remove Point |
Nome ™ Netwok D Device ID Type Obiect 1D Prorty Level |
|BACADRDREVENTST.. [ aRE 7025 BINARY_VALUE -7 14 |
-
E Point List : =

Define the points that can be used in the response or notification manager.
The tabs indicate the diferent communication protocol used to address the points.

Name
FOUNTAIN.PUMP2.STATUS
FOUNTAIN.FUMP1.STATUS

BLDG1.GLOBAL.OFFICE.TEMP....
BLDG1.GLOBAL.INT.LIGHT.ST...
BLDG1.GLOBAL.EXT.LIGHT.ST...

Add Meter Poirt... | | Add Control Point... | [ Remove Point |

v Use Priorty Level
[Response CMDPRI_PDL -
Response CMDPRL_PDL =
Response CMDPRI_PDL -
Response [CMDPRI_PDL -
Response |CMDPRI_PDL -

3. Click Add Control Point.
The Add new control point dialog box displays.

Add mew control point ﬁ

Enter point name:
BAC.ADR.DR.EVENT.STATJS

") Response Point [

S oK | [ Cancel |
|| @ Motification Point

—

4. Specify the point name, select the appropriate control point type and then click OK.
Depending on the point type, the point is added to the Point List in the BACnet Points or

SOAP Points tab.

5. From the Point List, locate the point you added, and do one of the following:

e For a BACnet point: Specify the Network ID, Device ID, (BACnet object) Type, Object
ID, and command Priority Level by clicking on and typing in each field.

NOTE: For
NOTE: For

Siemens Industry, Inc.

the Priority Level, you can leave it set to the default value.
the Network ID:

If the Siemens ADR Gateway and the BACnet device are not
separated by a BACnet router: The BACnet network for both devices is
local. In this case—which is typical—specify 1 for the Network ID, and
disregard the ID reported by the BACstac Protocol, which may not
indicate the same value.
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— If the Siemens ADR Gateway and the BACnet device are separated by a
BACnet router: Use the Network ID of the remote physical BACnet
segment. In this case, the value reported by the BACstac Protocol at the
device is the correct value.

— If the BACnet device is on a virtual BACnet network, such as when
the Insight BACnet Server Option is used to expose APOGEE P2 or
Ethernet points: Use the Network ID of the virtual network segment.
When working with the Insight BACnet Server Option, the default virtual
network number is 2. Verify this by examining the BACnet protocol
properties for the virtual Network ID.
e For a SOAP point: Click the Priority Level drop-down arrow and select the level.

6. Do one of the following:

e Ifyou are adding more control points: Repeat Steps 2 through 5. When finished, click OK.
e If you are finished adding control points: Click OK.
The Siemens ADR Gateway service restarts.

7. Wait for the Siemens ADR Gateway service to restart, and then go to Verifying Control Points.

Verifying Control Points

When configuring multiple control points (response and notification points), it is possible that
point information may not have been correctly entered. You must verify that the notification point
values sent from the Siemens ADR Gateway are the same as the values received at the Insight
software, and that response points are properly commanded.

Complete the following procedures:
o Verifying Notification Point Values

o Verifying Proper Commanding of Response Points

Verifying Notification Point Values

20

1. Inthe Siemens ADR Gateway, click the Command History tab and locate the notification points.

Ev:nts_J History | Command History

Last Value

Point Name: Type Commanded Time of Last Command /Fal Details
ADR DR EVENT.AGGRKWH SOAP 19000 Monday. July 30, 2012 12:30 PM | Pass [ View Detaded History |
ADR DR EVENT AGGR KW [soar 1500 Monday, July 30, 2012 12:30 PM | Pas [ View Detaied History |
ADR DR EVENT.SEC SOAP 0 Monday, July 30, 2012 11:37 AM | Pass [ View Detaded History |
ADRDR EVENT.DOY soap 0 Monday. July 30, 2012 11:37 AM | [ View Detaded History |
BACRTU2.STATUS |BINARY_VALUE | Relinquish Monday, duy 30, 2012 1137 AM |Pass | View Detaied History |
BACRTU1.STATUS BINARY_VALUE R Monday. July 30, 2012 11:37 AM |Fass [ View Detaded History |
BACRTU3.STATUS |BINARY_VALUE | Relinquieh Monday. Juy 30, 2012 11:37 AM | Paes [ View Detaded History |
ADR DR EVENT METER VALID SOAP 1 Monday, July 30, 2012 11:37 AM | Pass [ View Detaled History ||
ADR DR.EVENT.DEMANDSTAGE SOAP 1 Monday. July 30. 2012 11:37 AM | Pass [ View Detaied History |
ADR TARGET kW [soar 0 Monday, July 30,2012 1137 AM | Pass | View Detaded Hitory |
ADR.DR.EVENT ALARM.STATUS SOAP 0 Monday. July 30, 2012 11:37 AM | Pass [ View Detaied History |
ADR.DR EVENT SHEDENGINESTATUS SOAP Relinquist Monday. July 30, 2012 11:34 AM | Fai [ View Detaied History |

2. Do one of the following:

e If Pass displays in the Pass/Fail column: Go to Step 3.

o If Fail displays in the Pass/Fail column: See Failed Point Commands for sample
problems, possible causes, and recommendations. When finished, go to Step 3.

Siemens Industry, Inc.
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3. Inthe Last Value Commanded column, compare the values displayed with values received
at the Insight software. If there are any discrepancies, see Failed Point Commands. When
finished, go to the next procedure, Verifying Proper Commanding of Response Points.

Verifying Proper Commanding of Response Points
1. Click the Command History tab and locate the response points.
2. Do one of the following:

e If Pass displays in the Pass/Fail column: The Siemens ADR Gateway is able to properly
command the point. Go to Step 3.

o If Fail displays in the Pass/Fail column: See Failed Point Commands for sample
problems, possible causes, and recommendations. When finished, go to Step 3.

3. Do one of the following:

o If the response point is a BACnet point: In the Last Value Commanded column, verify
that Relinquish displays. If it does not, see Failed Point Commands. When finished, go
to the next procedure, Configuring Timing Parameters.

o If the response point is a SOAP point: Go to Configuring Timing Parameters.

Configuring Timing Parameters

The built-in load shedding logic of the Siemens ADR Gateway enables you to organize load reduction
control actions so that targeted reduction can be achieved with minimal interruption to a facility’s
daily operation. In order to use load shedding logic, you must specify timing parameters.

For detailed information about load shedding logic, see the Automated Demand Response Using
the Siemens ADR Gateway Application Guide (125-012).

Timing Parameter Guidelines
When specifying timing parameters, observe the following guidelines.

Single Demand Group
If all load reduction control actions are organized into a single demand group:

e the Delay Period should be less than the Max Runtime of the demand group,

o toensure that all load reduction control actions are executed through the whole DR event,
the Max Runtime of the demand group must be equal to the Duty Cycle Period,

o the Demand Hysteresis should be about 5 to 10% of estimated demand reduction.

Multiple Demand Groups
If load reduction control actions are organized into multiple demand groups:

o the Delay Period should be less than the lowest Max Runtime of all demand groups,

¢ the Max Runtime of the demand group with the lowest Group Number should be less
than or equal to the Duty Cycle Period,

o the Duty Cycle Period should be greater than or equal to the Max Runtime of the lowest
Demand Group,

o the Demand Hysteresis should be about 5 to 10% of estimated demand reduction.
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To Configure Timing Parameters

1. From the Tools menu, select Shedding Manager.

The Shed Configuration dialog box displays.

= .
] p f - Wy ] ==y X
B sesconyrosor SR I DB LS IR L AL

The shedding engine must be disabled before editing stages or groups

Delay Period (mins) 5 Soft Landing {mins) y

Duty Cycle Period (mins) 20 Demand Hysteresis (kW)  15.000 Add Stage | | Remove Stage ‘ I
StageNumber Description
0 Demand Stage 0

1 Demand Stage 1

Add Group | | Remove Group ‘

GroupNumber Description MaxRuntime

1 Demand Stage 2 Demand Group 1 15

2 Demand Stage 2 Demand Group 2 16 I
5 Demand Stage 2 Demand Group 3 17

2. Before specifying the timing parameters, you must temporarily disable the Siemens ADR

Gateway’s load shedding engine. Click Disable.
The Siemens ADR Gateway service restarts.

Wait for the Siemens ADR Gateway service to restart, and then specify the timing
parameters for the site.

NOTE: These parameters affect all demand stages and demand groups.
o Delay Period. Specify the wait time, in minutes, before the next demand group is

activated. This allows time for load reduction control actions to take full effect before
another demand group is activated.

e Duty Cycle Period. Specify the time, in minutes, used to sequence activating all demand
groups in a round-robin fashion. At the start of each duty cycle period, activation starts in

ascending order from Demand Group 1, Demand Group 2, etc.

o Soft Landing. Specify the delay time, in minutes, used by soft-landing logic to slowly return

a system to normal operation.

o Demand Hysteresis. Specify the dead-band value used to account for fluctuation in
aggregated demand KW. The value is used when comparing actual and target KW.

4. Go to Configuring Demand Stages and Demand Groups.

Configuring Demand Stages and Demand Groups

22

When the Siemens ADR Gateway receives a DR event from the ILM Server, the event contains
the status of the DR event, target aggregated demand, demand stage value, and timeout period.
The Siemens ADR Gateway then uses built-in load shedding logic to execute load reduction
control actions. In order to execute the load reduction actions, they must be organized into
demand stages and demand groups.
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¢ Demand Stage. Used to indicate the severity of a DR situation and the degree of
aggressiveness in carrying out load reduction control actions. The higher the demand stage
value, the lower the Required kW will be.

e Demand Group. Used to define a group of load reduction control actions to be simultaneously
executed. Actions can consist of: on/off control signals (for example, commanding digital
outputs), setpoint change control signals (for example, commanding analog output points), and
multi-state value control signals (for example, commanding enumerated points). “Activating
demand group” is equivalent to executing all load reduction control actions in a demand group.
You can define single or multiple demand groups for each demand stage.

For detailed information about demand stages and demand groups, see the Automated Demand
Response Using the Siemens ADR Gateway Application Guide (125-012).

To Configure Demand Stages and Demand Groups
1. From the Tools menu, select Shedding Manager.

The Shed Configuration dialog box displays.

-
r 1 ! - ) " o
B s cononcn 0L D DT N ar
The shedding engine must be disabled before editing stages or aroups
Delay Period {mins) 5 Soft Landing (mins) 5
Duty Cycle Period {mins}) 20 Demand Hysteresis (kW) 15.000 Add Stage | | Remaove Stage ‘
StageNumber Description
0 Demand Stage 0
1 Demand Stage 1
Add Group | I Remove Group ‘
GroupNumber Description MaxRuntime
1 Demand Stage 2 Demand Group 1 15
2 Demand Stage 2 Demand Group 2 16 l
= Demand Stage 2 Demand Group 3 17

2. Before configuring or modifying demand stages or demand groups, you must temporarily
disable the Siemens ADR Gateway’s load shedding engine. Click Disable.

The Siemens ADR Gateway service restarts.
Wait for the Siemens ADR Gateway service to restart before continuing to the next step.

4. You must first add demand stages, and then add demand groups to the demand stages. To add
a demand stage, click Add Stage.

In the top half of the Shed Configuration dialog box, the system adds an empty row for the
demand stage.

5. Locate the demand stage you added and complete the following fields by clicking on and
typing in each field:

e Stage Number. Specify the value of the demand stage. The higher the value, the more
aggressive the load reduction control actions. At the time of publication, the Demand

Siemens Industry, Inc. 23



Siemens ADR Gateway User Guide

Stage values of 0 and 1 are reserved for future demand limiting applications. Therefore,
use 2 for the first demand stage, 3 for the second, etc.

o Description. Type a brief text description for the demand stage.
6. When finished creating demand stage(s), you must add one or more demand groups to each demand
stage. Select the demand stage to which you want to add a demand group and click Add Group.

In the lower half of the Shed Configuration dialog box, the system adds an empty row for
the demand group.

7. Locate the demand group you added, and complete the following fields by clicking on and
typing in each field:

e Group Number. The ID for the demand group. Demand groups with lower ID numbers
are always activated before those with higher numbers. The ID starts at 1 and increments
from there.

o Description. Type a brief text description for the demand group. To make configuration
easier to follow, the recommended description format is Demand Stage [Stage Number]
Demand Group [Number]. For example, Demand Stage 2 Demand Group 1.

e Max Runtime. Specify the maximum run time, in minutes, that each demand group is
permitted to remain active for each Duty Cycle Period. For example, this can be used for
limiting the time that equipment remains in the OFF stage for each Duty Cycle Period.
Each demand group can have a different Max Runtime.

NOTE: The Max Runtime of each demand group cannot be set greater than the
length of the Duty Cycle Period.

8. Do one of the following:

o If you are adding more demand stages and/or demand groups: Repeat Steps 4 through 7.
When finished, click OK.

o If you are finished adding demand stages and/or demand groups: Click OK.
The Siemens ADR Gateway service restarts.

9. Wait for the Siemens ADR Gateway service to restart, and then go to Configuring Responses
and Notifications.

Configuring Responses and Notifications

In order to act upon DR event instructions, you must configure the system for responses. A
response is a load reduction control action to be executed when the respective demand group is
activated. Each response must belong to a demand group and demand stage. With notifications,
information about a DR event is directly transferred to the BAS for scheduling.

Depending on how you want a control point to respond during a DR event, complete the
following procedures:

e Configuring Responses

e Configuring Notifications

Configuring Responses
1. From the Tools menu, select Response Manager.
The Response Manager dialog box displays.
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E Response Manager = @
Poit Lit | Remove Resporse |
All Pairts Mame Stage Group Value o
RTU1.5TATUS
RTUZ.STATUS RTU1.STATUS 2 1 0
RTU3.5TATUS
FOUNTAIN PUMP1.STATUS FOUNTAIN.PUMP1.STATUS 2 1 0 |
FOUNTAIN PUMP2 STATUS FOUNTAIN.PUMP2.STATUS 2 1 0 1
BLDG1.GLOBAL.EXT.LIGHT.STAT
BLOG1.GLOBALINTLIGHT.STAT| |BLDG1GLOBALEXT LIGHT STATUS 2 1 1
BLDG1.GLOBALOFFICE TEMP.SE
BAC RTU1 STATUS BLDG1.GLOBALINT LIGHT.STATUS 2 1 1
BAC.RTUZ.STATUS inact
BAC RTU3STATUS BAC.RTU1.STATUS 2 1 inactive
ROOM.TEMP.HIGH.LIMIT ROOM.TEMP.HIGH.LIMIT 2 1 a5

RTU2.STATUS 2 2 0

FOUNTAIN.PUMP1.5TATUS 2 2 o

FOUNTAIN.PUMP2.STATUS 2 2 o

BLDG1.GLOBAL EXT.LIGHT.STATUS 2 2 1 i

To add or remove a response, select a point from the point list on the left. ‘
[ o [ cameel |

2. From the Point List on the left side, click control point for which you want to configure a
response, and then click Add Response.

In right side of the Response Manager dialog box, the system adds a row for the response.

3. Locate the row you added, and complete the following fields by clicking on and typing in
each field:

e Stage. Specify the number of the demand stage with which you want to associate the point.
e Group. Specify the number of the demand group with which you want to associate the point.

e Value. Specify the value to which to command the point. For example, if the point
controls room temperature setpoints, and the associated action is to set the temperature
setpoints to 78°F, you would type 78.

NOTE: For SOAP binary points, the command Value is 0 for OFF and 1 for ON. For
BACnet binary points, the command Value is inactive (lowercase) or 0 for OFF
and active (lowercase) or 1 for ON.

4. Do one of the following:

o If you are configuring more responses: Repeat Steps 2 and 3. When finished, click OK.
e If you are finished configuring responses: Click OK.
The Siemens ADR Gateway service restarts.

5. Wait for the Siemens ADR Gateway service to restart, and then go to Configuring Notifications.

Configuring Notifications

Notification points are set to specific values depending on the state of a DR event. There are a fixed
number of notification points, and they each have particular uses. They are primarily used to transfer
generic information about the next event to the BAS in order for it to prepare a response. In this
instance, the programming capability of the BAS is used in place of the Siemens ADR Gateway.

1. From the Tools menu, select Notification Manager.
The Notification Manager dialog box displays.
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4,

[E2 Notification Manager e

Alam Point l
Use the following point to notify the system that a new DR event has started. The point will be enabled and directly disabled again.

Only binary points can be used.

ADR.DR.EVENT ALARM.STATUS - ] |

Active Event

Time stamps are communicated to the system through two analog values. The first value communicates the day of the year (1to
365/366).

Tafge! Demand (in kW)

[ADR TARGET KW )

Event End Time

Day of Year Seconds since midnight

[ADR.DR.EVENT.DOY ~ | [ADR.DR EVENT.SEC v

|
|
|
|
|
Shedding Information |
Meters 1

|

Aggregate kW Aggregate kWh

[ADR.DR EVENT AGGRKW. ~ | [ADR.DR EVENT AGGR KWH -
Meter Data Validity

[ADR.DR EVENT METER.VALID -]

Shed Mode |
Active Stage Shed Engine Enabled

[ADR.DR EVENT.DEMANDSTAGE ~ | [ADR.DR.EVENT.SHEDENGINE.STATUS - ‘

[ ook JICameJ“‘

Complete the fields in the Notification Manager dialog box by clicking on a field’s drop-
down arrow and selecting the desired point.

NOTE: Points will only be selectable in appropriate fields. For example, BACnet binary

points will only be available in fields that accept binary points, such as Meter
Data Validity and Shed Engine Enabled.

Alarm Point. If desired, specify the point that will be triggered whenever new DR event
instructions are received. When the event is received, the point is set to active, and then
reset to inactive after 10 seconds. This toggling can be used to trigger an alarm in the
BAS in order to alert building operators to the arrival of new DR event instructions.

NOTE: Only commandable binary points (BINARY_VALUE, BINARY_OUTPUT)
can be used as alarm points.

Active Event. Configure points to which the target demand and end time of the currently
active event will be written.

Shedding Information. Configure points by which to display Active Demand Stage
values of DR events, aggregated meter values, and shedding logic status.

Click OK.
The Siemens ADR Gateway service restarts.

Wait for the Siemens ADR Gateway service to restart, and then go to Backing up the
Configuration Parameters.
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Backing up the Configuration Parameters

> From Windows Explorer, navigate to the Siemens ADR Gateway directory and copy the
DRSpecial_Model.xml file, which contains the communication parameters and other
load control reduction settings.

NOTE:  Archive the file in a safe location remotely from the local server initially and after
each configuration change. This may be helpful for disaster recovery efforts.

You have completed all the required procedures for configuring responses to events.
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Chapter 4 — Working with the Siemens ADR Gateway
This chapter provides instructions on working with the Siemens ADR Gateway and covers the
following topics:

e Window descriptions, which explain viewing and filtering information in the Events,
History, and Command History tabs.

e Step-by-step instructions for:
— Determining the receipt of DR events
— Resetting the Siemens ADR Gateway service

— Restoring the Siemens ADR Gateway to the default settings

Working with the Window

The Siemens ADR Gateway window is divided into Events, History, and Command History
tabs. From these tabs, you can view information about past and active DR events; operational
events, along with errors and warnings; and points that the system has commanded.

Events Tab

ﬁ Automnated Demand Response Gateway
File Help

Events | History | Command History

Tools

(=[O el

Demand Response Events

D Time Stamp

11501 | Thursday, July 26, 2012 2:06 PM
11838 | Thursday, July 26, 2012 2:04 PM
11824 | Thursday, July 26, 2012 2:03 PM
11808 | Thursday, July 26, 2012 1:57 PM
11793 | Thursday, July 26, 2012 1:55 PM
11776 | Thursday, July 26, 2012 1:45 PM
11762 | Thursday, July 26, 2012 1:45 PM
11747 | Thursday, July 26, 2012 1:42 PM
11703 | Thursday, July 26, 2012 1:34 PM
11702 | Thursday, July 26, 2012 1:34 PM
11701 | Thursday, July 26, 2012 1:34 PM
11668 | Thursday, July 26, 2012 1:32 PM
11635 | Thursday, July 26, 2012 12:19 PM
11618 | Thursday, July 26, 2012 12:14 PM
11613 | Thursday, July 26, 2012 12:09 PM

PET.E! T

Ll ac andnd0.nn0 o

Description

SureGrid demand limiting logic enabled.

Control group deactivated - Stage: 2, ControlGroup: 3, Highest ActiveGroup: 2.
Control group activated - Stage: 2, ControlGroup: 2, HighestActiveGroup: 3.
Control group deactivated - Stage: 2, ControlGroup: 2, Highest ActiveGroup: 3.
Caontrol group activated - Stage: 2, ControlGroup: 1, Highest ActiveGroup: 3
Control group deactivated - Stage: 2, ControlGroup: 1, Highest ActiveGroup: 3.
Control group activated - Stage: 2, ControlGroup: 3, HighestActiveGroup: 3.
Control group activated - Stage: 2, ControlGroup: 2, HighestActiveGroup: 2.
Control group activated - Stage: 2, ControlGroup: 1, HighestActiveGroup: 1.
Demand limiting set to stage 2.

Received DemandResponse command - Stage: 2, Enabled: True.

SureGrid demand limiting logic enabled.

Control group deactivated - Stage: 2, ControlGroup: 1, Highest ActiveGroup: None.

Control group deactivated - Stage: 2, ControlGroup: 3, Highest ActiveGroup: 1.
Executing Soft-Stop for active stage 2.

T P e o o o

m

Active Event Status
Stage: Mone
Target Demand:

Minutes Remaining:

Meter Status

Meter Data Validity:  Valid
Aggregate kKW: 1537.000
Agaregate kWh: 15370.000

ILM Server Connection Status
Connection:  Connected

ADR Gateway Service is started if:]

The Events tab provides information about active DR events and the activation/deactivation of
demand groups during the DR event. The data and fields displayed in the Events tab include:

o Demand Response Events. Lists all DR events and demand groups that are activated and
deactivated during the DR event.

28
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e Active Event Status. Displays information about the active DR event and the remaining time
of the current active DR event.

e Meter Status. Displays the meter data validity and aggregate kW and kWh values.

e ILM Server Connection Status. Displays the connection status with the ILM Server. Status
indicators are:

— Connected. The Siemens ADR Gateway is successfully registered and is properly
communicating with the ILM Server.

— Connection Error. The Siemens ADR Gateway is not receiving responses from the ILM
Server. You must diagnose the issue(s) and correct the problem. The History logs may
provide details that will help troubleshoot the connection; see ILM Server Connection
Problems for possible errors, messages, and recommendations.

History Tab

@ Automated Demand Response Gateway EI@
File Tools Help
Clear List | [ Reloadal

Id TimeStamp Type Categony Description { Double Click for Data ) &
11167 Thursday, July 26, 2012 8:16:44 AM Waming SOAP Attempt 1to write "to BLDG1.GLOBAL.INT.LIGHT STATUS. Server address: ht...
11166 Thursday, July 26, 2012 8:16:44 AM Waming SOAP Attempt 1to write "to BLDG1.GLOBAL EXT.LIGHT STATUS. Server address: h... i
11165 Thursday, July 26, 2012 8:16:44 AM Waming SOAP Attempt 1to write "to FOUNTAIN.PUMP2.STATUS. Server address: hitp://loca...
11164 Thursday, July 26, 2012 8:16:44 AM Waming SOAP Attempt 1to write "to FOUNTAIN.PUMP1.STATUS. Server address: hitp://loca...
11163 Thursday, July 26, 2012 8:16:44 AM Information BACnet Wrote "Relinquish’to 7025:BAC.RTU3.STATUS' at priority 14.
11162 Thursday, July 26, 2012 8:16:44 AM Information BACnet Wrote "Relinquish’to 7025:BAC.RTUZ2 STATUS' at priority 14.
11161 Thursday, July 26, 2012 8:16:44 AM Information BACnet Wrote "Relinquish’to 7025:BAC.RTU1.STATUS' at priority 14.
11160 Thursday, July 26, 2012 8:16:43 AM Information SOAP Wrote "15000"to ADR.DR.EVENT AGGR.KWH after 2.82 seconds. Server addr...
11158 Thursday, July 26, 2012 8:16:43 AM Waming SOAP Attempt 1to read METER3.KWH did not succeed. Server address: http://localh. ..
11158 Thursday, July 26, 2012 8:16:43 AM Waming SOAP Attempt 1to read METERZ. KWH did not succeed. Server address: http://localh. ..
11157 Thursday, July 26, 2012 8:16:42 AM Waming SOAP Attempt 1to write "to RTU1.STATUS. Server address: http-/Aocalhost /Insight S
11156 Thursday, July 26, 2012 8:16:41 AM Information SOAP Wrote "Relinquish’to RTU3.STATUS after 4.36 seconds. Server address: http:/..
11155 Thursday, July 26, 2012 8:16:41 AM Information SOAP Wrote "Relinquish’to RTUZ2 STATUS after 4.15 seconds. Server address: http:/..
11154 Thursday, July 26, 2012 8:16:38 AM Waming SOAP Write of "15800'to ADR.DR.EVENT.AGGR.KWH aborted after 0 retries and 0.2..
11153 Thursday, Juby 26, 2012 8:16:36 AM Error Meter Aggregating Submeter point METER3.KWH has not been read for 38674 seconds. Meter va. .
11152 Thursday, Juby 26, 2012 8:16:36 AM Error Meter Aggregating Submeter point METERZ . KWH has not been read for 38674 seconds. Meterva.. | «
Fitter Max Log Data

Category: | Al categories v|  StatDate:  Thusday . Juy 19,2012 [ 500} Days
Type: [NI types v] End Date: Thursday . August 02, 2012 kg Change Setting

ADR Gateway Service is started if:]

The History tab displays operational events, along with errors and warnings. The data and fields
displayed in the History tab include:

o Reload All. Click this button to refresh the data in the History tab.
e Clear List. Click this button to clear data displayed in the History tab.
NOTE: This clears the display; it does not delete any log data.

e ID. Displays the ID assigned to the event.

e TimeStamp. Displays the date and time at which the event took place.
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o Type. Displays the data type of the event. Data types are Error, Warning, and Information,
and are color-coded to assist with identification.

— Error (red text). Severe errors that require manual intervention. For example, an
incorrect ILM Server connection.

— Warning (blue text). Operational errors that are expected to be corrected at the next
retry attempt. For example, an attempt to set a BACnet point value may fail once due to
an intermittent connection problem, but will succeed once reconnected.

— Information (green text). General information about operational events over the
specified time period.

e Category. To assist with identification and organization, the system categorizes events with
labels such as BACnet, License, Meter Aggregating, and SOAP, among others.

o Description. Provides information about the event. Double-click a row to display
additional information.

o Filter. If desired, click the appropriate drop-down arrows to filter the display. The Category
and Type fields hide all records that do not match the chosen criteria. The Start and End
Date filters limit the data to a specific timeframe.

o Max Log Data. Specifies the number of days that logs are stored. By default, this is set to
500 days, which is the maximum value. Entries older than 500 days are permanently deleted.
To edit this setting, in the Max Log Data field, type or click the UP or DOWN arrows to
specify the number of days, and then click Change Setting.

Log files are located in the application’s installation folder, which is typically C:\Program
Files\Siemens ADR Gateway. Files are named according to the following convention:
ADRClient.log and ADRClient_*.log. Only the most recent log files (ADRClient.log and, if
it exists, ADRClient_1.log) are displayed.

The maximum size for a single log file is 20 MB—when reached, the current file is renamed
with the appended sequence ID to create a rollover file, and the system generates a new
ADRCIlient.log file to replace it. This size limit prevents excessive disk space consumption.

NOTE: Insome extreme cases, which may occur if error messages repeat frequently over an
extended time period, a file may grow too large. Should this happen, some of the oldest
history data will not be available through the user interface. To view the data, you can
open the rollover files (ADRClient_*.log) through a text editor, such as Notepad.
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Command History Tab

ﬁ Automated Demand Response Gateway

File Tools Help

(oo =]

Paint Name Type (Izaoﬁ:aaLudeed Time of Last Command ??:s:" Details a
ADR.DR EVENT ALARM STATUS SOAP 0 Thursday, July 26, 2012 2:06 FM | Pass
RTU3.STATUS SOAP Thursday, July 26, 2012 2:06 FM | Pass
BLDG1.GLOBAL OFFICE.TEMP.SETPT SOAP 82 Thursday, July 26, 2012 2:06 PM | Pass
BLDG1GLOBALINT LIGHT STATUS SOAP 1 Thursday, July 26, 2012 2:06 FM | Pass
BLDG1.GLOBAL EXT.LIGHT.STATUS SOAP 1 Thursday, July 26, 2012 2:06 FM | Pass
RTU2STATUS SOAP 0 Thursday, July 26, 2012 2:06 FM | Pass =
RTU1.STATUS SOAP 0 Thursday, July 26, 2012 2:06 PM | Pass
BAC.RTU3.STATUS BINARY_VALUE | Relinguish Thursday, July 26, 2012 2:06 FM | Fai
BAC RTUZSTATUS BINARY_VALUE |inactive Thursday. July 26, 2012 2:06 FM | Fail
BAC.RTU1.STATUS BINARY_VALUE |inacive Thursday, July 26, 2012 2:06 FM | Fai
ADR.DR.EVENT METER VALID S0AP 0 Thursday. July 26, 2012 2.06 PM | Pass
ADR.DR EVENTAGGR KWH SOAP 15370 Thursday, July 26, 2012 2:04 FM | Pass
ADR.DR EVENTAGGR KW/ SOAP 1537 Thursday, July 26, 2012 2:04 FM | Pass
FOUNTAIN.PUMP1.STATUS SOAP 0 Thursday, July 26, 2012 1:35 FM | Pass
ROOM.TEMP HIGH.LIMIT SOAP 85 Thursday, July 26, 2012 1:35 FM | Pass
FOUNTAIN.PUMP2.STATUS SOAP 0 Thursday, July 26, 2012 1:35 PM | Pass
ADR.DR EVENT.DEMANDSTAGE SOAP 2 Thursday, July 26, 2012 1:35 FM | Pass
ADR.DR.EVENT.DOY SOAP 207 Thursday, July 26, 2012 1:35 FM | Pass A
The table above shows all points that have been commanded by the ADR Gateway. The points listed may no longer be defined in the point list.

The values are listed as they have been commanded and may not reflect the present value of the point.
The complete history of all commands for each point can be accessed by pressing the button in the details column of the table.

ADR Gateway Service is started i@]

The Command History tab displays all points—and the last value sent to each point—that the
system has commanded, with the most recent commands at the top. Information is taken from the
active history file, and all commands are displayed. In addition, commands for points that were
deleted from the point list are included.

To assist with identification, commands are color-coded:

e Green. The command was successfully executed.

¢ Red. Issues were encountered when commanding the point.
NOTE: To display additional information for an item: In the Details column, click View

Detailed History.

Step-by-Step

Determining the Receipt of DR Events

The Siemens ADR Gateway automatically receives DR event information from the ILM Server
for new or changed DR events.

You can determine the receipt of new or modified DR events by:
e setting an alarm point,

e reviewing the data in the Events and History tabs.
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Resetting the Siemens ADR Gateway Service

Resetting the Siemens ADR Gateway Windows service reinitializes all system components; it
does not terminate the service.

CAUTION:
Resetting the service during a DR event will cause all the DR control actions to be relinquished
or released.

NOTE: When resetting the service, the user interface will be unavailable until the Siemens
ADR Gateway service is restarted.

Automatic

The service is automatically reset when any of the following items are changed:
e ILM Server connection parameters

e Control points

e Meter points

In addition, the service is automatically reset whenever you make any changes in the following
dialog boxes:

¢ Notification Manager
e Response Manager
e Shed Configuration

Manual
> From the File menu, select Reset Service.

Restoring the Siemens ADR Gateway to the Default Settings

32

CAUTION:

A Only restore the Siemens ADR Gateway to the default settings as a last resort, since this erases
all current settings. All the points, responses, ILM Server settings, etc. that you defined will be
permanently deleted. You cannot undo this action.

» From the File menu, select Restore Default Configuration.
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Appendix A — Troubleshooting

This appendix provides troubleshooting information for failed point commands, ILM Server
connection problems, and installation issues. If you are unable to resolve any problems you may
have using these suggestions, please contact the Custom Solutions department in Buffalo Grove.

Failed Point Commands
Should you encounter failed point commands, the following recommendations may help correct the problem.
1. Ensure that you have a network connection to the BACnet device or APOGEE SOAP Server.

e For a BACnet device: Ping the IP address of the BACnet device.
o For an APOGEE SOAP Server: Ping the IP address of the IIS Server.
2. Ensure that you have properly configured the network connection.

e For the BACnet interface:

— If the problem is with a point(s) on a physical BACnet network and the Siemens
ADR Gateway and BACnet device are not separated by a BACnet router: Ensure
that the BACnet network for both devices is local. In this case—which is typical—
ensure that 0 is specified for the Network ID.

— If the problem is with a point(s) on a physical BACnet network and the Siemens
ADR Gateway and BACnet device are separated by a BACnet router: Ensure that
you have the correct Network 1D of the remote physical BACnet segment.

— If the BACnet device is on a virtual BACnet network, such as when the Insight
BACnet Server Option is used to expose APOGEE P2 or Ethernet points: Ensure
you have the correct Network ID of the virtual network segment.

Depending on the point type, see Adding Meter Points or Adding Control Points.
o Forthe SOAP interface: Ensure that the URL is correct by inspecting the SOAP Server’s
virtual directory at the IIS host.
3. Ensure that you have entered correct information for the point(s).
When configuring multiple control points (response and notification points), it is possible that
point information may not have been correctly entered. Click the Command History tab (the
Siemens ADR Gateway must be connected and properly communicating with the Insight

software), and review the entries. Refer to the following table for sample problems, possible
causes, and recommendations.
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Problem

Possible Cause

Recommendation

Values in the Last
Value Commanded
column display
Relinquish in red.

Incorrect point information
(BACnet).

One or more BACnet fields may not
have been properly completed.

Remove the incorrect point information
and add the correct point information.
From the Insight software, use the
BACnet Object Browser application to
inspect the device and the actual
BAChnet point.

Values in the
Pass/Fail column
display Fail in red.

Incorrect point name (SOAP).

The SOAP point name entered in
the Siemens ADR Gateway must
exactly match the point’s System
Name defined in the Insight
database.

NOTE: The System Name may
include blank spaces at the

start, middle, or end.

Remove the incorrect point name and
add the correct point name.

Incorrect Crypkey value.

The correct Crypkey value for the
SOAP Server is required.

Enter the correct Crypkey value in
the Insight SOAP server settings
dialog box.

Incorrect point information
(BACnet).

One or more BACnet fields may not
have been properly completed.

Remove the incorrect point information
and add the correct point information.
From the Insight software, use the
BACnet Object Browser application to
inspect the device and the actual
BAChnet point.

34
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ILM Server Connection Problems

To determine the cause of a connection problem, review the error messages in the History tab.
For more information, see History Tab.

Error

Message

Recommendation

Could Not
Connect to <ILM
Server URL>

Could not connect to <ILM
Server URL>. TCP error code
10061: No connection could
be made because the target
machine actively refused it
<IP ADDRESS>

Proxy Name Not
Resolved

The proxy name could not be
resolved: <PROXY>

Remote Server

The remote server returned
an unexpected response:

This indicates that you cannot connect to
the proxy—the workstation may not be
correctly connected to your LAN network,
or invalid credentials may be present. Use a
Web browser and try to access a known
Web site, such as www.google.com.

= |f the site loads: Your LAN and Internet
settings are correct.

= If the site does not load: The proxy

Returned ; (407) Proxy Authentication configuration or credentials may be incorrect.
Unexpecte Required For more information, see Configuring the
Response ILM Server Settings.

No Endpoint There was no endpoint See previous recommendations.

Listening listening at <ILM Server URL>

that could accept the
message. This is often caused
by an incorrect address or
SOAP action. See
InnerException, if present,
for more details.

HTTP Request
Unauthorized

The HTTP request is
unauthorized with client
authentication scheme
"Basic". The authentication
header received from the
server was "Basic
realm=""PSS2WS" .

This indicates that you have incorrectly
entered the ILM Server user name and/or
password. See previous recommendations.

Installation Issues

During the installation process, should you encounter .NET 4.0 problems:

1. Download and install the .NET 4.0 component from Microsoft:
http://msdn.microsoft.com/en-us/library/5a4x27ek.aspx

2. If the installation continues to fail after using the downloaded .NET 4.0 component,
download and install the Microsoft Windows Imaging Component (WIC) from Microsoft:

o For 32-bit x 86 operating systems: www.microsoft.com/en-us/download/details.aspx?id=32
o For 64-bit operating systems: www.microsoft.com/en-us/download/details.aspx?id=1385
When you are finished installing the WIC, retry installing the .NET 4.0 component from Step 1.

For detailed information about WIC, see:
http://msdn.microsoft.com/en-us/library/windows/desktop/ee719654(v=vs.85).aspx
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Glossary

Automated Demand Response (Auto-DR)

Fully-automated demand response that uses proprietary technologies and/or software systems.

BACnhet

Open data communication protocol for building automation and control networks. This ASHRAE
standard (135-1995) allows building automation equipment from multiple manufacturers to work
together as a coherent system.

BAS

Building Automation System.

DR

Demand Response.

HVAC

Heating, Ventilation, and Air Conditioning.

ILM Server

Server that issues DR event information to all ILM sites.

LAN

Local Area Network.

setpoint

Target value that an 1/O controller attempts to maintain. Setpoint values—such as temperature,
pressure, etc.—are maintained through adjustments of the final control elements—such as
temperature control valves, dampers, etc.

SOAP

Simple Object Access Protocol. Specification for exchanging structured information in the
implementation of Web services in computer networks that relies on Extensible Markup
Language (XML) for its message format. For message negotiation and transmission, it usually
relies on other Application Layer protocols, most notably Remote Procedure Call (RPC) and
Hypertext Transfer Protocol (HTTP).
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