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Introduction 
Siemens Building Automation System (BAS) offers solutions to your building control 
needs. A BAS consists of many physical devices, including field panels and Terminal 
Equipment Controllers (TECs). Our devices can be configured to communicate on 
several different network configurations, including IP and BACnet (Building Automation 
and Control Networking Protocol). They can co-exist safely and securely with your 
existing network, whether on a LAN, a VLAN, or the Web. 

Siemens will work closely with your IT Department to ensure that all safeguards are in 
place to protect both your existing network and the Insight System. 

This document describes the various areas that impact the IT department and its 
communication concerns (such as security, IP addressing, ports, and more). 

Hardware 

Building Automation System Hardware 

Field panels, TECs, BBMD routers (BACnet/IP Broadcast Management Device), 
smoke detectors, power meters, workstations and laptops. 

Network Hardware 

Switches, routers, servers, firewalls, wireless access point, network printers, 
workstations and laptops. 

Software 

Supported Operating Systems 

● Windows 7 (32- and 64-bit), Windows 8.1 (64-bit), Windows Server 2008 (32-bit), 
Windows Server 2008 R2, Windows Server 2012 R2. 

Supported Applications 

● Adobe (Reader, Air, Flash), Corel Designer 9, Insight software, IIS, .NET (2 and 4), 
Java, Internet Explorer, Mozilla Firefox, SafeNet (licensing), Microsoft Windows 
Service Packs. 

Security 

Anti-Malware Software 
Should my organization install an anti-malware software program at the job site with 
Insight software? 

Yes, your organization should protect the workstation computers. However, Siemens 
Industry, Inc. does not make any recommendations for particular anti-malware 
software programs. 

Have any anti-malware software programs been tested with the Insight software? 

Yes. Workstations used for testing are installed with the Siemens sanctioned anti-
malware software (TrendMicro). 

Your organization should adhere to its policies and procedures when determining 
which anti-malware software program to use. Insight software should be able to co-
exist with all other Windows applications, including anti-malware programs that run on 
the workstation computer. 
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However, if there are conflicts between Insight software and the anti-malware suite that 
need to be resolved, you may want to consider creating exceptions, such as excluding 
certain Insight folders (for example, the Insight\System, Insight\Database) from the 
scanning process. 

Firewalls 
In order for Insight software to function properly, several firewall ports must be enabled. 

User Account Control 
Certain Insight applications, such as the APOGEE Backup Utility and the Scheduler, 
and tasks require elevated Administrator privileges. Depending on the level of the User 
Account Control (UAC) setup on a particular workstation, certain applications may be 
required to run with elevated privileges. 

If UAC is implemented on a workstation running Insight software, talk with your 
Siemens representative to determine the best approach to execute these applications. 
For example, if a UAC prompt displays when a user requests credentials, then the 
user’s privileges must be addressed with the system administrator to resolve this issue. 

Setting Up User Groups 
Users of Insight software require certain levels of access to specific folders, shares and 
registry. Siemens recommends that all Insight users have their own separate Windows 
User Account. To simplify the configuration of these accounts, it is recommended that 
you create a Windows user group and assign the Insight users to this group. Please 
follow these guidelines: 

● Create a User Group called Insight software, and include all Insight users. Doing 
so will simplify the software and device configuration and setup processes. 

● Allow Insight users full read/write access to the Insight folders and all subfolders 
and files so that they can create and modify a database. 

● Provide users with write access to the following hives in the Registry: 

– (32-bit operating systems) HKEY_LOCAL_MACHINE\SOFTWARE\LANDIS & 
GYR hive. 

– (64-bit operating systems)HKEY_LOCAL_MACHINE\SOFTWARE 
\Wow6432Node\LANDIS & GYR.
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Supported Network 

Infrastructures/Configurations/Protocols 
Siemens BAS products can coexist on customer IT networks and are supported on the 
following network infrastructures/configurations/protocols: 

● Domain configurations 

● IP addressing – Fixed and DHCP 

● Dynamic Name System (DNS) 

● BACnet 

● Ethernet BaseT-100 and higher 

● Virtual Local Area Networks (VLANs) 

Domain Configurations 
Siemens recommends that the APOGEE product line be configured to exist in a 
domain environment. It can be part of either an existing domain or its own separate 
domain. 

IP Configurations 
Siemens BAS (Building Automation Systems) devices support both fixed and dynamic 
IP addressing. It is recommended that all devices be assigned fixed IP addresses to 
minimize the dependency on network services such as DHCP and DNS. 

If your organization requires DHCP, it is recommended that BAS devices be assigned 
Reserved IP addresses. 

Dynamic Name System (DNS) Configuration 
DNS Servers can be assigned to APOGEE devices. However, to improve performance 
and to increase reliability, it is recommended that you to add the names and IP 
addresses of all BAS devices to the C:\Windows\System32\drivers\etc\hosts file. 

BACnet 
BACnet is a protocol that was developed for open communication between industrial 
devices. 

● The industry standard port assigned for BACnet communication is UDP 47808. 

● To further enhance security, all BACnet devices should be configured in a VLAN 
environment. 

● A BBMD (BACnet/IP Broadcast Management Device) router is used to assist 
discovery of other BACnet devices that exist on different segments. Both the 
Insight workstation and BACnet field panels can be assigned the role of a BBMD 
router. 

For more information about BACnet industry standards, see the following Web sites: 

● www.bacnet.org 

● www.ashrae.org 

file:///D:/CPS_BG/Software/Workstation/www.bacnet.org
file:///D:/CPS_BG/Software/Workstation/www.ashrae.org
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OPCServer 
OLE for Process Control (OPC) is a protocol to allow data communication between 
field devices from different manufacturers. Insight software can be configured as either 
an OPC Server (serving data to third-party OPC clients) or an OPC Client (receiving 
data from third-party clients for further processing). Ideally all devices involved with 
OPC communications should exist in the same domain. Otherwise, an OPC Tunneler 
must be installed on both ends to allow communication between different domains. 

VLANs 
It is recommended that all devices (Insight software, APOGEE clients, and field panel 
devices) are configured to be in the same VLAN to increase throughput and provide 
better security to the application. 

Web-based Products 
● APOGEE GO – Requires Internet Information Services (IIS) server installed with 

access to Insight server. Uses .NET, ASPX, and Java. HTTP port 80 or https port 
443. Supports Explorer 8, 9 and 10. Mozilla Firefox, version 17, 81 and 19. 

● Field Panel Web Server – Monitors a system through a browser while connected to 
a field panel. 

● Tenant Override System (TOS) – Provides energy monitoring and billing for 
occupants in a building 

● Simple Object Access Protocol (SOAP) – Provides access to the Insight software's 
point database in order to read a point's value, status, and units of measurement, 
or to command a point, through the Internet or intranet using SOAP requests and 
responses. 

● InfoCenter GO – Provides energy monitoring and reports using a browser.
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Methods to Access an APOGEE System 
The Insight database can be accessed in any of the following ways: 

● Thick Client 

– The computer where the Insight software is installed (workstation database is 
stored on the Thick Client computer). 

– Windows operating system security is used for authentication. 

– Insight User Accounts define the level of access available at both the object 
and the application level. 

● Thin Client (Remote Desktop Client) 

– Supports access to the Insight workstation through a mechanism, such as 
Remote Desktop for Windows, without needing to install Insight software on a 
client computer. 

– Windows operating system security is used for authentication. 

– Insight User Accounts define the level of access available at both the object 
and the application level. 

● APOGEE GO 

– Provides users the ability to access the Insight database through an Internet 
browser. 

– Must be configured to use Internet Information Services (IIS). 

– Windows operating system security is used for authentication. 

– Sessions can be established using either an HTTP or HTTPS connection. 

Virtual Servers 
Insight and InfoCenter software have not been tested for compatibility or supported to 
run on any virtual platforms currently available in the market. If you choose to install 
the software on any virtual platform, support is limited to only the Insight software and 
its applications/features. That is, any virtual environment-related troubleshooting will 
not be provided. 

Additionally, when running an Insight workstation in a virtual environment, RENO 
paging using numeric and/or alphanumeric pagers is not supported. 

The current recommendation is to install the Insight software on a physical server. 

Bandwidth 
There are no significant impacts to typical network bandwidth due to a Siemens BAS 
installation. Internal controlled test measurements were done on 100 Mbps networks. 

Client-to-Server Communication 

● Less than 1% of bandwidth on 100 Mbps 

Panel Peer-to-Peer Communication 

● Less than 1% of bandwidth on 100 Mbps 

Workstation-to-Panel Communication 

● Less than 0.5% average 

● Less than 5% during bursts
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Insight Port Requirements 
The following tables outline the ports and protocols used for proper operation of the 
APOGEE Product line. 

 

APOGEE Specific Ports 

Port Protocol Used by Comments 

7 TCP Ping/ICMP Used for Insight Server to Insight Client communication and 

verification. 

69 TCP Field Panels Retrieves list of programs running at the field panel. Must be 

open at the field panel level. 

100 TCP Field Panels Used to run diagnostics on the field panel. Must be open at 

the field panel level. 

135 TCP RPC RPC Endpoint Mapper. 

161 

162 

UDP Field Panels Default ports for SNMP. Required for field panels with the 

SNMP option enabled. 

502 TCP/UDP Modbus TCP Used by Modbus Driver. 

3001 TCP Field Panels Communication via this port is to support Ethernet and RS485 

field panels. Traffic on this port must be allowed at both the 

field panels and the computer hosting the ALN for proper 

communication. 

3002 TCP Field Panels Communication via this port is to support connectivity directly 

to an AEM device. Traffic on this port must be allowed at both 

the field panels and the computer hosting the ALN for proper 

communication. 

5033 TCP Field Panels Communication to field panels occurs over TCP port 5033. 

Traffic must be allowed at both the field panels and the 

computer hosting the ALN for proper communication. 

5093 UDP Rainbow APOGEE license authentication occurs when using port 5093. 

Traffic must be allowed on this port on the computer 

designated as the License Manager for Insight APOGEE 

(typically the computer designated as the Insight database 

server). 

5099 TCP/UDP Rainbow APOGEE license authentication occurs when using port 5099. 

Traffic must be allowed on this port on the computer 

designated as the License Manager for Insight APOGEE 

(typically the computer designated as the Insight database 

server). 

5441 TCP Field Panels Sniffer is a tool to monitor panel traffic. A separate document 

titled TCP Port 5441 further explains this port and its function. 

Traffic through this port must be allowed both at the field 

panels and the computer hosting the ALN for proper 

communication. 

5442 TCP IPSNIFF Port used by the Insight Async service to communicate to 

field panels. Traffic must be allowed both at the field panels 

and the computer hosting the ALN for proper communication. 

6775 

6778 

TCP Objectivity/DB 5.0 and 5.1 Objectivity (Insight 3.1.x and earlier). 

6779 

6780 

TCP Objectivity 5.2, 6.x, and 7.x (Insight 3.2 and later). 
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APOGEE Specific Ports 

Port Protocol Used by Comments 

6779 TCP Objectivity Used by the Objectivity AMS service to enable database 

access by Insight clients. Traffic must be allowed on this port 

on all Insight workstations where the Insight software is 

installed (not needed if Remote Desktop option is being used 

to establish a connection to the Insight database server). 

6780 TCP Objectivity Used by the Objectivity Lock Server to read and write 

database access requests. Only needs to be open at the 

Insight Database Server. 

999 TCP Telnet For the configuration port of an AEM200. 

12001 

12002 

12003 

12004 

12005 

TCP Dialogic Board Used by the Dialogic board to communicate with the Insight 

workstation. Must be allowed at the Insight workstation 

hosting the Dialogic board. 

30400 TCP/UDP Utility Cost 

Manager 
Used by the Utility Cost Manager option to communicate with 

the Insight database. Must be allowed at the computer 

hosting the Utility Cost Manager application. 

47808 UDP BACnet Allows BACnet communication amongst BACnet field panels. 

Traffic through this port must be allowed at both the field 

panels and the computer hosting the ALN for proper 

communication. 

 

 
 

Non-APOGEE Specific Ports needed for Proper Insight Operation 

Port Protocol Used by Comments 

21 FTP Field Panels Used to transfer configuration files to field panels. 

Recommended to be allowed at the field panel level and 

computer performing the transfer. 

23 Telnet Field Panels Used to Telnet to the field panel to access HMI. Disabled on 

all field panels by default. Can be enabled on specific field 

panels. Computers that require the ability to Telnet to a field 

panel should also have this port enabled. 

25 SMTP Insight RENO 

Option 
Required if the RENO (Remote Notification) option is required 

53 TCP DNS APOGEE configurations depend on DNS to provide naming 

resolution. If the Insight database server will also host DNS, 

then this port must be accessible. Note that a 

C:\Windows\System32\drivers\etc\hosts file can also be 

created that can list all IP addresses used by Insight devices. 

67/68 UDP BootP/DHCP Processes DHCP requests. Port must be opened if the Insight 

database server will be configured with the DHCP Role. 

80 TCP Internet Explorer Port is needed if the site uses the APOGEE GO or Field 

Panel GO option. 

135 TCP RPC Ports must be open on all computers where the Insight 

software is installed. 

137 TCP NETBIOS Name 

Service 
Used by NetBIOS. 

138 TCP NETBIOS 

Datagram 

Service 

Used by NetBIOS. 
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Non-APOGEE Specific Ports needed for Proper Insight Operation 

Port Protocol Used by Comments 

139 TCP NETBIOS 

Session Service 
Used by NetBIOS. 

1200-

5000 

TCP Dynamic Port 

Range/ 

ephemera l ports 

For 32-bit Operating Systems. Allows session establishment 

and communication between Insight database server and 

Insight Client computers. This list can be shortened using the 

Registry. 

3389 TCP Remote Desktop 

Service 
Enabled if Remote Desktop access is required. 

49152 

to 

65535 

 Dynamic Port 

Range/ 

ephemera l ports 

For 64-bit Operating Systems. Allows session establishment 

and communication between Insight database server and 

Insight Client computers. This list can be shortened using the 

Registry. 

 

Remote Desktop Services 
Remote Desktop Services (previously called Terminal Services) can be used to access 
Insight software from various computer devices on the network. To ensure proper 
performance and throughput, the Remote Desktop server must have adequate 
memory and processing power to manage the remote connections. Plan for 150 MB of 
memory use per concurrent connection and 1 CPU processor per 10 concurrent users. 

File Shares 
When the Insight software is installed as a database server, the Insight\Database 
directory is configured as a share called ATOM$. By default, the Everyone group is 
assigned to have access to this share. Siemens highly recommends removing the 
Everyone group and creating a new group called APOGEE that contains all Insight 
users. The APOGEE group can then be assigned with read/write access to the 
ATOM$ file share. 

For more information, see the following: 

● Microsoft Windows help for file sharing, or visit http://support.microsoft.com. 

● The Getting Started online help, which is accessed through the Insight Main Menu. 

Achieving Redundancy through a Cluster 
Installing Insight software in a Microsoft clustering configuration will ensure that clients 
can still access the Database server even with the failure of one of the servers in the 
cluster. This configuration is ideal for sites requiring redundancy with very minimum 
downtime. 

For more information, see the Cluster Solutions Getting Started Manual (571-316A). 

Databases 
The Insight database is a proprietary industrial database that can be accessed only by 
the Insight applications. Backups can be easily scheduled and restored as necessary. 

  

http://support.microsoft.com/
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